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ABSTRACT

The advances in wireless communication
techniques, mobile cloud computing, and con-
text-aware technologies boost a growing interest
in the design, development, and deployment of
vehicular networks for emerging applications.
This leads to an increasing evolutionary tenden-
cy to change from vehicular networks toward
cloud-assisted context-aware vehicular cyber-
physical systems. In this article, we first propose
a multi-layered context-aware architecture and
introduce two crucial service components, vehic-
ular social networks and context-aware vehicular
security. Then we propose an application sce-
nario regarding the context-aware dynamic park-
ing services by illuminating the cloud-assisted
architecture and logic flow. Finally, we investi-
gate the challenges and possible solutions,
including context-aware safety hazard prediction,
context-aware dynamic vehicle routing, and con-
text-aware vehicular clouds.

INTRODUCTION

With the development of mobile cloud comput-
ing (MCC), context-aware technology, and dedi-
cated short-range communication, vehicular
networks with the capabilities of decision making
and autonomous control can be upgraded to
cloud-assisted context-aware vehicular cyber-
physical systems (CVCs). In our view, the CVC
can be regarded as an evolution of vehicular net-
works by utilizing more intelligent and interac-
tive operations. The applications and services in
a CVC often form multiple end-to-end cyber-
physical flows that operate in multi-layered envi-
ronments to provide quality of service (QoS)
assurance such as timeliness, reliability, and con-
venience.

MCC can provide a flexible method of han-
dling massive computing, storage, and software
services in a scalable and virtualized manner [1].
The integration of MCC and vehicular networks
is expected to promote the development of cost-
effective, scalable, and data-driven CVC. The
promising CVC highlights some emerging appli-

cations and services. For example, we hope to
offer a number of safety applications to improve
road safety and traffic efficiency, as well as to
enable a clean environment. As for the scalabili-
ty of cloud services and computation layers, the
architecture of a CVC may be divided into three
interactive layers: the vehicle computational
layer, the location computational layer, and the
cloud computational layer.

Recently, a few research projects have report-
ed studies on the combination of cloud comput-
ing and vehicular networks. In [2], the concept
of autonomous vehicular clouds was proposed to
exploit the underutilized resources in vehicular
ad hoc networks (VANETS). The work in [3]
proposed architectures of vehicular clouds, vehi-
cles using clouds, and hybrid clouds. Vehicles act
as cloud service providers and clients. In [4], the
hierarchical cloud architecture for vehicular net-
works was proposed, and the proposed architec-
ture included a vehicular cloud, a roadside cloud,
and a central cloud.

The introduction of context-aware technology
[5] may provide more convenience and safety
guarantees for drivers, passengers, and pedestri-
ans, and may enable the emergence of numerous
novel applications in the domain of vehicular
environments. For example, a context-aware ser-
vice could be a real-time traffic update or even
live video feed of a planned route for the driver.
In the vehicle computational layer, in-vehicle
context-aware systems aim at taking into account
more contextual information related to the driv-
ing task in order to produce adapted or cus-
tomized actions [6]. The work in [7] developed a
driver behavior detection system using context-
aware technology to detect abnormal behaviors
exhibited by drivers, and warn other vehicles on
the road to prevent accidents from happening.
In [8], a solution for the collection, management,
and provision of context-aware information on
traffic and current location for the road environ-
ment was designed. Also, context-aware technol-
ogy could be exploited for location and cloud
computational layers to realize dynamic vehicle
routing, as well as richer service contents.

In this article, we propose a context-aware
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architecture with mobile cloud support for vehic-
ular cyber-physical systems (VCPS). Our work is
different from previous research in three aspects.
First, we aim to create a context-aware pervasive
system for mobile vehicles, drivers, passengers,
and relevant traffic authorities by designing a
multi-layered architecture with cloud capability.
Also, each layer may provide multiple context-
aware services. Second, we analyze two remark-
able service components (vehicular social
networks and context-aware vehicular security)
in CVC, and then present a context-aware appli-
cation scenario exemplified by dynamic parking
services to improve the QoS of VCPS. Third, we
emphasize the challenges and possible solutions,
including context-aware safety hazard prediction,
a context-aware routing protocol, and a context-
aware vehicular cloud.

The remainder of this article is organized as
follows. We illustrate the proposed architecture,
including multi-layered features and crucial ser-
vice components, in the next section. After that,
we envision a promising application to alleviate
the parking difficulties in the current situation.
Next, we focus on the challenges and possible
solutions to the problem of VCPS, and some
rational suggestions are proposed to improve the
safety and convenience services. Finally, our con-
clusion is presented.

CLOUD-ASSISTED
CONTEXT-AWARE ARCHITECTURE

According to hierarchical spatial regions, the
applications and services in CVC can be divided
into three different computational layers: vehi-
cle, location, and cloud. In this section, we pro-
pose a context-aware architecture with mobile
cloud support and two crucial service compo-
nents. Figure 1 shows a considered cloud-assist-
ed context-aware architecture.

MULTI-LAYERED ARCHITECTURE

In the vehicle range, onboard equipment (OBE)
installed in the vehicle can provide all kinds of
services (e.g., GPS navigation and entertain-
ment). Above all, it can acquire both environ-
ment and body parameters, and provide versatile
man-to-machine interaction by the aid of
wired/short-range wireless technologies and
some special sensors. For example, we may
design a context-aware safety system by captur-
ing the static and temporal aspects of behavior,
and then performing probabilistic inference.

In the location computational layer, roadside
equipment (RSE) deployed at strategic locations
can exchange information with OBE installed on
vehicles passing by. Both RSE and neighboring
OBE are interconnected and share context-
aware traffic information and entertainment
resources. Vehicles outside the range of any
RSE may still be connected to the rest of the
vehicle and infrastructure network via neighbor-
ing vehicles. This vehicle and infrastructure net-
work can generate accurate real-time traffic
information based on some fundamental traffic
problems related to efficiency, which can be
addressed well from a brand new perspective [9].

In the cloud computational layer, an increas-

ing number of applications and services (e.g.,
vehicle multimedia contents and historical traffic
information) supplied by diverse corporations
and related traffic authorities are gradually
becoming a reality. In Fig. 1, an inter-cloud envi-
ronment in CVC includes multiple cloud systems
running with different policies working with each
other to share resources so that end-to-end QoS
to users can be maintained even in the event of
large fluctuations in computing load which can-
not be handled by a single cloud system. The
interactions among the different types of clouds
are achieved through inter-cloud root data cen-
ters that are connected to a wireless network
environment under the help of a service gateway
such as the one described in [10].

CRUCIAL SERVICE COMPONENTS

In CVC, the service components include the
vehicular cloud, different kinds of smart termi-
nals (e.g., OBE and smartphones), vehicular
social networks, context-aware vehicular security,
and so on. In particular, online and/or vehicular
social networks can be relevant and helpful for
traffic efficiency and infotainment. Also, security
and privacy are two primary concerns in the
design of CVC. Therefore, we focus on two
remarkable service components (vehicular social
networks and context-aware vehicular security)
in this subsection.

Vehicular Social Networks — With the sup-
port of vehicular social networks, VCPS will
open up some emerging services (e.g., real-time
traffic information prediction) that are user-ori-
ented beyond on-road safety. It is expected that
vehicular social networks will be a growth area
in terms of deployment and applications. Thus,
the CVC will increasingly incorporate the analy-
sis of vehicular social networks into intelligent
transportation analytics. The research contents
of CVC introduced into vehicular social net-
works include not only traffic status studies, but
also analysis modeling of traffic development
forecasting and planning, traffic safety and edu-
cation, and the study of traffic organizations and
systems. The methods discussed (e.g., traffic data
mining and mobile crowd sensing) are mainly
applied to this emerging field.

Context-Aware Vehicular Security — The
security and privacy issues in CVC are reflected
in the different layers. Context-aware vehicular
security mechanisms (CVSMs) may dynamically
adapt to a user’s situation based on the provided
context. Context can be incorporated into vari-
ous security services, such as access control,
encryption, and authentication. Context can also
be incorporated into security in different ways
such as supplementing user attributes and replac-
ing user attributes.

In order to implement CVSMs, we should
design a context-aware vehicular security frame-
work that may include several functional units
(e.g., data collection, policy management, misbe-
havior detection, and trust management). The
data collection unit is mainly responsible for col-
lecting vehicular context data and vehicular
behavioral data, and then sending them to the
policy management unit, the malicious detection
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unit, or the trust management unit. The trust
management unit assesses the trustworthiness of
each vehicle. Through the use of various pieces
of vehicular context information (e.g., road con-
ditions, speed and time factors), a vehicle can
determine the circumstances under which misbe-
havior occurs.

A CASE STUDY: CONTEXT-AWARE
DYNAMIC PARKING SERVICE

As the number of vehicles increases, there is an
increasing trend of insufficient parking spaces in
many large cities, and this problem is gradually
getting worse. In addition to employing multi-
level parking garages, we believe that, with the

support of some emerging technologies such as
wireless sensor networks (WSNs) and cloud
computing, the potential exists to alleviate this
problem using context information (e.g., road
conditions and status of parking garages) to pro-
vide context-aware dynamic parking services
(Fig. 2). In this section, we describe cloud-assist-
ed parking services that address two types of sce-
narios for drivers: traditional parking garages
and dynamic parking services along the road. In
addition, we describe support for a parking
reservation service using smart terminals such as
smartphones.

We propose a framework for a context-aware
parking service system with MCC capability, and
emphasize cloud-assisted architecture, the deci-
sion making process of traffic authorities, and

Vehicle computational layer

Mobile users accessing services
using smartphones

behavior detection

Context-aware driver / I

Sharing context-aware road and
safety information

—

Location computational
layer

Base station

Wireless network environment

Inter-cloud root
data center

Context-aware cloud services

Automotive multimedia
content cloud

cloud

Drivers or passengers

Vehicular social networks

Other application

Cloud computational layer

Automotive
manufacturer cloud

Location-based service cloud

Traffic authorities

Figure 1. Example cloud-assisted context-aware architecture.
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parking reservation service. The following intro-
duces two types of parking spaces.

Traditional parking garages: The context
information of each parking space detected by a
WSN is forwarded to the traffic cloud by WSNss,
third-generation (3G) communications, and the
Internet. The collected data are processed in the
cloud and then selectively transmitted to the
users. This is helpful for providing more conve-
nience services and evaluating the utilization lev-
els of the parking garage. Also, the status of the
parking garage may be dynamically published on
a nearby billboard to users who have no ability
to get the status by smart terminals.

Dynamic parking services: In this scenario,
we consider a situation in which we may tem-
porarily park a vehicle along the road if it does
not impede the passage of other vehicles or
pedestrians. We envision this application sce-
nario based on the common observation that the
traffic flow capacity is usually regular for each
road. For example, there is usually heavy traffic
during morning and evening rush hours. There-
fore, considering the context information such as
rush hours and road conditions, we may dynami-
cally arrange the parking services for a very wide
road. With the support of many new technolo-
gies (e.g., MCC and WSNs), the traffic authori-
ties can carry out the dynamic management of
this kind of service.

In the proposed framework, we analyze three
aspects, including service planning of traffic
authorities, reservation service process, and con-
text-aware optimization.

Decision making of traffic authorities: The
decision-making process of the proposed scheme
heavily depends on many factors, such as histori-
cal traffic flow capacity, road conditions, weather
conditions, and traffic flow forecasting. In order
to make an effective prediction, researchers on
vehicular social networks carry out traffic data
mining to discover useful information and knowl-
edge from collected big data. The prediction
process depends on classifying the influence fac-
tors and designing a decision tree. Decision ref-
erences from academia can also be provided to
traffic authorities. By the method of probability
analysis, the traffic authorities dynamically
arrange whether the road can be authorized to
provide context-aware parking services. In some
particular cases, a fatal factor may directly affect
the decision making. For example, when a
typhoon is approaching, traffic authorities may
immediately terminate services.

Parking reservation services: As shown in
Fig. 2, the status of a parking space can be mon-
itored as determined by the corresponding sys-
tem, and subsequently updated in the traffic
cloud. The drivers or passengers can quickly
obtain the parking space’s information by vari-
ous smart terminals such as smartphones. If a
proper parking space cannot be found, we may
extend the scope for further search. Within a
given time, we may log into the traffic cloud and
subscribe to a parking space. The logical
flowchart of a parking reservation service in
CVC is given in Fig. 3.

Context-aware optimization: The context
information includes not only road conditions
and the status of the parking garage, but also

Decision reference
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i Wired or wireless
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Figure 2. Context-aware dynamic parking services.

the expected duration of parking as well. Since
the purpose of a visit to the place in question
can determine the expected duration of parking,
this context information can be used to optimize
the best parking locations for drivers. For the
parked vehicles, the expected duration of park-
ing can be uploaded to the traffic cloud and
shared with potential drivers after analysis. In
this way, even when the parking garage has no
empty parking spaces available, drivers still can
inquire as to the status of the parking garage
and get the desired service by context-aware
optimization.

The proposed context-aware dynamic parking
service is a promising solution for alleviating
parking difficulties and improving the QoS of
CVC. Many technologies such as WSNs, traffic
clouds, and traffic data mining are enabling this
application scenario to become a reality. Howev-
er, we still face some issues and challenges,
including a lack of infrastructure, and inadequa-
cy of the related policies and regulations. As of
yet, there is still not a prototype platform in this
field. From a long-term point of view, this is to
be addressed from several perspectives:
1.Design a prototype platform supporting the

context-aware dynamic parking services;
2.Establish and improve the related infra-

structure;
3.Formulate relevant laws and regulations.

CHALLENGES AND
POSSIBLE SOLUTIONS

Although other issues such as security and priva-
cy are equally important and need to be
addressed separately, we focus on three aspects
(context-aware safety hazard prediction, context-
aware dynamic vehicle routing, and context-
aware vehicular clouds) to state the challenges
and possible solutions.
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CONTEXT-AWARE SAFETY HAZARD PREDICTION

Although passive and active systems have been
designed to evaluate and improve vehicle safety,
it is still necessary to develop a proactive con-
text-aware system to complement existing sys-
tems. The fundamental principle of this new
system is to establish a motion model that
includes context information (e.g., temporary
position relationships) to predict the motion of
this vehicle and its neighbors in the next few sec-
onds. In this way, an imminent collision may be
identified. However, existing vehicle motion
models such as [11] are not well suited for safety
hazard prediction because they are one-dimen-
sional models unable to consider hazards or
vehicles in adjacent lanes.

Most collision warning algorithms (e.g., [12])
have focused on detecting rear-end collisions
without considering the potential danger of
side/merging vehicles. In addition, these algo-
rithms are only based on either static trajectory
predictions or stopping sight distances; they do
not take into account the pre-crash vehicle
dynamics. In this article, we propose an approach
to predict the safety hazards from other vehicles.
This approach is designed by developing a poten-
tial field that considers inter-vehicular communi-
cation, which helps drivers determine the next
best actions. In contrast, in the proposed
approach, we can improve the limitations of the
previous algorithms.

As shown in Fig. 4, the safety hazard faced by
a driver may be expressed as a potential field U.
The lateral cross-section of vehicle i’s potential
field can be shown as U; . Likewise, vehicle k

can be perceived by driver j as a potential field
the longitudinal section of which is expressed as
U, with the base shown as the contour labeled
Base k on the ground. When vehicle j is close to
vehicle k, the dot at (x;, y;) will climb up the
potential field of the latter. Obviously, driver j
will face more hazards if the field is higher or
steeper. Similarly, if driver j runs parallel to
vehicle i, driver j possibly faces danger from side
collision. With the support of this context-aware
system, driver j could try his best to avoid colli-
sion from vehicle i.

Recently, some preliminary results have veri-
fied the field theory and found some supporting
evidence [13]. However, the specific shape of the
potential field depends not only on driver charac-
teristics but also the availability of context-aware
information. For example, if a driver has more
context information (e.g., how quickly she is able
to stop her vehicle), the potential field may show
different shapes with less variability. Thus, the
potential field can be expressed as a function of
the availability of information. Since the availabil-
ity of information depends on both inter-vehicular
communication (e.g., real-time performance) and
onboard sensors, we can determine the form of a
potential field by integrating all kinds of influenc-
ing factors. In this way, the proposed approach
can be developed to predict the safety hazard.

CONTEXT-AWARE DYNAMIC VEHICLE ROUTING
In [14], a novel method for dynamic vehicle
routing was proposed by mining traffic data. In
this article, we give some insights from the point
of view of context awareness and carry out a
simplified experiment.

Log into the cloud and
input the destination

Is there parking
space?

Yes

Yes

No

Provide the statistics of
parking space to users

Is there real-time
information?

Extend scope to
search for?

Get the status of
traditional parking
garage and dynamic
parking services

No —>»

Yes

Is there parking
space?

No Yes

End Provide the statistics of
parking space to users

v

Log into the cloud and carry
out parking reservation service

v

< Get context-aware services >

Figure 3. Logical flow chart of a parking reservation service in CVC.
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With the support of vehicular ad hoc net-
works (VANETS), vehicles outside the range of
any RSE still have the ability to connect with the
rest of the feasible vehicle and infrastructure
networks to generate very accurate traffic infor-
mation. Because of the available context-aware
information, we can address some fundamental
problems from a brand new perspective. For
example, the following problems may be solved:
* Predict future traffic conditions at locations

with/without RSE coverage.
 Utilize the predicted context-aware infor-

mation for improving traffic efficiency.

Taking advantage of infrastructure networks,
we can collect traffic data across time and space.
Since the characteristics at neighboring locations
are often positively or negatively correlated, the
traffic data analysis must take account of spatial
and temporal autocorrelations. Therefore, the
effect of traffic prediction is closely related to
the previous context-aware information (e.g.,
speed) and vehicles in the vicinity. But the reali-
ty is that the previous traffic prediction models
based on temporal information only could gen-
erate unstable parameter estimates. Fortunately,
since tensors of higher orders have been proven
to be effective data structures to model complex
problems, we may adopt tensor feature regres-
sion to design a new approach that includes both
temporal and spatial traffic flow information
(e.g., volume, density, and speed) simultaneous-
ly. We analyze fifth-order tensor features (traffic
location, speed, time, volume, and density) to
express traffic information. In fact, these tensor
features are the various pieces of context-aware
information. The fifth-order tensor is a matrix
that stores traffic information uploaded from
OBEs to RSEs. It includes the surrounding traf-
fic information at the same time as spatial infor-
mation, and time series data in the same location
as temporal information.

When a vehicle with an OBE passes by an
RSE, it can receive the updated traffic informa-
tion from the RSE and send its own information
(e.g., origin, destination, and vehicle trajectory
data) to the RSE. From the trajectory data,
some useful context-aware information (e.g.,
speed and density) can be obtained. Such con-
text-aware information can be correlated with
the traffic data obtained from upstream/down-
stream RSEs and traditional loop detectors. The
relationship can then be established using the
tensor regression approach. Figure 5 shows the
traffic prediction for areas not covered by RSEs.

In order simplify the verification of our pro-
posal, we make three assumptions:

* The distance from A to C is 50 km.

* The vehicle maintains a steady speed.

* The delay of an unexpected accident is
about 30 minutes.

The simulation environment is based on Mat-
lab/Simulink. Figure 6 shows the preliminary val-
idation of vehicle routing with and without the
above-described context-aware technology in
CVC. Normally, if no accidents occur along the
way, it takes 60 minutes from A to C. For the
existing routing (e.g., the routing given by exist-
ing GPS navigation), we may spend some time at
B because of an unexpected accident. With sup-
port of context-aware technology, a vehicle may

Figure 4. Context-aware safety hazard prediction.

Locations without RSE coverage
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Loop detector data » Current condition

K 7

Future condition

Traffic data mining

Origin, destination,
and trajectory data

Tensor feature regression

A

~ Past
Locations with RSE coverage

EPrediction

y
Ld

Future condition

Future

Figure 5. Traffic prediction for areas not covered by RSEs.

acquire the proactive road conditions before
reaching B, and then recalculate the path to
avoid blocked roads. Therefore, the proposed
context-aware dynamic vehicle routing can pre-
dict future traffic conditions and improve the
QoS of CVC.

CONTEXT-AWARE VEHICULAR CLOUDS

The vehicular cloud consists of three primary
architecture types: vehicles to clouds (VTC),
vehicles as clouds (VAC), and vehicles with
clouds (VWC). For the architecture of VTC, the
vehicles on the road can access cloud services
from the gateway deployed with the roadside
infrastructure to cloud services. The VAC is
composed of a set of connected passengers
and/or vehicles initially located in the same area
as other users. Subsequently, they may selective-
ly allocate their computing resources to other
users, forming VCPS data centers. The VWC
combines the features of both VTC and VAC to
serve the roles of the vehicle as infrastructure
and end users simultaneously.

For the context-aware vehicular cloud, we
highlight the challenges of developing and run-
ning context-aware mobile applications, as well
as challenges in utilizing context awareness.
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Figure 6. Preliminary validation of context-aware dynamic vehicle routing.

These challenges include many aspects, such as:
* Resource limitations and trade-offs for
advanced context processing on mobile
devices
* Connectivity, latency, and bandwidth
e Security and privacy
* Apportioning decision for federated deploy-
ments
* Managing the context-aware service life
cycle
In order to implement the context-aware
vehicular cloud services, context awareness
authentication is the primary technology [15].
Therefore, context-aware authentication should
be applied to identify the driver based on their
behavior in the vehicular cloud environment.
After collecting context-aware information and
considering the spatial factors, the whole authen-
tication will be more reliable. We should empha-
size these aspects, including the context-aware
architecture, context-aware middleware model,
and context-aware and location-based service
discovery protocols.

CONCLUSIONS

The seamless integration of vehicular networks
and MCC provides tremendous opportunities for
VCPS. In this article, we provide a brief review
and outlook of this promising field, and discuss a
cloud-assisted context-aware VCPS architecture
for vehicular networks. In particular, we study a
case (context-aware dynamic parking service) to
show the improvement of QoS in CVC. We also
suggest some future research directions and give
possible solutions to improve the performance
and QoS of cloud-assisted VCPS. We believe
CVC will attract enormous attention and
research effort in the near future.
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