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Introduction 

"The Internet of Things (IoT) is the network of physical objects or 

"things" embedded with electronics, software, sensors and connectivity to 

enable it to achieve greater value and service by exchanging data with the 

manufacturer, operator and/or other connected devices." – wikipedia. 



Introduction 

Main Security Issues in IoT 

The high level of 

heterogeneity, coupled to 

the wide scale of IoT 

systems, is expected to 

magnify security threats 

of the current Internet. 

 

The high number of inter-

connected devices arises 

scalability issues. 



Objectives 

• Analyzes available solutions related to security (CIA), privacy, and 

trust in IoT field. 



IoT Security Requirements: Authentication, 

Confidentiality and Access Control 

• IoT enables a constant transfer and sharing of data among things 

and users. 
 

• In such a sharing environment, authentication, authorization, 

access control and non-repudiation are important to ensure 

secure communication. 

 



Authentication and Confidentiality 

• In [18], presented intelligent Service Security Application Protocol. It 
combines cross-platform communications with encryption, signature, 
and authentication, to improve IoT apps development capabilities. 

 

• In [19], the authors introduced the first fully implemented two-way 
authentication security scheme for IoT, the Datagram Transport Layer 
Security (DTLS) protocol, based on RSA and designed for IPv6 over 
Low power Wireless Personal Area Networks (6LoWPANs), placed 
between transport and app player. It provides message integrity, 
confidentiality, and authenticity. 

 

• In [20], classified the Key Management System (KMS) protocols in 
weaknesses of four major categories: key pool framework, 
mathematical framework, negotiation framework, and public key 
framework. The combinatorics-based KMS protocols suffer both 
connectivity and scalability, authentication. 

 



Authentication and Confidentiality 

• Another suitable KMS protocols for IoT scenarios are Blom [21] and 

the polynomial schema [22]. In such those schemes, several counter-

measures are required to manage authentication and MitM attacks. 

And also in [23, 24], presented a framework for IoT based on Public 

Key Infrastructure (PKI).    
 

• In [25], proposed a transmission model with signature-encryption 

schemes, which addresses the IoT security requirements (anonymity, 

trustworthy and attack resistance) by Object Naming Service (ONS) 

queries. It provides identities authentication, platform creditability, 

data integrity. 
 

• In [26], defined that a unique and well solution able to guarantee the 

confidentiality in a IoT context is still missing, and some efforts have 

been conducted in the WNS field [27-32]. 

 



Authentication and Confidentiality 

• In [33], presented an authentication protocol using lightweight 

encryption based on XOR manipulation for anti-counterfeiting and 

privacy protection, coped with constrain IoT devices. 
 

• In [34], proposed an user authentication and key agreement scheme 

for WSN, by using hash and XOR computations. It ensures mutual 

authentication among users, sensor nodes and gateway nodes (GWN). 
 

• In [35], presented the authentication and access control method, 

establishes session key on a lightweight encryption mechanism, 

Elliptic Curve Cryptography (ECC). This scheme defines attribute-

based access control policies, managed by an attribute authority, to 

enhance authentication.  



Access Control 

• Access control refers to the permissions in the usage of resources, 
assigned to different actors of a wide IoT network. 

 

• In [36], identified two subjects: data holders - feed data collectors 
with a specific target, and data collectors - identify and authenticate 
users and things from which info. are collected. 

 

• In [37], focused on the layer responsible for data acquisition, 
presented a hierarchical access control scheme for this layer. It 
provides a single key and necessary keys by using a deterministic key 
derivation algorithm, for increasing the security and reducing nodes 
storage costs. 
 

• In [38], presented an identity based system for personal location in 
emergency situations. It consists of: registration, users authentication, 
policy, and client subsystems.    

 



Access Control 

• In [39], developed a security architecture, aims at ensuring data 

integrity and confidentiality. 
 

• In [40], a prototype query processing engine for data streams, call 

Nile. This mechanism is based on FT-RC4, an extension of the RC4 

algorithm, represents a stream cipher encryption scheme. 
 

• In [41, 42], addressed the authentication problem of outsourced data 

streams with CADS (Continuous Authentication on Data Streams). It 

includes the authentication info, verification info, authenticity, and 

completeness. 
 

• In [43], represented streams as linear algebraic queries, provides the 

product authentication, by using the hash operations, modular 

additions/ multiplications and cryptographic security functions.  



Access Control 

• In [44], proposed a semi-distributed approach, a security framework 

and access control model called DSMSs (Data Stream Management 

Systems).  
 

• In [45], proposed the Borealis data stream engine with security 

requirements. 
 

• In [46], presented the OxRBAC framework, an extension of RBAC 

(Role-Based Access Control).  
 

• In [47, 48], exploited metadata to guarantee the security of the tuples 

in the stream. Proposed a stream-centric approach, which security 

constraints are directly embedded into data stream, reduces overhead, 

and enriches data streams with metadata called streaming tags. 



Access Control 

• In [49], implemented and tested a framework based on CAPE engine, 
still exists overhead and memory issues. 

 

• In [50], presented an enforcement to the solution provided in [51], 
which based on the Aurora data model [52]. This framework supports 
two types of privileges, named read and aggregate, and two temporal 
constraints, named general and window.  

 

• In [53], defined a common query model, focuses on access control 
requirements for data streams. This framework is able to work among 
wide range of different DSMSs. 

 

• In [54], the authors affirmed that authorization frameworks (RBAC, 
ABAB-Attribute Based Access Control) do not provide sufficient 
scalable, manageable, and effective mechanisms to support 
distributed systems.  



Access Control 

• In [55], the EU FP7 IoT Work project, developed the Capability 

Based Access Control (Cap-BAC), which can be used to manage the 

access control processes to services and info with least-privilege 

operations.  
 

• In [56], addressed identity issues of specific identity management 

framework for IoT. 
 

• In [57], addressed authentication and access control in the IoT 

framework, proposed an authorization scheme for constrained devices 

combines Physical Unclonable Functions (PUFs) with Embedded 

Subscriber Identity Module (eSIM). It provides cheap, secure, 

tamper-proof secret keys, authentication, scalability, interoperability, 

compliance with security protocols.    



Access Control 

• In [58], multicast communication are secured by using a common 

secret key, denoted as group key, reduces overhead, network traffic. 

Protocol can be applied in 1/ secure data aggregation in IoT and 2/ 

Vehicle-to-Vehicle (V2V) communications in Vehicular Ad hoc 

Networks (VANETs). 
 

• In [59], defined a general UML conceptual model suitable for all IoT 

apps and architectures.  



Privacy in IoT 

Ref No. Approach Definition 

[60] Data tagging, techniques from  the 

Info Flow Control  

Managed privacy, allow system to reason about 

flows of data and preserve privacy of individuals.  

[61] User-controlled privacy-preserved 

access control protocol   

Based on context-aware k-anonymity privacy 

policies, privacy protection mechanisms. 

[62] Continuously Anonymizing 

STreaming, data via adaptive 

cLustEring (CASTLE) 

Cluster-based scheme, ensures anonymity, 

freshness, delay constraints of data streams, 

enhance privacy preserve techniques.  

[63] Privacy mechanism: Discretionary 

Access and Limited Access 

Addressed the minimum privacy risks, prevents 

disclosure or cloning of data, avoid attacks. 

[64] Privacy protection enhanced DNS 

(Domain Name System) 

Analyzed privacy risks. This scheme provides 

identity authentication, rejects illegal access.  

[65] Attribute-Based Encryption 

(ABE): Key Policy ABE and 

Cipher-text Policy ABE 

Provided a public key encryption scheme, enables 

a fine-gained access control, scalable key 

management, flexible data distribution.   

[66] Attribute-based Signature (ABS) 

scheme, ePASS 

Aims to guarantee privacy in IoT, provides 

attribute privacy for the signer. 



Privacy in IoT 

Ref No. Approach Definition 

[67] Key-changed mutual 

authentication protocol for WSN 

and RFID systems 

Integrated a random number generator and a one-

way hash function, reduces risks of replay, 

replication, DOS, spoofing, and tag tracking.  

[68] Privacy preserving data mining 

(PPDM) techniques 

Addressed user privacy awareness issue, proposed 

a privacy management scheme, aims to develop a 

robust sensitive detection system. 

[69] Assessment of privacy 

requirements of data architecture 

Defined a layered architecture for IoT, estimates 

both data quality and security, privacy level.  



Trust in IoT 

• Trust concept is used in various contexts. Trust is a complex notation 

about which no definitive consensus exists in scientific literature. 

• The trust requirements in IoT are related to identify management and 

access control issues..  



Enforcement in IoT 

Ref No. Approach Definition 

[91] Network security, security policies, 

policy enforcement, firewall policy 

management system 

Proposed to use security services: authentication, 

encryption, antivirus software, firewalls, protects 

data confidentiality, integrity, and availability.  

[92] Policy enforcement languages Aimed at combining policy enforcement and 

analysis languages, ensures correct policies. 

[93] Web Service Policy (WSP), 

eXtensible Access Control Markup 

Language (XACML) 

Implemented a simulation environment: Web 

Ontology Language (OWL), used both policy 

languages and enforcement mechanisms.  

[94] Hierarchical Policy Language for 

Distributed System (HiPoLDS) 

Presented policy enforcement in distributed 

reference monitors, controls the flow of info. 

[95] Enforcement of privacy issues in 

Ecommerce Applications 

Proposed paradigms protects customer privacy: 

user trustworthiness and user anonymity.  

[96] Formal and modular framework Allowed to enforce security policy on concurrent 

system, generates fault negative and positive.   

[97] Algebra for Communication 

Process (ACP), Basic Process 

Algebra (BPA) language 

Enhanced with an enforcement operator, to 

monitor the requests and satisfaction of related 

policies. 



Enforcement in IoT 

Ref No. Approach Definition 

[98] Access control framework, Policy 

Machine (PM) 

Integrated with secure framework, expresses and 

enforces policy objectives, faces Trojan attacks.  

[99, 100] Chinese Wall, MAC and DAC 

Models 

Demonstrated PM abilities of enforcing policy 

objectives. 

[101] Sematic web framework, meta-

control model 

Orchestrated policy reasoning with identification 

and access of sources of information.  

[102] Application logic, embodied in 

system components, middleware 

Supported a secure, dynamic reconfiguration, 

provides policy enforcement mechanism. 

[103] Enforcement solution: SecKit Based on Model-based Security Toolkit, integrated 

with MQ Telemetry Transport (MQTT) protocol 

layer, guarantees enforcement of security and 

privacy policies. 



Secure Middlewares in IoT 

Ref No. Approach Definition 

[104] Smart devices support IPv6 

communication 

Considered different communication mediums 

for wide scale IoT deployments.  

[105] VIRTUS Middleware Replied on eXtensible Messaging and Presence 

Protocol (XMPP), provides reliable and secure 

communication channel for distributed apps. 

[106] Aml Framework, Otsopack Designed to be simple, modular and extensible, 

runs in different platforms (Java SE, Android).  

[107] Trivial File Transfer Protocol 

(TFTP) 

Enhanced security, privacy, and trust in 

embedded system infrastructures. 

[108] Naming, Addressing and Profile 

Server (NAPS) 

Served as a key module at the back-end data 

center to aid the upstream, content-based data 

filtering, matching and downstream from apps.  

[109] Global service layer platform for 

M2M communications 

Supported secure and end-to-end data 

transmission among M2M devices and user apps.   

[110] Resource allocation middleware Distributed the burden of app execution, 

distributes mechanisms and demonstrates better 

performance. 



Secure Middlewares in IoT 

Ref No. Approach Definition 

[111] General-purpose middleware Generated from high level algebraic structures, 

adaptable to heterogeneous systems.  

[112] Security architecture for IoT 

transparent middleware 

Based on existing security (AES, TLS and oAuth), 

includes privacy, authenticity, integrity and 

confidentiality. 



Mobile Security in IoT 

Ref No. Approach Definition 

[113] Ad hoc protocol Provided identification, authentication and 

privacy protection.  

[114] Heterogeneity Inclusion and 

Mobility Adaptation through 

Locator ID Separation (HIMALIS) 

Analyzed security challenges, supports scalable 

inter-domain authentication, solves security and 

privacy vulnerabilities. 

[115] Mobile RFID (Radio Frequency 

Identification) network 

Based on EPC (Electronic Product Code), 

guarantees security and efficiency.  

[116] Security and privacy of mobile 

RFID systems 

Supported tags corruption, reader corruption, 

multiple readers and mutual authenticated key 

exchange protocol. 

[117] Existing location privacy issues in 

mobile devices 

Paid attention on Android, iPhone, and Windows 

Mobile platforms.  

[118] Secure handshake scheme  Established a mobile hierarchy to query a secure 

deployed WSN.   

[119] Secure healthcare service Proposed a security and privacy mechanism, 

includes trustworthiness, authentication, 

cryptography credentials. 



Mobile Security in IoT 

Ref No. Approach Definition 

[120] Mobile e-health apps Combined RFID tag identification and secure IoT 

solution, to enable ubiquitous and easy access, 

provides control and security to interactions.  

[121] Ultra-lightweight and privacy 

preserving authentication protocol  

Provided privacy properties, and avoided 

numerous attacks. 

[122] Mobile Intrusion Prevention 

System (m-IPS) 

Provided precise access control.  

[123] Mobile info collection system Provided authentication, reduces problems of 

device connection, improves efficiency of info 

transmission. 

[124] Quantum Lifecycle Management 

(QLM) messaging standard 

Provided generic and standardized app-level 

interfaces, guarantees two-way communications 

through any type of firewall. 

[125] Mobile Sensor Data Processing 

Engine (MOSDEN) 

Allowed to collect and process sensor data, 

supports push and pull data streaming 

mechanisms. 



Mobile Security in IoT 

Ref No. Approach Definition 

[126, 127, 

128, 129, 130] 

Mobility management protocol, video 

dissemination, mobile Bluetooth 

platform, Web of Things (WoT)  

Proposed lightweight architecture, 

provides integration with other IoT 

technologies.   



Ongoing Projects 



Ongoing Projects 

• Butler [131] – European Union FP7 project: enables the development of 

secure and smart life assistant applications (smart-cities, smart-health, smart-

home/ smart office, smart-shopping, smart-mobility/ smart transport) on the 

security and privacy requirements; and implement a mobile framework. 
 

• EBBITS [132] – EU FP7 project: presents Intrusion Detection System (IDS) 

by IPv6 over 6LoWPAN devices. Since 6LoWPAN protocol is vulnerable to 

wireless and Internet protocol attacks, the proposed IDS framework includes 

a monitoring system and a detection engine. 
 

• Hydra [133] project: develops a middleware for Network Embedded 

Systems, based on a Service-Oriented Architecture (SOA). Hydra 

contemplates distributed security issues and social trust among the 

middleware component. Hydra means for Device and Service Discovery, 

Semantic Model Driven Architecture, P2P communication and Diagnostics. 



Ongoing Projects 

• uTRUSTit, Usable Trust in the IoT [134] - EU FP7 project: creates a trust 

feedback toolkit to enhance the user trust; enables system manufacturers and 

system integrators to express security concepts, allow to make valid 

judgments on the trustworthiness. 
 

• iCore [135] - EU project: provides a management framework with three 

levels of functionality: virtual objects (VOs), composite virtual objects 

(CVOs), and functional blocks. The iCore solution is equipped with essential 

security protocols/ functionalities, related to the ownership and privacy of 

data and the access to objects. Includes of ambient-assisted living, smart-

office, smart-transportation, and supply chain management.  
 

• HACMS, High Assurance Cyber Military Systems [136] - U.S DARPA 

project: try to patch the security vulnerabilities of IoT. Includes of military 

vehicles, medical equipment, and drones. HACMS provides the seeds for 

future security protocols, achieves sufficient standardization and security.  



Ongoing Projects 

• NSF, National Science Foundation [137, 138, 139, 140, 141, 142] – multi-
institutional project: focus on security in the cyber-physical systems. Aims at 
finding the efficient solutions, exploring novel network architectures and 
networking concepts, new communication protocols, considering the 
integrity and authentication, trust data, trust models, technical challenges, 
and the tradeoffs of between mobility and scalability, use of network 
resources on mobile environments.   

 

• FIRE, Future Internet Research and Experimentation [144, 145] – EU, 
China, Korea project: aims at finding solutions for the deployment of IoT 
technologies in several application areas (public safety, social security, 
medical and health service, urban management, people livelihood). Attention 
to information security, privacy and intellectual property right.  

 

• EUJapan ICT Cooperation [146] project: establishes the common global 
standards to ensure seamless communications and common ways to store and 
access information, the guarantee of highest security,  and energy efficiency 
standards.  
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Conclusions 

• The real spreading of IoT services requires customized security and 

privacy levels to be guaranteed. 

• This survey provided broad overview of many open issues, and some 

light on research directions in the IoT security field. 

• It covers from the security and privacy requirements, different 

technologies and communication standards, suitable solutions, to 

security and privacy policies in the middleware environment, mobile 

devices. 

• The secured IoT requirements: confidentiality, access control, privacy 

for users and things, trustworthiness among devices and users, 

compliance with defined security and privacy policies. 

• This survey is helpful in suggesting the research road ahead, allow a 

massive deployment of IoT systems in real world.       


