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ClA3 25 &
(ICS ImageMasster Solo4)

|5 =3 3 AHo|M
(Forensic Air-Lite V MK III)

Cla3 X X
(Logicube Dossier)

ZOig ZH4 £
(EnCase Portable)

0|5d =3l 3 AHo0|M
(ICS RoadMasster 3)

HDD 7| dbx| ZHX|
(ICS Super DriveLock)

O|3d =l I3 AH0|Md
(Forensic Air-Lite M-15-SR)

USB 22 7| HEX| ZHX]
(Wiebetech USB
WriteBlocker)

HR2|FIE 27| HhX| K]
(ICS Write Protect Card
Reader)




C|A3 HElX
A H2M

(Guidance Encase v6)

Cla3 Hefed
EHA g2
(AccessData Forensic
Toolkit v3.0)
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Cl23 =Hefd
ZHN EFHM
(zto|'2Li|olE

Final Forensics v2.0)

= IILEAl §
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2io|E E#HA =3
(Helix 3)

paraben’s
device
selizure

RUE ZHA S2M
(Paraben Device Seizure v3.3)
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- g9 ZHA =45 CDOf| MFotal =8t MOl = USB M FA[0] A
otALE LHIERZE 0[8ot0] A =& MHO| TS
Rl

O
- B4 £70| NS FANL

0jo

USB Thumb Drive 0| & c6}= ditH

- HEF2 HOoIHE MgE =
« Windows?2| Plug and Play 7|5
« Windows A|AEHIY 20 ™

O] AtE =
§|'E O'IE;|E I:I)kol A"'g' 7|'o

(setuplog.txt, setupapi.log)

o
bt
rb
o

FA
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« USB M% X[ €& FIFE MZAM H&Sdte 17 =7 0|85
CDFS(CD File System)2 d78%t £ =& XN&otL, =&t HO|EH & O
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mmml  System Time

- 34 =8 Al Al 7IE0| E
- 19 58 2248

e Real time
« A|AEIO| TLEA|ZHUp time)
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- date, APIE O|&3t Perl script
AlZh HE 2 &)
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v CIWWINDOWSW system32Wemd.exe

Microsoft Windouws XP [Uersion 5.1.26681]
{(GC> Copyright 1985-20881 Microsoft Corp.

:#WDocuments and Settingstmenbal6?>date /t & time /t
998 -B1-14

#1:33

and Settingstmer B LDFS - [20090202]
nEe 2w =w

:#Documents

CES2H

[%] 20090202

Console Command
- date /t & time /t

$dl FER (= = '
> L A &Sﬁf;u@i@ =3 (%,
RUN.~ REGP™ Miiy. PAGE DUNEN wEee® 9 RERORT ANZ .

Al AH EH
=ZHH 2=

T2 HEEE

ol 0 2N~

aF =01 MH &

7 AZEYN

27 FIEAN

E&3 E

HEXI3 3=

ct2E HOIE

ARP HOIE

TCP 2HH

LIDP 24

TCP ZERt B2z Z2H &

IDP EZERt HET Z2 4~

2E HEYI AlAE ZENETVIEW,

.....
a1l

22 5 A EEINETSHARE)
= ME 32 ASA EENETSES:
H3 AFE E2 ME(NETFILE)
AEA MEED 218 RFEIMETUSE
B AMEARER

FERZE HE

E i

LDFS
-Win API 0| &

q4 b x

EEEEEE
[ Basic Information
System Time
IP Conhiguration
Disk Information

20094 028 238, 04 288 19%

Partition Information
Logged-on Account Information
Win32 Account Information

HEEEH

8 I af =L
=5 103 SHAT
=3 E0M 3addfadiffel252c647158i6a94548e5  710e24B9c 08300 3912830023540 5aath 4bed

A EZ =M

TEMH 2E ME O
OIES MEEHE
DIE{S" ID/Password{Pratect

2] “B
Log Tirme Message A
2009 D72 732, 04 292 242 QIES A AS 2 M0 HE &7 22
20095 072 232 04 235 242 OIE|E | ~S2p) ZMM BE 28 A
ed Storal| 20083 028 2320 (4A| 298 232 SIE(L o/ AZ27 D & PASSWORD BHE &3 28
20003 072 732 (4A 202 182 OIE|S 2 =S25 ID/PASSWORD 2 E &8 AT
> nnaLE ne=l 'pqg' NAM MO 18x X3 AlsH HEd A H A~F 22 [
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e . — o
v CIWWINDOWSW system32Wemd.exe
Sysinternals — wuww.sysinternals.com Psloggedon X
e - .
Users logged on locally: _ol_:le E:I_Ol_lol_l' Al‘%Xl‘
NT AUTHORITYWLOCAL SERUVICE
NT AUTHORITYWNETWORK SERUICE %%.51
9k X

KIS¥Wcomputer
NT AUTHORITYWSYSTEM

:WDocuments and SettingsWcomputer>VC:WDocuments and SettingsWcomputeritt
ToolsWloolsWPsToolsWpsloggedon.exe' —x

loggedon v1.33 — See who’s logged on
opyright ?7280080-20086 Mark Russinovich
Sysinternals — wuww.sysinternals.com

LDFS
-Win API 0| &

Users logged on locally:

NT AUTHORITYWLOCAL SERUICE
NT AUTHORITYWNETWORK SERUICE
KIS¥Wcomputer

NT AUTHORITYWSYSTEM

LOLP

logged on via resource shares:
(null>WBROMPTON K2

1
Users

:WDocuments and SettingsWcomputer>
[ R B N N

..... M [LF EY'H= T LU Jci Vel
..... IDP ZEEQ} HA Win32 Account Information
----- PIEMNERZ AL S ——
----- @2 2o A g || TS IEEE
----- HE ME ZU ME s MO5 SHAI
----- HE ME ED0 I 23 H1M  3addfadiffel?52c64 71586294846 %  71022469cbf830c 3912530 02354 baafb dbad
----- AREA AEED =
B AET EE = |
_____ AEOE HE Log Time Message ~
..... AT Z 2 e 2009 D23 233, 044 298 245 QIR 2ASEd A4l S 3 2E
T | 20094 D23 232, 044 292 24 DIfS HAS 20 Jd8H 25 =3 M
< 3 J003ut 022 232 044 232 23 RS 2AASEC D & PASSWORD BE 3 e v
annnld Ozl 9001 ad il onke 10 OICduE Ol AZE33) IRAACOWSDR THH AL T1TEER




=2 %8 (UNIX)

USER INFORMATION - AI2XHE - w, finger -Imsp, who -r
1HP-Ux | 2 HP-UX 3 Ubuntu

up 6:06, 4 users, load average: 0.00, 0.00, 0.00
tty login@ idle JCPU PCPU what
console 8:02pm 2:47 -sh

proneer pts/0 8:14pm 5:48 -
proneer pts/1 11:21pm W
root pts/2 10:03pm 10 -sh
# finger -lmsp

Login name: root

Directory: / Shell: /sbin/sh
On since Mar 25 20:02:12 on console from rxZ2600

2 hours 49 minutes Idle Time

Mew mail received Sat Jan 31 16:26:51 2009;

unread since Thu Mar 26 00:54:57 2009

Login name: proneer

Directory: /home/proneer Shell: /sbin/sh
On since Mar 25 20:14:38 on pts/0 from 163.152.165.111
5 hours 49 minutes Idle Time

No unread mail
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AL
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- Di @HO{(Windows) - HtE[d 1 & =22l 7=
« Unix

e ioscan —fC disk

o C|AFMEN — (cat /proc/diskstats)

o OIE|M ™ H — (cat /proc/partitions)
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File System Path

8.39
31.38 GB
6.88




;_éz y —-i-ﬁ Ind

LDFS
C)AZLIEIN B

“RUN-~  REGP® METY. PR Vi 2lw Hw =22 x
[%) 20090202 -~ ll. ¥ BT A =8 8
) . . — S = e
f REGW™ Iy PAGE DUME o Y RERORT ANZZ .
AlAEEHE
%E%ﬂ;ﬁ; : ] | EEEEEEE
g:r; _g._gi C:—;gj‘ﬂ A = Basic Information
Q:H %lCTI I‘IHl-K_ =ZHH Jé"_E 1P Configuration
] g;iEl _:._EE:O—Jl_m 3|?'T'— 7\-‘|§'§f§| Disk Information
..... g;‘qa ﬁI‘E%D'l 32: §§-—: iﬁﬂlﬁ Bl Partition Information
T Of== = A : ;
E-FlE WES :logg SJ’EIE.JE_A._EEQJID-I =] II_:3'|Ilzsw.:i|IDrl'nrel:ﬁ
HEN3 FtE E 2 FEAN Partition T NTFS
EIRE HOE o-FEUEY3 B aruton Type
ARP EIOIZ "B HEY33C Bootable YES
TCP AHH E};éam; Partition Length 81GB=85096273Byte
UDP {:T."'EH P.H_E E.|||:||§E Partition Mumber 1
TCP ZEQ MBF Z2H 2 TCP &4 Physical Numoer 0
UDP EEQt HIE Z2 )~ [ UDP 2B B BE:_
QIE MEHI MAE HE(MNETY - TCP ZEF W3R =24 Partition Type NTFS
22 27 A EE(NETSHARE) - UDP ZER} HZFE ZZHA Bootable NO
23 ME =0 MNETEE(NETS ol IJJE.‘}‘._IEO A B BEHINETY Partit?on Length 151GB=159099727Byte
21A AME Z0 DI (NETFILE) t ;EE -é.—i Iﬂ;.;l ‘SE(NI;I'SHAHE) Parm.mn Mumber 2
ASROE AR SR oS BYUNET ff| B S A ST NEM B2NETS Physical Number 0
=) E 0 MER ER HA ME Z2 D (NETFILE) PhysicalDrivel
Bz HE @ METAEEY U8 MANET @ physcalbrves
AE EZE2 B J\Fgoﬂ F==d PhysicalDrive3
H2EHIEN I‘—:i%%ﬂ:ﬁ Logged-on Account Information
My 2= M2 |2 A= = Win32 Account Information
aiEi pmme Re I EEEEEN
EID@ _ELTE-l)I'i-I‘-I.:l.[.]:,PE KProtected 5 - BENH 2E AE =™ =3 IH a2t
;Ma(PKDt;;?;DSrtnra;Del)gc ° =L gELﬁﬁgw?pE d(p ds @8 il Bl
= n H ;A:A(P/tastsgesrt ( rnt)ecte 23 B1M  S9c836d8adYaccB0834743556cfd24ce 2oadfl 76b0449b 6230 423b46fc 9e 68565d6e 535
214 rotected Storage
¢
Log Time Message [
20099 022 232, (5] 425 285 2 &% 2T HE ~F 212 =
- _— 20094 028 23, 054 428 275 HZ2 g3 2 EE S AT
< I B (. | 20094 028 23, 054 428 BE HIZ EZ2 EM EE SH 2B ) |
Ready < m >| 20033 028 233, (oAl 422 232 HZ B EM B2 =2 AR [l
Ready




SYSTEM INFORMATION - X &FAEHK| - ioscan —fC disk

1HP-U= | 2 HP-UX | 3 Ubuntu
# jioscan -fC disk
Class H/W Path river S/W State H/W Type Description

0/60/2/86.0.0.0 CLAIMED DEVICE TEAC DV-28E-N
disk 1 o/1/1/0.0.0 sdisk CLAIMED DEVICE SEAGATE 5T373405LC
disk 2 0/1/1/0.1.0 sdisk CLAIMED DEVICE SEAGATE 5T373405LC
#

-f : full listing

-C class : Restrict the output listing to those devices belonging to the specified

class




o
L

H
2|O|M ZEMNA FLENZ
A 22| XH(Windows), Process Explorer(Windows), top(Unix)

=x

x_l_
T—=0°

I =74X T2 M|A EHX|

ZZMA0

o

' Process Explorer - Sysinternals: www.sysinternals.com

Ma\:as‘u.exe 3928 AhnLeb Common Architecture

(=1 AhnSD.exe 4064 AhnsD

§n RTHDCPL.exe 3872 Realtek HD Audio Control Panel

EGmﬂvaMﬂmmr‘exe 3324 GrooveiMonitor Utility
Acrotray.exe 2220 AcroTray

%rundl\aaexe 308 Run a DLL as an 4pp

&) volPanel exe BEO “olPanel,exe

ECTHELF’EF\.EXE 39z CtHelper Application
CTXFIHLP.EXE 4012 CTxfiHIp MFC Application

gs:hedu\er.exe 1420 Scheduler Application

{‘a:“SMManagEr,exe 2088 SMPlayer Traylcon Application

Jrundlﬁzexe 2156 Run a DLL ag an App

B AiNap,sxs 3808

E:Umun.exe 2332 CTF Loader

eLCIn:k,exe 1880 LClock Application

ENMBQMDHIIDREXE 2300 Nero Home

» CTCMSGoexe ) Creative MediaSource Gol

= ns) SetPaintexe 2616 Lagitech SetPoint Event Manager (UMICODE)

EKHALMNF‘H‘EXE 2744 Logitech KHAL Main Process

Jil PowerMate exe 1848 PowerMate 2.0

[ wWindowsSearch,exe 2808 windows Search System Tray

(i} DNENOTEM EXE 3360 Micresoft Office OneMate Quick Launcher

L} Drivexpertexe 1588 Drive Xpert Yolume Manager

Lid AiSuite.exe 816

[ W INWORDLEXE 2896 1 Microsoft Office Ward

File Options View Process Find Handle Help

H 2 =0E & AdS

Process FID| C.| Description Campany Name

= 1 explorerexe 2872 Windows Explorer MWicrozoft Corporation

AhnLab, Inc,

Ahnlab, Inc,

Realtek Semiconductar Corp,
Micrasoft Carporation
Adobe Systems Ine,
Micrasoft Carporation
Creative Technalogy Lid
Creative Technology Lid
Creative Technology Lid
SIGMACOM Co, Ltd
SIGMACOM Co,Ltd
Microzoft Corporation

Hicresaft Corporation

Mero AG

Crealive Technology Lid
Lagitsch, Inc,

Logitech, Inc,

Griffin Technology
Microsoit Corporation
Microzoft Corporation
Silicon Image, Inc,

Microsoft Corporation

Type ¢ Name
Desktop #hefault
Dirsctary wWindows
Directory WhaseNamedObjects
Dirsctory WKnownDlls
Event ‘WBaseNamedObjectsWusereny: User Profile sstup event
Event ‘WBaseNamedObjects¥mixercallback

CPU Usage: 2% 6% Processes: 62

Commit Charge: 29,

2 Uounty

K)

N1

IDLE

Thu Mar 26

running

BLOCK INTR

100.6% 0.0% | 0.6%

real,

SIZE

virtual,

STATE TIME
un 8:18 vxfsd

un 2 p. ObjectThr
un 3:05 0.18 cimserver

Wt

SCPU COMMAND

VXSVC
utmpd

schedcpu

ksyncer daemon

swapper
init
vhand

tatdaemon

-

nhashdaemon
nfsktcpd
Lvmkd
Lvmkd
1vmkd
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Process Explorer(Active)-Systinternals

= Process Explorer - Sysinternals: www.sysinternals.com

BEX|

File Options  View Process

Find Handle Help

B 2 =5 E = L o oR
Frocess PID €, Description Company Name L
= J explorer,exe 2972 Windows Explarer Wicrozoft Corporation
&]acasp,exe 3528 Ahnlab Common Architecture AhnLab, Inc,
AhnsD exe 4064 AhnSD AhnLab, Inc,
i RTHDCPL exe 3ET2 Realtek HD Audio Contral Panel Realtek Semiconductor Carp,
EGrnoveMonitor.exe 3324 Groovekonitor LHility Wicrozoft Corporation
Acrotray, exe 2220 AcroTray Adobe Systems Inc,
%rundllSZexe 308 Bun a DLL as an App Microzoft Corparation
() WolPanelexe (=111 YolPanel exe Creative Technaology Lid
ECTHELPEH.EXE 3912 CtHelper Application Creative Technology Lid
CTxFIHLP EXE 4012 CTxfiHlp MFC Application Creative Technology Ltd
Scheduler,exe 1420 Scheduler Application SIGMACCH Co, Ltd
{ 'SMManager.exe 2088 SMPlayer Traylcon Application SIGMACOM Co, Ltd
‘_]rundllaz.exe 2156 Run a DLL as an App Wicrozoft Corporation =
§ AiNap.exe 3808
# ctfmon,exe 2332 CTF Loader Microsoft Corparation
LClock,exe 1980 LZlock Application
ENMBQMDI‘IHDI’.BXB 2300 Wero Home Nera AG
ECTCMSGD,exe 976 Creative MediaSource Gaol Creative Technology Ltd
= I&l SetPointexe ZB1E Logitech SetPoint Event Manager {UNICODE)Y Logitech, Inc,
EKHALMNPH.exe 2744 Logitech KHAL kMain Process Logitech, Inc,
434 Pawerkate, exe 1845 Powerkdate 2,0 Griffin Technalogy
,‘ WindowsSearch,exe 2808 Windows Search System Tray Wicrozoft Corparation
E:ONENOTEM,EXE 3360 Microsoft Office OneNote Guick Launcher KMicrosoft Corporation
&Drive)(pert.exe 1588 Drive xpert Yolume Manager Silicon Image, Inc,
br‘AiSuite.exe a6
[ WINWORD,EXE 2896 1 Microsoft Office Ward Wicrozoft Corporation [V
Type » Name [A
Desktop Whefault
Directary WNindows
Directory WhazeMamedObjects
Directory wEnownDlls
Event WhaseNamedObjectsWusereny: User Profile setup event
Event WEazeNamedObjects®¥mixercallback I

CPU Usage: 2%

Comrit Charge: 29 76% Processaes: 82
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Il Process Information

-~ HprsnapS.exe(7728)
- Al Update.exe(5572)
-~ Melon.exe(5232)

- Acrobat.exe(5244)

- AdobeUpdater.exe(7348)

-~ iPlus3.exe(B6316)

- AYAgent.aye(1296)

- MateOnMain.exe(3924)
- conime.exe(5644)

- ICMotify.exe(2484)

- ICAgent30.exe(2476)
- e:-:plurer exe(1332)

- LDFS.exe(5428)
- cmd.exe(3900)
- iexplore.exe(4164)
- POVWERPNT.EXE(3564)
- QUTLOOK.EXE(7068)
- PowerMate.exe(5704)
El- OMENOTEM.EXE(820)
- OMENOTE.EXE(2876)

VindowsSearch.exe(996)
- SetPoint.exe(256)

i KHALMNPR.exe(1376)
- GoogleUpdate.exe(3160)
- LClock.exe(3240)
- NMBgMonitor.exe(3216)
- ctfmon.exe(3196)
-~ MSASCui.exe(3148)
-~ AhnSD.exe(3140)
- ACASP.exe(3028)
- sttray.exe(2988)
—rundl32.exe(2916)

|
L

- smss.exe(756)

= winlogon.exe(868)
i lsass.exe(924)
=5 services. e:-:e(912J

CRIOL G

JL

\l’

«

fETOEY

b1 o IA_%:'E'
== = VI -3 2

Ad =ol

AlSH = O
I_

Z2A

AEE

ICService.exe (804]
AhnSDsv.exel(560)
ACAIS.exe(548)

- F\:CAHS.exe(Slﬁj

ACAEGMgr.exe(528)

= M2 =01 (Static)

nateonmain.exe
HNateOn Messenger
Run a FREE registry scan on your PC

Security rating

o nateonmain.exe description

<
Process Basic Information

Process Full Path : C:¥WProgram FilestNATEQNWBINWMNATEONMaIN. exe
Process Owner : WWDFRC-2WLuke369x2
Creation Time : 200949 28 182 oAl 78
Parent Process : MNfA

28%

TCP Listening Information ~

Local Address : 163.152.165.116
Local Port @ 3707

Remote Address : 133.50.100.243
Remote Port : 5004

Local Address : 163.152.165.116
Local Port @ 2136

Remote Address : 211.234.240.216
Remote Port : 5004

Local A
Local P
Remot:
Remot:

2| ILE

Local A

TCP

Remote ROOress T Ono.o.w
Remote Port : O

Description nateonmain.exe is a MateOn Messenger'r from SK Communications'r belonging to
SK Communications NateOn'r
Click to run a free scan for nateonmain.exe related errors.

L e At m_a (] PP Ep——

P T

Returned 1 results

NateOn Messenger

GOLD CERTIFIED

Partner

Process M H

UDP Listening Information

Local Address : 127.0.0.1
Local Port : 1373
Remote Address @ *.*
Remote Port : *.*

UDP

it

TE ™A
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— IEZMNA AN = A I
e SUl Hgk”)\ El-xl al O
— T — —_ 0 e
_ o] K=1 C "'|_ | oro
™2 = X|- -t SEXR s =
B Z2M %2 Win32 eProcess 47| S fisif- -
CMDocuments and SettingsYradministratorHHER S0 SEMETELUE 1023 ME s
B i
Mo, Type Status PID PRID  Process Create Time il
00000000 Process 920 B80 WMUpgradeHelper 20109 038 242 05A 30E 01E
00000001 Process 0 0 Idle Unknown 05
00000002 Process 1156 620 svchost.exe 20109 038 242 054 298 35
00000003 Process 1288 B30 spoalsy,exe 20109 033 242 054 292 35
00000004 Process 1356 1580  cmd.exe 20104 038 242 054 358 122 P 7
00000005 Process Q95 A20 swchost,exe 20109 038 242 054 202 354%
00000006 Process 1060 388 Miranda.exe 20109 033 248 05A 37 13
00000007 Process 1764 1580  WhwareTray.exe 20109 033 248 034 298 42 |
00000002 Process 200 1580 cmd.exe 201049 028 24 0Sh 262 04 E | =
00000010 Process -Hidden-- 2012 1740  wanguish.exe 20109 033 242 05A 542 47 =
L = = G u=10] ENTEeEoer e, (I = e == Y = = e Y
00000012 Process 1372 1580  DiFront.exe 20109 033 248 05A 492 46
00000013 Process 280 &80 Msavsve.npe 20109 038 249 0SA 298 53 % OIE T &)
00000014 Process 580 £a0 yrntoolsd. exe 20109 038 24% 054 30E 00
00000015 Process 328 f20 NSYMOr.Apc 20109 038 248 054 2982 53
00000016 Process 630 636 SErVICEs. exe 20109 033 242 05A 298 34
00000017 Process 1095 1372 mdd_1.3.exe 201049 028 242 0SA 492 552
00000018 Process 564 4 STTISS B 20109 038 242 054 202 33%
00000019 Process 612 S64 C5F55, B4 20109 038 24 05A 292 345
00000020 Process 636 564 winlogon, exe 20109 038 24 054 2902 345
00000021 Process 1404 1372 mdd_1.2.exe 201049 028 242 0S A S0E 25% 2 20 T
00000022 Process 895 630 suchost.exe 20104 038 242 05A 208 3548 R
00000023 Process 1740 1580 cmd.exe 201049 028 242 0SA S42 252
00000024 Process 1808 1580  msmsgs.exe 20109 038 24U 05A 208 425
00000025 Process 1800 1580  ctfmon.exe 20109 038 24 05A 298 42
00000026 Process 1580 1520  explorer.exe 20109 038 24 050 202 425 [V
< >
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-i?- netstat netbios (Windows), Fpor

O| 7} &< mitH
— H T ==
4 JEF ZEMA E
=3
=

an

(Windows), netstat -

E C:WWINDOWSWsystem3Z2Wcemd. exe

:WlTools I#[ForensicTools I#Open Forensic ToolsWFoundstone ForensicToolstfportWFport-2.8
Port v2_.8 — TCP/IF Process to Port Mapper

opyright 2800 by Foundstone. Inc.
ttps/ v . foundstone .com
id Process Port Proto Path
276 —-» 135 TGP
Systen -> 139 TCP
System —» 445 TGP WA | 3 iibira
288 rapimgr —»> 998 ICP C-HWPROGRA™1HWMI IAAL ~“1rapimg
Co e d@o8  TOp
328 BateryApp -» 1848 TCP GC:WProgram FilesWBateryWBat
328 BateryApp -» 1857 TICP C:WProgram FilesWBatervyWBat
SUSLENn P s A 1 tCE
System —-» 1185 TICP

Fport (Windows)

Netstat (Unix)

eign Address

......




e netstat —ano
a2l E HZ,
o:Process ID

- BEHEYI U7 HE BS

|

nIPE2 HA|

D:WToolstcodednetstat —ano

Active Connections

ddress
:135

Proto
TCP

oreign Address

ICP
TCP .B:6004
ICP 127.6.6.1:1835 :
TCP 163. -146.233:139 5
ICP 163. .146.233:1841 207.46.111.65:1863
TCP S -146.233:1658 211.234.239.138:5084
TCP S -146.233:1842 220.69.247.1:808

UpDP -8. 1445

ubDpP A =508

upDP . :1825

ubDP i :16831

upP . :1963

UDP 8 :4508

Loc F

8.6.0. 8.

TCP 8.6.8.8:445 8.
8.8 :5004 8.

8.8 8.

8.

5}

ign
8.6.0
8.8.8:
6.6.08:
8.6.8:
8.6.0
8.6.0

B LDFS An - [20090202]

File VWiew Window Help

.. MFEFﬁ EB' PE/' ME HE j‘;é

netstat —ano

State
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
ESTABLISHED
ESTABLISHED
CLOSE_UAIT

LDFS

- -Win API O| &

%] 20090202

SO0 | MSADHASSA =R fel | ST EEIE | giegpOis B -

22 P 28 IE 2AAT P AT ZE =
153,152, 165,116 139 0.0.0,0 0 S
e ThE TEE TIE Tl 21T 234 240, 218 6004 -
163, 152, TEE, TTE 3707 133,50 100,243 5004

127.0.0.1 1025 0.0.0.0 0

0.0.0.0 135 0.0.0.0 0

0,0.0,0 445 0,0,0,0 0

0.0.0.0 5004 0.0.0.0 0

0.0.0.0 5004 0.0.0.0 0

0,0.0,0 BOB0 0,0,0,0 0

0,0.0,0 9564 0,0,0.0 0

0.0.0.0 51103 0.0.0.0 0




=g HEQT ZEQJA ZTZHNA FE

C:Whocuments and SettingsWlukelb?x2>"H:WITools I#[ForensicTools I#Live ForensicsWF
port—2 _ AWFport _exe"’

FPort v2.8 — TCP-IP Process to Port Mapper

Copyright 2888 by Foundstone. Inc. fport

thttp: /7w _foundstone.com
Process Proto Path
i d TCP
System ' d TCP
System > TCP
EXM 3 IIE ] L A X -> TCP
o r—"
1o =20 i_s)'l- HO = _EA-"_ OE NATEOMMain e ICcP C:WProgram FilesWNATEONWBINHNATEONMain.exe
Me lon - TCP C:WProgram FilestMelOn PlayertiMelon.exe
L 1T = =
 O|Al 7t EEMAZ ZEE €10 HO|HE Y24 NATEONMain =IVETTCF T CiWProgran FilesWNATEONWBINUNATEONAA1n - exe
= B OF Ad Al NATEOHMain TCP C:WProgram FilesWNATEONWBINWNATEONMain.exe
- adin v ' - WPwanmnam Filaec Ain_eve
_I_—TI— CEEI-E -1 0o FE 9—' A HATENNM TOP O WPuoo FilesWNATENNSRTNBNATFONM
suchost TCP CzWITHNDOWSHs ystem32Wsuchost .exe
P3IMELO™1 ICcP C:WIINDOWE s ystem32WPIMELO™1 _ERE
TCP C:WProgram FilesiihnLabt3182800'HHEProxy.ah
ik Be Yew Wndom lep x
g g ) N =
i 2 - -
¥ Wisd v ProC. MER HEROPT LDFS
1) 20090202
s013 5T -Win API OI%
ihaP fi..
(] ( 0
Fport
- - 0 ATEONMain, exe
L 0 NATEONMain, o
» Foundstone ALOf A X|Sot= S70 BT Q| b
0 X
i¢ E:I O.I 0 IHMSProxy shin
— il
1]
004 IMain exe W—vr gram FlesWNATED ‘(V‘ﬂlHW‘w\T‘ ONMain, exe
004 INMainexe 3¥AM ’W—'r ;umr asWNATEONWEINWNATEONMaIn, exe
Ready
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e net file: 2 W My =2 0

o
« psfile : sysinternal ALO|M X &dl= 2& HHOf

o

OH

« openfiles : 2& HH O

o — 5



« openfiles

- E LE IV

‘WWINDOWSW system32Wemd. exe

Microsoft Windows XP [Uersion 5.1.26681]
(C> Copyright 1985-2881 Microsoft Corp.

C:WDocuments and SettingsYcomputerdopenfiles

BROMPTON tindoy C:¥kwon
BROMPTON Windous C:¥kwonttl]| ¢

C:#Documents and SettingsWcomputer>

ohjects list

O L

« psfile
2=

ev C:WWINDOWSW system32Wemd. exe

C:WDocuments and Settings¥computer)>''C:WDocuments
WToolskToolsWPsToolstpsfile.exe"

psfile v1.82 - psfile
Copyright 72801 Mark Russinovich
Sysinternals

Files opened remotely on KIS:

[221 C:¥kwon

User:  BROMPTON

Locks: @

Access: Read

pot

User: _ BROMPTON

Locks: @

Access: Read

C:fDocuments and Settingstcomputerd,

and SettingsHcomputerttt|s
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» nbtstat —c (c : Cached NetBIOS Name Table)
«IP HESIO HAHE = AXYMX|Q A7t S| HE XA}

C:WDocuments and Settingstcomputer>nbhtstat —c

[163.152.146.2803]1 Scope Id: []

NetBIOS Remote Cache Name Table

Name Type Host Address Life [sec]
163.152.146.233<28> UNIQUE

163.152.146.233 295
DONCOM <28> UNIQUE

163.152.146.194 422

C:WDocuments and SettingsWcomputerd
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o« ANAE!I MBS HAZ EIAT GHOF 6tE2 2 CLI(Command
Line Interface)2 AlIES #E

« AMAE SE0, d0|EdclE 822 Egotl UeE =+
£ AME, 2018 DS XA 238se ds dE
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- C|A3 0|0lA &bl (Disk Imaging Hardware)

- CHEOR B ClAIS MAE £ Qs EHA T

- LA3E ARHO HESHK| 0 OHE StEL AT A= dd
— LogiCube Talon, Dossier
— ICS ImageMasster Solo 3 & 4 &

Logicube Talon Logicube Dossier ICS Image Masster  ICS Image Masster
Solo3 Solo4

S — 5
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 EnCase
— Guidance Software O A 7HEtSE M AHIO|A 7R 2| M 0|= ZEAAI S/W
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— |lE 2, Palm OS&2| Z81Z 1} RAID giAl X| &

£ EnCase Farensic Training

Eue Edit  View Tools Help
y,_}mw ‘_JOp-'\ ledl Save 3 Print ‘e Add Device 3, search [ | Encase V6.13

LY e I | Al File Types »J] Hash Sets X |m ___IReoort |22 Gallery =2 Timeline  §.d Disk 1% Code

1) Home ["&- LI pookmarks < » Name ] 5‘"" ] Pile ‘{6
B Homa| 0% Mile Extents @ Parm 4 b (= \'Q‘C_ Secting PR
5 @R T Entrien [~ 20 iz sextend
1) W ey © = 3 L SRmMetadata
(i I Stxtend (] “ I sTxr
G-l ) Iﬁ‘EC\‘CLE.BlN [ 5 (2 $Txf.og
Em
i e £ & D srops
- ) 2h Boot =i = (3 sTopssT
®1I Config,Msi . = $Tops
=-SNT L Documents and Settngs l.:| a [ sTxfog.bif LiF
I Al Users [ 9_ L L3 sTxMogContainer0000000000000000000 1
H-m ) Default Uset (-} 10 L) $TxflLogContainer0000000000000000000 32
) @I LocalService [ | 11 L3 shepair
(-SRI Luke369x2 3 X ) sRepair-sConfig
- @[ Application Data [ 23 | [3 sTxf-$TXF_DATA
] ;cﬂ‘:': (1 14 | % sQuota
=2 urekalos - A
Bty 9 ] 15 | [ sQuota-sq
- )i Favorites P 0 -
- Local Settings - 2 $Quota‘so
-8 )l My Documents [ 17 | L3¢ sobyd |ner
@ 110 NetHood [ it | [i]
] Text Iwﬂ It..uooc ") Transeript [ [ |report 7] Congole 15 Il output ) Leck BT :[-15 Inm;l it I riters B=cap
oooie 00 0O 00 01 DO 00 00 00 10 DO 00 01 00 00 00 10 00 DO 00 18 02 [Be s ce et & Ay Enscript
02200 00 1@ 02 00 00 00 00 00 00 19 00 00 00 00 OO0 Ol 00 GO 00 4X 0O [*rrssrrrarrrrssoay -y Beampies
04400 00 00 00 OR 00 00 0O 00 00 OR 00 P4 CR F7 ¥R RBE 2F C9 01 P4 CR ‘-n-'----u-b:.nt/--b“ i
OESr7 ¥B X ¥ CH 01 D4 CF ¥F7 ¥B EX 2¥F C5% 01 D4 C8 F7 ¥8 %X 2¥ C5 01 |[+QL/£-88+Q8/5-68+QL/E #1-ICh Forensic
QRB00 00 0O 00 00 00 0O 00 00 Q0 00 00 00 00 00 00 26 00 00 20 00 QO [*+resssrrssrrss ©r b tnclude
11800 00 06 03 24 00 4F 00 62 00 6A 00 4% 00 €4 00 00 00 18 00 00 00 | L RE- T RS S I AT Main
13200 oo 01 00 60 DO 4X 00 00 00 0O 00 OB 00 00 00 00 00 OB 00 D4 CB [+re+ =« R or
1LEA R ER. AR £/ 0O _NA CR K KA _RR ¥ _OC8. 01 DA CR K7 KA _RBR_AW S8 N1 AOS LR AR AN R AR AT R v
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EnCase Forensic Training

Anew [ open = print
E}Cases b
rE’_- Entries [:[jBooh'narks

: B Table | E]|Report| “1% Code

3

Q, search Hits =23 Recordd Case Options
@-ﬁ Secure Storage ' Key BS 3
L@ Cases Mame
Case-Test-D1 B
Examiner Mame
=
ao T
Default Export Folder
C:'WProgram Files WENCasesWExport U
1
Temporary Folder inew [ open = Save 3 Priht [<e Add Device ‘-)ISearch I
C:¥Program FilesWENCases W Tem) il # = -
g P | E]Cases | Table gReport =] Gallery |- Timeline “}[3 Code
Index Folder ?
= “ Home Entries| Bockmarks Search Records i In Fi
C:'WProgram Files WENCases Windex E] 9 o 2 s Fiter Report
QDevices @,;1‘3 Secure Storage = Keywords
HleFile Extents b Permissions [71Refere
‘i [¥ Hash Properties
: &l rex fgiooc

Lo Entries

7|2 KO A AFA IHY AN At ool Mg OfM| =7t

[=] Text] e%'a Hex tjj Doc *’ﬁ Transcript = gReport [ console @ = output [JLock [ Codepage (14 M




Choose Devices

\l'

1
4

«

é{‘;@'n;.- Devices Label Access Sectors Size Prc;:r:]ess Write _ Read _Pars_e
L RIS Local Drives
& 1 WinXP(WD3208)  Windows 206,483,331 98.5GEB 0 - =
o - | - DataVolMWD3204) ‘Windows 625,137,281 298.1GE 0 . .
O2EY =2 -
= b= AJEH ] 3 Down{WD320B) Windows 413,637,834 199.6GE 0 . '
—E-l'OI—E |_-| =1 ] 4 HLOT-5T ASPI 356,380 &97ME 0 . .
[l 5 Backup{BC500) Windows 351,277,226 157.5GE 0 . .
L6 g
7 .'. Preview Devices
D 8 3 ! Process Write Read Parse
I:I g\ NELE b s SSsE 2 D Blocked File System  Link Files
1 sgC WInXP{W... Windows 206,483,381 98.5GE 0 . .
4
o = TLO
[> |23 012 E 5 -Otel
oS O L
ANAEE 8= 1M
Parsing MFT
e —




si’ EnCase Forensic Training
File Edit View Tools Help
u__'}New LﬁOpen Lﬂ Save = Print = Add Device ‘-%Search
EE]Cases X Table EReport @]Gallery Eﬁﬂmeline QDisk *)E$Code
=3 Home [)Bockmarks ‘A, Search Hits %3 Records gDevices Mame Filter R.eI[:ort E‘E T?::e Catlzlc_]eory Signat ~
@-ﬁSemre Storage “7 Keywords [ 1 [C)DFRE-116
%= Home| 002 File Extents @ Permissions [T1References L Hash Properties ||[[] 2 () evidenceBag
B o) Luke3sax1 + || 3 = HH
-oOIC) -zenmap [ 4 [ DHY ZHEFHE
E-C(IC Application Data [ 5 [ Helix2009R Liso is0
DI Cookies [ 6 [ Helix2009R Liso-Zo... Ide... 3
I Burekalog IO 7 =8 [Luke® =20, Ink  Link yindows
-0 Favorites O 8 = ZEE 220k ik Lk Windows
Egg i;ﬂrggz_iad"e das O 10_0326_(@2”3[”... hwp
D) Local Settings | O] 10 =2 %2 &2 .. Ink  Link Windows
& D LIE Nettood C0 O MEHE_AEA.. hwp
C[JIC) PrintHood [ 12 =2 Total Commander.Ink Ik Link Windows B
CIES) PrivaclE [ 13 [ AR -Helix2009R1... 50
HCIES) Recent 0 14 [} AHR -Helix2005R 1., Ide...
—CIE SendTo [CJ 15 [ Encase_LinEn(Helix... is0
_DDE' Templates [T D Corpora.one one
-OOIIC Tradng [] 17 =3 Google 3 E Ink Ink  Link Windaows
Eﬁgg ES:%D;E [ 18 [ ADRIANE-KNOPPIX... iso
o AR HS [ 19 [ ADRIANE-KNOPPIX... Ide...
§-D0(C) NetworkService [ 20 =a qook OHJIC|~3... Ink  Link Windows -
P e 1= i = | l Ll l D
[=] Text x@ Hex tj] Doc ﬁ Transcript 52| gReport ] Cansale T3 = Output [ Lock [] Codepage [] 0f220562 *’73 EnScript] %Hits T Filters [£= Condition:4 ¥
000 i S R TR DR wye o g-RIZOE - §-KIZGE -9 -HIZOZ- Q- RIZGE v v v vv v - é,_&[g EnScript
- I e |?| [ Examples
[ Forensic
I Indude
Main
-
Case-Test-01WCHDocuments and SettingsWiLuke36ox 1WHIMEN SHHWDFRC-118 (PS 6352302 LS 6352302 CL 794037 S0 296 FOO LE 1)




EnCase Forensic Training

Eile Edit Wew Tools Help
L.jNew Lj[]pen E Save = Print - Add Device \:kSearch ¥ Close E'EAcquire
EL.I'—_']Cases * Table gReport =] Gallery &ji'l’lmeline DDisk J[ﬁ Code
= ; i 3 ; ’ In File File Fil -
Home m Bookmarks Search Hits =20 Records Devices
= EU "‘% =3 D MName Filter Report  Ext s Ealeoing E
@-ﬁ Secure Storage ' Keywords ) i ) sExtend
oleFile Extents @ Permissions [f1References | Hash Properties |B 2 [ squota
| 3 [ s0uotasn
I 4 [} sQuota-s0
Export...
= M 5 [ sobjd
. Close... Delete M 6 (3 $0bjId-s0
E i) 7 DE SReparse
Copy/UnErase. .. M s [ sReparse-sr
g Copy Falders... M 9 Df SUsnJrnl
- Bookmark Data... Cirl-B M 10 [ susnimi-$Max
o Bookmark Folder Structure il 3 susniml-s2
o Tag Record(s) M 12 Ayl
B Activate Single Fil M 13 |5 MITs Upgrade v1.0 0
EHB artva |nhge 1S M 14 [[5) ModelExtension
Create Hash Set...
B R- Fold B 15 [ MsMBinaryDownloa... di Dynamic Link Library  Code'Library
ecover Folders. ..
B - . i . o o = di Dynamic Link Library  Code'Library
R a3 W e T = ot 0 —
H Acqure | EI F_—E?_l' I——- ﬁﬂ = di Dynamic Link Library  Code'WLibrary
® ] e Ol DI N | -6'_0:' §_| di Dynamic Link Library  Code'Library
B SSore.s o =y dl ic Link Lib detLib
bB Hash... Crynamic Link Library  Code™Library
e Scan Disk Configuration 20 [ PoAEbootBinaryLoa... di Dynamic Link Library  Code'WLibrary -
B 1 I 3
- Scan for LVM - l l
{|E Texd] & Conscle 13 2 output [ Lock [ Codepage R 220552/220562 i[% Ensaript| A Hite T Filters [ conditions 4 b
ooofd- e seeeeecsl AezEesl A322-8l AazEesl ASEEcccecieeiiin &+ & |59y EnsScript
107 e 3 Modify time zone settings... ASZE-&[ RIZE-&[ RASZE-&[ ASZE-r-----rrocnees Ern o - = = Examples
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