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ClA3 E2t2& (Disk Browsing)

- MEOIN E&= StEC|IAF O|0fX|o| L& 2ot MY AlA 2]
Qlst, l_Lfo')\l*'f.:.“ L0 EXiot= Mo 8kl=s 88 Z21
Aol 715 QIO R WEAH 2MY &= UALF St= 7

- ST O|O|X|E AFAIZL =322 D2 "M e 27t ¢l

= =) 7<O| A O|l©O
T'__A |7|— =2 T lelzl

- CA3 BERA EF
« EnCase, FTK, Final Forensic =

e — 5




C|A 3 IEIEI,U_..U :,i
« EnCasel| C|A3 BE2iR3& Jls

Training

File  Edit Help
S rew 25 open [l Save & Print % Add Cevice ‘D, Search

4 jReport ] Gallery

View Tools

# Timeline §=]Disk T3 Code

.,I'—_"l Home [:[j Bookmarks <, =4 b Name Description Delfasted
HieFile Extents @ Permission 4 ¥|| ] 1 |12 $Extend Folder, Internal, Hidden, System
é—DI:IrE- Erttries [ 2 || APM_Setup Falder
é—DD e C [ 3 I Documents and Settings Folder
—OOID $Extend O 4 [ChHuC Folder
EHOLID APM_Setup ] [ 5 I)MsoCache Folder, Hidden, Read Only, ot Indexed
EHIC) Documents and Settings O & (ymwra Falder
DI HHC i
&OC MsOCache [ 7 I3 Program Files Folder, Read Only
F-DE) MYIDIA O s ‘_#,.I RECYCLER Folder, Recycle Bin, Hidden, Svskem
-0 Program Files ] 9 I System Yolume Information  Folder, Hidden, System
O] (2l RECYCLER [ 10 12 WINDOWS Falder
B System Yolume Information ] 11 15 WrI Folder, Read Cnly
B (D) WINDOWS [ 12 |15 Hecuressl Folder, Hidden
EOLICD) WP ] 13 |[5) $MFT File, Interndl, Hidden, System
-0 XecureSal [ 14 || $MFTMire File, Internal, Hidden, System
[ 15 |[E $LogFile File, Internal, Hidden, System
] 16 || = $valume File, Internal, Hidden, System
] 17 [ $attrDef File, Internal, Hidden, System
[ 18 | [ $Bitmap File, Internal, Hidden, System
] 19 |=) $Boot File, Internal, Hidden, System

4 (LI

JReport ] Console T3

| G Hex L Doc l‘ﬂ Transcnpt =

W output [ Lack R Codepage [ 0/138679

QGO -+ we v e B e T e W LJUFT, B LUFT, B 1§HFT, - LFRD, B v oeee e
- - e LgtRa, - 152080, - 1183, B LUET e e mvvnmrnnnnennns Gee eeeen S Owrobeaeee
2520, E- L{UFT, - LYNRD, B LFURT, B oeoeeomee e Gee eeeen S Breeprarrogemeeeean cennen oo e e eeeeees
e S T Greoerenns N P

) Case 1 WCWYExtend (PS 6291475 LS 6291478 CL 786434 SO 285 FOO LE1)

Last
Accessed

12021)09 11:31:222 =
1213008 07:51:402 =
12§30/09 05:00:202 =
12/28/08 02:03:042 =
12§28/09 02:03:04 2=
12/28/08 02:03:042 =
12§30/09 05:32:192 =

12f20/09 10:21:12 2 H
12/28/09 11:43:102 H

12030009 0G:48:41 2 =

12§28/09 02:03:04 2=
12/28j09 020304 25
12§21)09 11:31:22 25
12f21j09 113122 2 5
12§21)09 11:31:222 %
12f21j09 113122 2 5
12§21)09 11:31:222 %
12f21j09 113122 2 5
12§21)09 11:31:222 %

Filer
Created

12/21/09 11:31:22 58 =
12)24/09 04:42: 11 25
12/21j09 02:353:45 5 =
12j22109 0114092 =
12/22j09 01:24: 302 =
12)28/09 12:05:02 25
12/21j09 02:37: 092 =
12/22j09 01:51:25 25
12/21j09 02:353:45 5 =
12/21j09 11:31:302 5
12/21j09 02:42:56 2 =
12/22j09 02133325
1202109 1131228 5
12f21j09 11:3122 2 5
12/21j09 113122 8 5
12f21j09 11:3122 2 5
12f21j09 1131228 5
12f21j09 11:3122 2 5
12f21j09 1131228 5

%% Engeript| ‘A Hits T Filkers (£ Conditions =] Querie:d ¥

...... $o00b 3 Iod Aoy Enserpt
...... l?HF

Last
‘Written

12121109 11:31:22 2 =
12[24/09 04:43:02 25
12121109 02:55:49 2 =
122209 012427 2 =
12{22/09 01:24:30 2 =
12/28/09 12:05:02 25
12/29/09 07:55:35 2 =
12/22/09 0151252 5
12{22/09 12:02:192 =
12/28/09 122040 25

07/04/08 05:10:24 2 7

12/22/09 02133325
12/21/09 11:31:22 2 =
12/21/09 113122 2 5
12/21/09 11:31:22 2 %
12/21/09 113122 2 5
12/21)09 11:31:22 2 %
12/21/09 113122 2 5
12/21)09 11:31:22 2 %

Examples

) Farensic
=) Include

1 Main

Entry
TModified

12121/09 11:31:22 2 =
12[24/09 04:43:02 2=
12{21/09 02:65:49 2 =
122208 01:24:27 2 =
12{22{09 02:13:47 2 =
12/28/09 1205:022 =
12129/09 07:65:35 2 =
12}22(09 02:46:36 25
12{22{09 12021192 =
12}28/09 122040 25

f21f

fzzf

f21f

fz1f

f21f

fz1f

fz1}

fz1f

fz1}

12{21j09 024411 25
12j22i09 0211332 E
12121/09 11:31:22 2 5
122109 1131222 5
12121j09 11:31:22 2 =
122109 1131222 5
12121j09 11:31:22 2 =
122109 1131222 5
12121j09 11:31:22 2 =
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Felotn HEHHOIHE =9

g - A Al Sliglal AIALA,

0
0
4

o -1
— MOERQIZIOI BEM O2|E7| 7|15 &
a — 1y d — = s o O
1= Last File Lask Erkry
Ul } ERIEHREED Dalatad Accassnd Crmatad Writban Mad i
I fExband Falder, Internal, Hiddan, Systam [ETEIFISER B RET PR S Er S FIT N SRR REER s FT R PSR S RE TR S ETEI R TR R R R
I APM_Setup Falder 1230009 0F 5140 T8 12024)00 0442101 58 12/24/00 0d:43;02 8 12/24009 044500 5 %
I Dacurmmnks &l Sattings Fuilclar 12 A0 OR 000 T B 122100 0@ ERas T W 12100 0 5a e T R 122108 02 Saae 5 8

Bl COR Nww  Jools  Hete
At G omen bl Save B e Al Coven L et 3
re =




I
I
40

«

1 — 17k Ol A :
d eraﬂda - -l-l-l-EA —_ | e |
E-" = A—I E;E §|.II- i | Physical Drive ] | Description | 0= | 32| =4 | Filee Typ
O L= e : : % sm:‘-nlef 2560
—_— SEadClus a
X = |:|:| 71 _6|' 1L ol O] [ Alternative Data St [B] $BadClus:$Bad 1039642,
=2 L O L = X : : sBitmap 31728
$Boot 8182
O —_ | — O I —y ]
I:Il-gg-l- i A-I 'LLl' = %I' e —
Oo| 7= T 0 T T30 Fr| 2155 M)
L o (] [TEHCH]_FERN &% &9 T M b 4148224 36
[ [ RHPHRCIR & A 018 b &d & hwp 36588032 37
HWP Digeliimen
HWF Docuimen’
Compound Documen’
Compound Documen’
[E5} i I I | =3 L
I N7 Bl
| H29r wA %.l' |_I ¥ ITHad
| 1[E= | 37 | =S | File Type| Signature Verification | Extension Verification
E[ZZHE I Dppte-0FH3HE TRALZ HE) hwp |- 250374 — —p| M5 Office (2007)  Signature Miss Match _ Extension Miss Match
IS ™ME M H Dppt ZHEEEF N E).pptx 3160374 Powerpoint Docume..,  Compound Document  Compound Document
M EZMEEER M E) hwp 9216 HWP Document  Compound Document  Compound Document
BOM EZMORES -6 ZHREHIE B2 ipen L — @216 — — p| Compound Document  Signature Miss Match  Extension Miss Match
| = afpoF TS per THE 2 Bi2) oot L 731568 — — ) Adobe POF  Signature Miss Match  Extension Miss Match
=24 (HETF I 2) pdf 175156 Adobe PDF Match Match
joeg DIOIA)CEER D) jog 34700 IPEG Match Match
[ peg DIOIF CPGOIOIA-ORAE 2 ZERE BiZ) e |- _! lg| JPEG  Signature Miss Match  Extension Miss Match
=Y




HxD - [ItAdministeator, NTUSER, DAT]
i Eile Edit Search Miew Analysis Extras Window 2 = [=][%
. e _Lt +4 1B - AMNSI = hex -

& Administratar, NTUSER, DAT

Cffsetih) 00 01 02 O3 04 05 0o O7 OS5 09 0OA OB OC OD QE OF
ooovoZ0 DE FF FF FF 76 6B 09 00 AC 3F 00 00 20 S0 16 00 diffivk. .-2.. €.,

COO07O0ZEQ 03 00 00 OO 01 00 07 OO0 44 6F 63 6B 49 6E 66 6F  ........ LockInfo
Oo070ZFO0 30 1D O7 OO0 20 F2 06 00 DB FF FF FF 76 6B OB 00 O...€0..0%fvEk..
ooovos0o0 04 00 00 80 01 00 00 00 04 00 00 00 01 00 38 30 ..€8.......... a0

0oo7o0310 4E 75 6D 62 65 V2 43 68 65 63 6B 74 74 oF 6D 00 HNumberCheckttom.
0o0703Z0 BB FF FF FF 30 1D 07 00 48 FZ 0Og 00 FO F5 06 00 ,¥%y0...HO..&8G0..
00070330 60 F4 06 00 58 11 07 00 38 16 07 00 C8 20 07 00 "&..X...58...E ..

00070340 FO 04 07 OO0 00 16 07 00 85 1D 07 00 DS 15 07 00 &....... R - B
00070350 EO 1D 07 00 10 1E 07 00 BO 1D 07 00 80 F2 06 OO0 &....... L LEh.. «
Offset: 220 Cyerwrite

sl A Of|C|E{(hex-editor)2 20l 21 = 2 HX|AER| oY




=0
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CIOlE =

e

IEI
—

- fIX|2Eg| GtES 3

A
= H2t5H7] #I5ll, ol

£ 2t=== RegAn

0| C|E{ (hex-editor) 2t 2
7tSolAM ArEXOF E el

Oy D 22y TERH
L4 Administrator.NTUSER.DAT |
HAAED EQ | ErEr | =02 | EM@D | Protected storage | L
B O o G HE |Adminiatrator |v| Z2M |Intornot|:aploror |'r| MisErs |AIEE"§§_’T‘.|'| WE I:l N
[ i HIVE_ROOT —
p I| oy FREY_LISERS %o = AbEENELH S A & k) - B ==
[l Adminlstrater keyword mpy 2007-07-07 12128239006 AlZE 24l
b [C1C ApREvents keyword ] 2007-07-07 121271191656
[ Console keyword AL 2007-07-07 12132138:210 L AMEA S By
b [Cich Cantral Panel keyword B &t 2007-07-07 12133106146 erotected o
[y Environment keyword Al L& 2007-07-07 121351561640 roCscted Sorage
iy B M&H 22 2
b1 Identities keeword g oY | 2007-07-07 12136101131 PAPTRET
i =
b [CICy Kevboard Layowt kewwiord mp3 Z007-07-09 131161511687 EEEES
I | |'I_'l Printers kewiord | & 2007-07-09 131231521609 1 - B OHE HIOIH
Fo [ ic Softwars keryward le 2007-07-03 13123166:406 PEREET T
[ ]Ic ) UMICGDE Program Groups keyword P 2007-07-20 14:33:011734 HE®I EgH= o
Lol il Delaked Keys ik d [HE R Z007-07-22 011241041875 HE D B
[TliCs Orphan valss kepword ack 2007-08-05 025249218 FI2 L THR (Opensave)
faryword == 2007-08-05 0712554162 F ! sl LS (Recenthocs)
Jasyiard =mEhE 2007-08-05 07 150: 18543
it ol il 2007-08-05 071571491250 " o
awiar A 20070805 1715351 7:609 AlaB aE s
(T . SO07-08-05 17:36:35:043 Al w
kwiard Irca S007-08-05 17440076 .
m SS8ZEOR N
SEIEY MEE]
= Hgﬂmmr 1B | EF2I2I0) 00w o 815 At T
. ;g. (UTE) 2001-12-31 17:03:28: 54 2 0E =R 2r IOl I s I R el TR
FTET TP 1 A% 1dentity cwrdinal REG_DWORD DO0O00OO000E
2E 5 Iﬁlll Migratmds REG_DWORD Q00000000001 d
o [ Last Username REG_SZ ZID I R
(a8 st Lisir 15 REG_52 TAAZ1 1 CBE-ESTA-4238-AC 76-E2AAIBRRE? L5} 1 OHEL A
k] Def aulk User 10 REG_SZ {A8Z1 1CEB-E93A-4238-ACTE-E2ZAADBBEET L5}
[R% 1dhmntity Login REG_DWORD DO0O000RACSS -
HEEY _USERS'Wadministrator'Widentitizs
EH|

A &

RegAn: 2IE 2 HX|AER| ojY &




File Edit Miew Tools Help

ujNew |j Open L‘g‘ Save = Print “e Add Device \)@Searcl

LD Cases

X

ur_']Hnme [:[jBookmarks ‘Jgfi b
Hi=File Extents @ Permission 4 »

é—.D Gz Entries
E-B(Jg C
I $Extend
[1I5) APM_Setup
[1|5) Documents and Settings
%) HNE
[/ M50Cache
155 MYIDTA
[ Program Files
[ & RECYCLER
[1I5) Swstem Yolume Information
E) WINDOWS
CIC) wet
1|5 ¥ecuressl

B Evpes. (Lscer

Bl Bt Yew Tosls  Help
At J 0o ol Sove Bt waiCens ASeach B
SCumar +3rt |5 Tabte CRanot _Jceey o Tewine [Jom 2 Code

e g oten
o bl siemad [y witey
= 3 Foam
~ e OOy e
T 4 ) s og ONEFED YA R NI L Aegann Tie ductwe '
¥ AL 3] Ragier 2.0 phen syt e, Aerwe 0330 o
;s 1) GooR0709) 2GS HXIASS M wh Asgdn oot Fie, Archwve IR TN RT3/
& AN BESHTNATAB 0NN ST4DTUTDL. Fe e MANIDAU U E 0RO 03 GRS GRS NI E ouuruoral.
v
| EERESS T 1o
» LR oIXIA E2l(Registry)EF ?
R .  9x. NT. 2000, XP. 2003, Vista, 2008, 7 5 04 A 0.
FEEZROY 99 Had AEE A e T2
geo]l X
» 55 oA FH 209, 8| A A%, SE322 % 4%,
AHB 2L Aol o] 277|712l YEF Al AWl 235 = B E —
10 & (1333 P i =1 I
U2 Activity) ol o] g
BUEA
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- MZ0HA 7t S E =t Eof et =& = C|X| 2 HO|He| ¥ Oj
7 HOFA| 2 RO, AAS| EAMLE SHE = A2 EA O/ E

I
- Atdar A E NGRS J8oY| flet 4N Vs JHE0l 28

. HRA TAY/RHS SR 2AMO| Ui
- BE DHYES0| 7| 9L, Signatured| Chsh HA4S BHEBHOF 3
- T E{T TR A CHAOIN FQletn, FRsHA M Ta2
M0, 2A B9|5 H28te 20| FRY.
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« GREP(Globally Find Regular-Expression and Print)
- Unix A Zo| X HOIM HME st ALEXIIL Folg 5= U= #

[ EI=|E=IO-|
- E7 BHA S M8 YT HEjo| 7| EE StLto] Aoz M

— -1 —
ts

Mew Keyword

Search expression | Code Page | Keyword tester |

Search expression GREP Svmbols
| WhaFFFF Unicode character -
WeFF  Hex character
Mame . any characker
# any number [0-9]
Y Repeat zero ar ane time
[7] case sensitive [ Unicade E.;'.-Z] iiﬁ?gﬂ;: !_?ast onee
i Repeat zero+ times
GREP [~ Unicode Big-Endian [#vZ] Fither %, ¥ or
[~¥¥Z]  Meither % nor ¥ nor 2
AMST Latin - 1 [(JuTFs L] Literal character
{ah} Group ab together Far 7, +, *,
[CJuTE?
{m,n}  Repeatmtontimes
Unicods Wiew alb Either a ar b
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« GREP(Globally Find Regular-Expression and Print)
- Unix A Zo| X HOIM HME st ALEXIIL Folg 5= U= #

[ EI=|E=IO-|
- E7 BHA S M8 YT HEjo| 7| EE StLto] Aoz M

— -1 —
ts

Mew Keyword

Search expression | Code Page | Keyword tester |

Search expression GREP Svmbols
| WhaFFFF Unicode character -
WeFF  Hex character
Mame . any characker
# any number [0-9]
Y Repeat zero ar ane time
[7] case sensitive [ Unicade E.;'.-Z] iiﬁ?gﬂ;: !_?ast onee
i Repeat zero+ times
GREP [~ Unicode Big-Endian [#vZ] Fither %, ¥ or
[~¥¥Z]  Meither % nor ¥ nor 2
AMST Latin - 1 [(JuTFs L] Literal character
{ah} Group ab together Far 7, +, *,
[CJuTE?
{m,n}  Repeatmtontimes
Unicods Wiew alb Either a ar b




GREP(Globally Fin

Q.

Re

Q

ular-Expression and Print)

HEsy o| oj ALE o H|
~ oxielo] M "aaa : TAFE 9 ALl aaaE ESHA A
$ 2Xlgo| & aaa$ : TAL 9] Eof aaas LA |
SfLte| X} O Jue : alue, blue, clue ...
HIZ O|H EXte| BIE7} 0 £ 191 &
? forensics? : forensic 8=+ forensics
2 0jy
HIZ O] EXIe| HIE 7} 0 o| &l AL
* oy & digital_=*for : digitalfor, digital_for, digital__for ...
o
HIZ o|™ EXIo| ¥I=7} 10|MQ AL
+ digital_ + for : digital_for, digital_ for ...
R
[ABC] A, B, C 9 3}+e] 4 o A digleiltal : digetal, digetal
dig["iltal : digetal, digftal ... (digital#]%])
["ABC] A, B, C o]9]¢] Ex} vj 3
[fa-z] : 2EA} o] 9] 9] EA} v A
} N [a-d] :a, b, c,d
[A-C] ARE CFol 3t A v
[0-2]1:0,1, 2
W ESEXE YUEXR A8SHE A ([2[W1]: 2, [ ]
X{M} 22X XE MH Hi= h{3} : h7} 39 o]A ¥tE (hhh, hhhh ...)
I XE

webW.(con




« GREP(Globally Find Regular-Expression and Print)
Name Kim Number 870101-1234567
Name Lee Number 802110-2894561
Name Park Number 841218-1236874
Name Han Number 835577-1654789
Name Hong Number 880202-2345678

« FYAONA GREP BE0 AHE0I0 Z A
# grep ".*[0-9]1{2}[01]{1}[0-9]{1}[0-3]{1}[0-9]{1}-[0-9]{7}" DataFile

S80l 28 21

Name Kim Number 870101-1234567
Name Park Number 841218-1236874
Name Hong Number 880202-2345678

Son — —— 5
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Tool (Hurricane

Chs CIHED S 28 Mol 44
7| EH S x|AzHot ALEXF QIR I 0] A
02|27 7|

r=/dio|H 2| mbUof| Cior HM 7|s
PDF/MS-Office THQ ZAH 7|5

&5 WIinGREP 4.0 Standard Edition
Help

downloads' java'jZsdk1.4.00%
File Wiew Results

=101 x|

ch for "Security" in * *oi55%. ]
hdownloadsy jawas jzsdkl. D\demo\ch\

-]

4,
hdownloadsy jawvas jzsdkl. 4. 0 demot, jfich,

4

4

hdownloadsy jawas jzsdkl. 4. 0hdemosplug
i FontzDTestapplet.java Matched &
hdownloadsy jawas jzsdkl. 4. 0hdemosplug
-Tools. java - Matched 1
Sodownloads® jawvas jdkl. 1. 8hs5roh javasaw
ndownloadsy jawas jdkl. 1. 8h5rch javasbe
ndownTloads jawas jdkl. 1. 8%5rch javasiol
hdownloadsy jawvas jdkl. 1. 8hsrch javasla
Sdownloads javas jdkl. 1. 8vsrch javas]a

40

1
1
1
1

L.Member. jawva - Matched 2
ndownTloadsy jawas jdkl. 1. 8h5rch javasne
Sdownloads jawas jdkl. 1. 8Ns5rch javasrm
-RMISecurityException.java - Matched
-RMISecurityManager.java - Matched &i in

hdownTloadsy, jawvas jdkl. 1. 8hsrch javasrm

hdownTloadsy, jawvas jdkl. 1. 8hsrch javasrm

SodownToadss jawas jdkl. 1. 84 5rch javasse
1

hdownloadsy jawas jdkl. 1,855 I"C\J AVEAYTE
. I _'IJ

Text | Binary I Wword I Debugl

try 1
secur‘1t).lr

SECUHt

m.out.print

I
.
security. ¢

securityt
m.out.pr

EE
3g
1 catch [ SecurityException e 1 -
F:hdownloadss jawvas jzsdkl. 4. 0%demosplugie
Tools. java - Matched 1

3ze @
F:\down'loads\java\jdkl.1.8\5r‘c\ja\fa\awt‘V|

3

on(

F:\down'loads\java\jzsdkl.4.D\dem0\jfc\Ft§
FontzDTestapplet. java - Matched &

28 1

29 @
H secur"lty heckPer‘m'lss‘lon( new ¢
: catch
1 security.checkPrintlobAccess();
1 catch [ SecurityException e 1 -
F:hdownloadss jawvas jzsdkl. 4. 0%demos jfosJ:
Tools. java - Matched 1

3ze @
F:hdownloadss jawvas jzsdkl. 4. 0%demosplugie
FontzDTestapplet. java - Matched &

28 1

29 @

ENE

SecurityManager security =
if [ security != null 3 {

Sysl

eption e ]

} catch (jawva.security.Accessci

SecurityManager security =
if [ security != null 3 {
security.checkFermission new :
catch [ SecurityException e 1 -
security.checkPrintlobaccess ()

Sysl

1 catch (jawva.security.Accessc

new AwWTPermi

F'IIIIT'Im.-

Directory: IE'\Java j _’ Froject: IJDK Faurce Code j ﬂ Match: Search in:
Desktop Al = R ey oy =1 [~ Ewact Case ¥ Sub Dirs
h%jg‘ My Computer I I feets I J J I~ whole weords W Archives

- 3% Floppy (&) Search Type: IHeguIal Expression

j I~ | Litie Start v

Search for: ISecurity j » r L?ne End
[~ First match
[~ Beplace IhSi j ﬂ ¥ Use Excludes
g Start I Open | O Excludesl @deancedl
Click to show options |Found: 886 | Files: 32 |searched: 1336 | Time: 127
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LIRS
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2%t
a5
Mol
O &k

Hashed Search &

AlAE S HZ= Hash Set
o278 m (Well known)
DB &8 &
O Hiul H2H
EV]=! L AR TR
HHo| m OH= lib.

| ves

H=t
2 XIoH=T1H

no

et fibap SN2
oot S

.IIIIIFO
kX
>
=
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« % NIST AFS} CFTTOIM K| 28H= 27t EE &% §|O|E
« Justice's National Institute of Justice (NI))2| X| &

« NSRLO| =X

- 0 ArEElE AFH THEel HE As=t
S0 Zetel 0te =AME 2E8XHe = X|J

« NSRLO| M| & L&

«CHAZE 21E S/W S el ot 2 =&, 0[0f Ciet HE L} hash gf2 DB ==3}
(TOTAL 50,121,818 files, 15,722,076 unique hash values)

o« MM A 8K 7l S/W, 357|= & 0] OSQO| &= G|O|E{ AMl(RDS:Reference Data Set) 7+=

TEHA-1T, THDET, "CRC32" "FileName™, "Filefize"” ,"ProductCode™
TO0000FeEDS0DA4aC05YES SS9 FC31251DCE4EA" T FAL Z0ACTTFE06001EDDAA020C1YETSETT , TIGCCA0EYT 0041200 gif"  ,  1351,228, "IN
"O0000FFSDO0ED AAGE S3ECEASSEACOT0TADEL 56 53", "ASDASDEDASD TS FD IETCS 2D 53ECTALGFE™ , "2DT2941E™, "cunres . pdb, ALL™, 76600, 2471, "IN
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e TrueCrypt - http://www.truecrypt.org
- QE AMANLCAT Aozt B
« Windows XP/2003/Vista/2008, Mac OS and Linux

- A& E1E|F

Algorithm Key Size(Bits) Block Size(Bits)
AES 256 128
Serpent 256 128
Twofish 256 128
AES-Twofish 256; 256 128
AES-Twofish-Serpent 256; 256; 256 128
Serpent-AES 256; 256 128
Serpent-Twofish-AES 256; 256; 256 128
Twofish-Serpent 256; 256 128

— Current Version
o TrueCrypt 6.1

Con  —— 5


http://www.truecrypt.org/
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e
— AEZ|X| €23} USB, Hard Disk 252 & =23}
- OS7+ dX| &l EfElﬁl ke,
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BEW AMZHy FIMEEK =0 Setings TIEH ZHI0|AIEy
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e lH
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" Encrypt a non-system pattition;/drive by =
b _H

Encrypts a non-system partition, a partition on an external or
secondary drive, on a USB memory stick, etc, e
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 Invisible Secrets 3 — http://www.invisiblesecrets.com
— X2 H|0|H
« BMP, JPEG, HTML, PNG, WAV
— Windows 95/98, NT, XP X| &
- ZAL|E

« AES(Rijndael), RC4, Twofish, Cast128, Ghost, Diamond 2, Sapphire,
Blowfish

—|=ix]
Welcome to Invisible Secrets 3!

This wizard will guide you step by step through the:
enciyption/decryption process.

‘You can manage your passwords, add new 8
encryption algorithms or carrier formats and set @ Options..

enviroment options by clicking the Options button.

Tell us what you think about Invisible Secrets 3 Q Feedback...
and win great discounts and special offers.
Your assistance is very much appreciated.

. About...

i

Press F1 or click the button for Help Click NEXT to proceed.

[ Back | Nest > | 2 Help | 28 Exit |

S — (5
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the sender and intended recipient even realizes there is a hidden message. By contrast, crgpltography
ohscures the meaning of 3 message, bet it does mot conceal the Fact that there Is a message. Today,
the ters steganography includes the comcealment of digital information within corputer files. For
exangle, the sender might start with am erdinary-looking image file, them adjust the coler of every
100th pixel to correspond to a Ietter in the alphabet?a change so subtle that somcone who isn't

= ’Dl’la notice it.

faia sad ssane Yesnavad  ae hiddes weibiaat (1o anelant aciging

=101 X} oF

Q0 &P ne XeoHWN @ Q0 e 92 ne XeoHE @

Steqanography is the art and science of witing hidden messages in such & way that mo-one apart from :-:I
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« Invisible Secrets 3 2% HI0IH F&

& decrypt 101 =l

mE EEEe 2w SERNW SAD E2%mw | A
ble Secrets 3 gz - O . I.I; p o H__“ =[ | v @ Folder Sync
Unhiding / D EE ()] IEJ Ciftdecrypt j al=

| 37| == | =mEtgh |

ke HAEEM  zo0s-iz-0z 27 2:51

=igixj
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Steganography is the art and science of witing hidden messages in such & way that mo-one apsrt from |
the sender and intended recipient even realizes there is a hidden message. By contrast, crgplography
ohscures the meaning of 3 message, bet it dees mot conceal the Fact that there 15 a message. Today,

the tera steganography Includes the comcealment of digital information within corputer files. For
exangle, the sender might start with am erdinary-looking image file, them adjust the coler of every
100th pixel to correspond to a letter in the alphabet?a change so subtle that somcone who isn't
actively loeking for it is wnlikely to notice it.

The word steganography is of Sreek origin and means “covered, or hidden weiting™. [ts ancient origins
can De traced back te Al DT, Herodotus mentiens two examples of steqanography in The Mistories of
hloroﬂnluc.n] Demaratus sent & warning about 3 Forthcoming attack to Greece by weiting it en a wooden
panel and covering it In wax. Wax tablets were In comman use then as re-wsahle writing surfaces,
sometines used for shorthand. Another ancieat example is that of Wistiaews, who shaved the head of
mis most trested slaee and tattooed a message om it. AFter his hair had grown the message was hiddem.
The purpose was to imstigate a revolt against the Persiams. Later, Johanmes frithemius published the
buok Steganeqraphis, 4 trestise on cryptography and steqsnography disguised as & grimoire.

Generally, a steganographic message will appear to be something else: a picture, an article, a
shopping 115t, or some other message. This apparent message 1€ the covertext. For iastance, 3 message
may be hidden by using invisible ink hetwoen the visibhle lines of innocueus documents.

The advantage of steganography sver cryptography alome is that messages do net attract attention tu
themselves, to messeagers, or to recipients. An unhidden coded message, no matter how unbreakable it
is, will arouse suspicion and may in itseld be incrimimating, os in countries where encrgption is
illegal (2] Often, steganography and cryptography are used together Lo emsere security of the covert
neSSIE .

lectronic commmications can include stegamographic ceding inside of a transport layer, sech as a
File, or a protecol, such as UDP. Media Files are ideal For stegamographic transmission bocawse of
their large size, and are usually compressed either lossiessly, as with FLAC or PHU, or lossily, as
with JPEE images, MPEL video, or WPI awdio.

A steganographic message (the plaintext) is often First encrypted by some traditional means,

prodecing a ciphertext, Them, a covertext is modified in some way to contain the ciphertext,
resulting io stegotext. For example, the letter size, spacing, typeface, or other characteristics of
a cowertext can be manipulated to carry the hidden message; only the recipient (who nust know the
technique used) cam recover the message and thea decrypt it. Francis Bacen developed Bacen's cipher
as such a technique.
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- [|23 Sa2o|Ho)| THYS KESD 0| BO[SIEE HAE B2 AlAH
« FAT(FAT12, FAT16, FAT32, exFAT), NTFS, HFS/HFS+, HPFS
o Ext2, Ext3, ISO 9660, ZFS, VXFS, Journaling file system, versioning file system

>

2 Z2HO| 2

- Slack Space : C|AZ0] A E51X| QA b 32

— Sector(RAM) Slack : ME{EFR((512 bytes)E T Zot= LA EMO| =
L_H:||

o

— File Slack : Cluster, Block Q|2 X EE|= EMO| 2 LHH]|

C|la3

Cluster{4096Byte)

0| E{ 7}
x=E 271 SH|El= 7
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