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Cryptographic Hash Function
| |
MAC (keyed) MDC{unkeyed)
| !
One-Way Hash Function Collision-Free Hash Function
m > MAC = h(k, m)
m > MDC = h(m)
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(Preimage yZt FOX| 12, h(x)=y 2l x E &= A0| {2 =
Resistance)

: h(x)=y 2l x 2t y7t FOX| 1, h(x)=y 2l x’(#x)& H= A0
(2nd-Preimage

Resistance) Olei=

(Collision h(x)=h(x)?| x, x’ (#x) & &= A0 0=
Resistance)
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o M (Birthday paradox)a} off | et2| otx /o
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c p=1- 11-1/n)(1-2/n) ... (1-{r-1}/n)
« When n=365andr >= 23, p >=05
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MD4. MD5, SHA-1, SHA-2, HAS-160 S1} Zt0| a2}
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4 1989 MD2 4 J— )
|| ¢ 1990 MD4, RIPEMD —~ v ' PKC’98

MD2 —> MD4 ——> SHA-0 — SHA-1 —’ SHA-224,256,384,512

€ 1991 SHA-0 v |

¢ 1992 MD5, HAVAL "> RIPEMD — RIPEMD-128, 160,256 —> FORK~256

€ 1993 SHA-1 - /
€ 1996 RIPEMD-128,160, Tiger

¢ 2000 HAS-160,Whirlpool, SHA-256,384,512

¢ 2002 SHA-224
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V=h(H)=h(1) V'=h(H)=h(1")
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Alice Bob
3 g
I"'"""""": M: Message :"'"""'""':
S Alice’s S: Signature i Alice’s M |
E l private key | i public key T !
E Signing i E Verifying i
' | algorithm I : algorithm | .

[N I — (M, S) [ S
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Issues x.509

certificate /

signatuiﬁ CA

' ?
T public How to trust Public key -
!

key Encryption and Digital signature

T , With public key
Private
L | key
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