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[Conversation] 7|

of _lB|x

evidenceOl_pcap
File Edit View Go Capture Analyze | Statistics Telephony Tools Internals Help

[Wireshark 1,12.2 (v1.12.2-0-9898fa22 from master-1.12}]

=l ol

= | e s
e ® 4 @ ﬁ | = %;,‘5‘? ® Er}"— Summary /" Conversations: evidence0l.pcap

Commeants Summary

Show address resolu Ethemet: 11 | Fisre Channel | FoD1 | pva: 14 | 1pe | x| ¢7a | nce | rsve | scre
Protocol Hierarchy

Filter: |

Mo |Timne |Source
103 59.597830 192.168.1.157

Token Ring | upp: 9 | Uss | wian |
TCP Conversations
Address & 4 |Port & 4 |Address B 4 |Port B 4 |Packets « |Bytes 4 |Packets A—B « |Bytes A—B 4 |Packets 4B « |Bytes 4B 4 |Rel Start 4 |Duration 4 |bps A—E 4 |bps A«

W

104 59.598074 192.168.1.157 & Endpoints T97165.1.2 55483 19216130 22 5® 245 297 0000000000 94,3798 20,66

105 50.598268 102.168.1.157  packet lengths..  192.160.1.2 54413  192.168.1.157 &0 ? 478 4 212 3 206 11911114000 00863 3281952 24

106 59. 598613 192.168.1.157 {_ 10 Graph 192,168,1,156 51128 B4,12.2450 443 0 4303 20 1681 20 2622 18,870898000 72,1625 185,36 d

107 61.051425 Dell_dd:4f:ae — - 192,168,1,159 1221 E4,12,2591 443 0 600 16 1799 24 4206 34,075532000 57,0382 252,32 :

108 61.051429 Hewlett—_45:a  Conversation List 192,168,1,159 1271 205,188,13.12 443 47 31168 16 1451 31 29717 34211454000 1.2039  9G42.08 197
Endpoint List 192,168,1,158 5190 192,168,1,159 1272 24 14142 15 13 100 g 1042 61.052925000  0,2848 36791810 29
=neR 192,168,1,159 1273 64,236.68,246 80 0 3509 5 1 954 5 1545 93,356969000  0,3618 4342203 3¢
Service Response Til

111 61.054660 192.168,1.159 — — ——— =

112 61.054884 192.168.1.158  20Waest

113 61.064823 192.168.1.159  ANCP

114 61.065468 64.12.25.91 BACnat

115 61.144314 192.168.1.159 cojactd...

116 61.144758 64.12.25.91

117 61.155756 192.168.1.159  _omPare..

118 61.155760 192.168.1.158 L Flow Graph...

119 61.270615 192.168.1.158  HART-IP

120 61.270620 192.168.1.158  HTTP

121 61.270623 192.168.1.158  ONCRPC Programs

122 61.270628 192.168.1.158  sametime

26 e 1T o g

125 61.270638 192.168.1.1509  UDP Mukicast Strear

126 61.270641 192.168.1.158  VWLAN Traffic

127 61.270644 192.168.1.158 | Statistics | | ©

B 100 e, b e e g

130 61.270655 192.168.1.159 192.168.1.1 Help Copy S — Graph BB | ’TI

131 61.270658 192.168.1.158 192,168.1.1
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[Conversation] 7|S2 E5| SAE7?ZIC| Egjf=! &H0]
o _loi x|

Ethemet: 11 | Fibre Chiannel| FD1| wa: 14| s | x| 3x | e | Rsve | scTe. Tep: 7| Token Ring | upe: 0| uss | wian|

TCP Conversations
192,165,1,2  5A410 1921681157 &0 475 212 3 Z0B 10011114000 D.E3 3201550 od
192 1661158 61128 B4,12.2450 443 M 4303 a0 1 661 a0 DEP? IGEMRMEO00 T2 1626 19536
197 1651163 1221 B4.12.25.91 443 M B0 18 1 799 o4 4705 PSSI000 GTO3RE M2 A
197 1661163 1271 205 188, 13,17 443 7 31168 18 1 451 31 PA717 M 214000 12038 9208 197
197 1681168 5130 182,168 1,150 1272 o4 14142 15 13100 q 1042 61052905000 02848 38790810 2%
192.165,1.163 1273 B4,236,68,246 &0 10 3509 5 1 954 5 | 545 93356060000 0,918 43dzzas 34
< | i

v Name resolution [~ Limit to display filter

Help Copy Fallow Stream Graph &—B Graph &«B | Close I
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[Conversation] 7|S2 E5| SAE7?ZIC| Egjf=! &H0]
o _loi x|

Ethemet: 11 | Fibre Chiannel| FD1| wa: 14| s | x| 3x | e | Rsve | scTe. Tep: 7| Token Ring | upe: 0| uss | wian|

TCP Conversations
192,165,1,2  5A410 1921681157 &0 475 212 3 Z0B 10011114000 D.E3 3201550 od
192 1661158 61128 B4,12.2450 443 M 4303 a0 1 661 a0 DEP? IGEMRMEO00 T2 1626 19536
197 1651163 1221 B4.12.25.91 443 M B0 18 1 799 o4 4705 PSSI000 GTO3RE M2 A
197 1661163 1271 205 188, 13,17 443 7 31168 18 1 451 31 PA717 M 214000 12038 9208 197
197 1681168 5130 182,168 1,150 1272 o4 14142 15 13100 q 1042 61052905000 02848 38790810 2%
192.165,1.163 1273 B4,236,68,246 &0 10 3509 5 1 954 5 | 545 93356060000 0,918 43dzzas 34
< | i

v Name resolution [~ Limit to display filter

Help Copy Fallow Stream Graph &—B Graph &«B | Close I
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S LY gtol

1 b

" Conversations: evidence0l, pcap = 101l

Ethemet: 11 | Fibre Criznnel | FD1 | vz 14 | 1pvs | x| 3x72 | e | Rsve | scp Tep: 7| Token ring | upe: 9| use | wian|

TCP Conversations
Address & 4 |Port & 4 |Address B 4 |Port B 4 |Packets 4 |Bytes 4 |Packets 5—F 4 |Bytes 4—F 4 |Packets &<F 4 |Bytes #+F 4 |Fel Start 4 |Duration 4 |bps &—F < |bps A«
192,168,1,2  BR483  192188,1.30 22 53a 246 292 0000000000 o4, 3298 20,86
192,168,1,2  &4419 192168, 1,157 &0 T" 478 4 272 3 206 11,911114000 0.0663 3281952 24t
192,168, 1,158 51128 64122450 443 an 4303 20 1 B&1 20 2 622 188708398000 72,1626 186,36 :
192,168, 1,159 1221 F4.12.25.91 443 a0 6 00& 16 1799 24 4 206 34025532000  &7.0382 ) f
192, 168,1,159 1271 208, 188 13, 12 443 a7 3] 158 16 1 451 31 29 717 34, 211454000 1,2099 ) 197
9 11,158 5150 9z, L1689 1272 24 o T = e I X B Tl Tl wTaTa! TR 3 810 2g]
192,168, 1,159 1273 Fd, 236, EB 246 80 10 3509 __ 43422 99 34
Prepare 3 Filter 4 Mot Selected L4 ASB
Find Packet 4 ... and Selected 4 AcB
Colorize Conversation 4 ... or Selected 4 A o Any
... and not Selected 4 -
... or not Selected 4 B
A« Any
Any =B
Any B
Any =B
| J i

[v Mame resolution [~ Limit to display filter

Help Copy Fallow Stream Graph A—E Graph A«—B | Close I
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[Follow TCP Stream] 7|S2 0|28t Ez2l|=! &0l

evidencell.pcap [Wireshark 1.12.2 (v1.12,2-0-9898fa22 from master-1.12)] -lal > "
File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help
€@ 48 B 2| &Ge=2aTi|[|BE|QAQAAA] =
Filter: Itcp.stream eqh »| Expression,.. Clear Apply Save
111 61054660 197 13159 152 131 S [
. . 1. . 1. AC | c.. N
:[ P kﬂt t | ) e e trssamnnes FrAr s st A s s, Prv e
112 61.054884 192.168.1.158 192.168.1.15 L fe(OQQE) | [ps| k- 0:..o. ks P3G . =
117 61.155756 192.168.1.159 192.168.1.15 - Set Time Reference (toggle) tes koo "r.,?.?‘..]':?.l.,..'&'sbf";v'sg"f 95 --’é'f}:-
118 61.155760 192.168.1.158 192.168.1.15 (& Time Shift... [ac i.””""”” ,,,,, s e IRE. 5000 1S T O T Y
119 61.270615 192.168.1.158 192.168.1.15 Edit Packat [AC $228 e k;("h]nU) . 3¢, Y..y.P*.....a\tF.. X\'[..G...u.. ...... () ] F5- '] QU - SO
2D G- 2R TR U1l 192.168.1.15 & packet Comment... [ac xsg\} R LG UB v W X, L . PV,
121 61.270623 192.168.1.159 192.168.1.15 PR 0, T s s D a e M e Once w0 s BI I s Ko v s TavesonsPResansssvesdenvessnveNssnsvasil IS/ TRYS iy
122 61.270628 192.168.1.158 192.168.1.15 Manually Resolve Address [Ps Prrad st Asssananenn SR Ebr st B bR E N a s ey veraraae
123 61.270632 192.168.1.158 192.168.1.15 — e ;| [ac A s O s i s A s K Y Lo
124 61.270635 192.168.1.158 192.168.1.15 pply as Fitter [AC 57 IR a R e Y
125 61.270638 192.168.1.159 192.168.1.15 Prepare a Filter ' o[ac
126 61.270641 192.168.1.158 192.168.1.15 Conversation Fitter H| [AC Y
127 61.270644 192.168.1.158 192.168.1.15 Colorize Conversation r | [AC woed/ rels ‘document. xml,rels ...
128 61.270647 192.168.1.158 192.168.1.15 SETR vy | [PS ";\i" (7 di5'¢£< v'_x' i
129 61.270651 192.168.1.158 192.168.1.15 [AC N : PSR ARS  THEITIL TS T 1 DO ST I¥6...7. . 1%
130 61.270655 192.168.1.159 192.168.1.15 Follow UDP Stream [ac valloSiranssssy +B.3,P...K..C a>b 0..b1£ch 9ivadisas bt
131 61.270658 192.168.1.158 192.168.1.15 I :- [Ps _']
132 61.270662 192.168.1.159 192.168.1.15 . hoow SeCSEEaT LAC | [Erio convarsation (12775 byws) =]
133 61.270706 192.168.1.159 192.168.1.15 Copy vy | [P5S
134 61.270711 192.168.1.158 192.168.1.15 [ac Bnd | Sswas | mint | Ascn ¢ EBCDIC r HexDump C Amays = Baw
Protocol Preferences * |UIFT
139 61.337771 192.168.1.158 192.168.1.15 3} Decode As... [AC Halp Fillar Out This Stream ” Close I
= Print...
Show Packet in New Window
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[Hex Dump]2 EUS HZA -> PK.. &2l (0={EH)

/" Follow TCP Stream (tcp,stream eq b) o i ]

rStream Content
00000000 4f 46 54 32 01 00 01 01 OO0 OO0 OO OO0 OO0 O0 00 00 OFTZ.... «ovu.... i’

00000010 00 00 00 00 00 01 00 01 00 01 00 01 00 00 2e eB ........ ........
00000020 00 00 2e 8 00 00 00 00 bl 64 00 00 £f £f 00 00 ........ sbococc
00000030 00 00 00 00 00 00 00 00 ff ff 00 00 00 00 00 00 ...vvvve vuvnnnnns
00000040 ff ff 00 00 43 6f 6f 6c 20 46 69 6c 65 58 66 65 ....Cool Filexfe
00000030 72 00 00 00 Q00 00 00 00 00 00 Q0 00 00 00 00 00 ro...ves wunnennn
00000060 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ........ ciuunnnn
00000070 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ........ c.ovu.nnn
00000080 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0D 00 ........ ........
00000090 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ........ «...u..nn
00000040 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0D 00 ........ ........
00000080 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ........ ..... -c
000000CO 72 65 63 69 70 65 2e 64 of 63 78 00 00 00 00 00 recipe.d ocx.....
000000D0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ........ coun..
000000EQ 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ........ ........
000000F0 00 00 00 00 00 00 00 00 00 00 00 00 00 0D 00 00 ........ covu.n..

00000000 4f 46 54 32 01 00 02 02 37 31 37 34 36 34 37 00 OFT2.... 7174647,

00000010 00 00 00 00 00 01 00 01 OO0 01 00 01 00 00 2e @8 ...t vivnnnns

00000020 00 00 2e =8 00 00 Q0 00 bl 64 00 00 OO0 Q0 Q0 QO ........ I« PR

coooo0030 00 00 OO 00 00 00 OO0 00 ff FF OO0 00 00 0D 00 00 ........ «u......

00000040 00 00 00 00 43 of ef 6c 20 46 69 6C 65 58 66 65 ....Cool Filexfe

00000050 72 00 00 00 00 00 00 00 00 00 ~ QQOOO100 50 4b 03 04 14 00 06 00 08 00 00 00 21 00 7¢ 10 PKuuuvvr ... .
00000080 00 00 00 00 20 1c 11 00 00 00

00000060 00 00 00 00 20 1c 1100 00 00 00000110 ee 3d 7f 01 00 00 a4 05 00 00 13 00 08 02 5b 43 .=...... ...... [C

DDOOOOSD 00 00 00 00 00 00 00 00 00 oo Q0000120 &f 6e 74 65 6e 74 5F 54 79 70 65 73 5d 2e 78 6d ontent_T ypes].xm
00000090 00 00 00 00 00 00 00 00 00 00 00000130 6C 20 a2 04 02 28 a0 00 02 00 00 00 00 00 00 00 1 ... (.. «uvine.

00000140 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ......oo vovrnnn.
OooooE0 09 92 09 99 09 99 90 90 2992 (ppOO150 00 00 0O 00 00 00 00 00 00 00 00 00 00 00 00 00 «.vwvune wonnnn..

000000DOD 00 00 00 00 00 00 00 00 00 oo  OQOOC00160 OO0 00 [_}[_} [_}[_} [_}[_} [_}[_} 00 00 00 00 00 00 00 00 00 00 ........ o enn.

000000EQ 00 00 00 00 00 00 00 00 00 00 Yy "W OV VDUy OV .o-..77. <r..u:.. SR ) [ IR
|Entire conversation (12776 bytes) LI
Find | Save As Print |1 ASCI " EBCDIC i Hex Dump " C Arrays " Haw

Help | Filter Out This Stream | ‘ Close I
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[Hex Dumpl2 EZWHE HZA -> PK.. &l (0j=Idb{)

Q00000100 50 4b 03 04 14 00 06 00 OS85 00 00 00 21 00 7c 10 PK .......... .
00000110 ee 3d 7f 01 00 00 a4 05 00 00 13 00 OB 02 S5b 43 .=...... ...... [C
00000120 6&fF 6e 74 65 6e 74 5F 54 79 70 65 73 5d 2e 78 &d DntEﬂt _T ypes].xm
00000130 6c 20 a2 04 02 28 a0 00 02 00 OO0 00 OO QO QO OO 7 ...C.. uvon...
00000140 00 00 00 OO0 OO0 00 OO0 0O OO0 OO0 0D 00 0D 00 00 00 ......0. covian..
00000150 00 00 00 00 00 00 OO0 00 00 00 00 00 00 00 00 00 ...... 00 tovununn
00000160 00 OO0 0O OO0 OO 00 OO0 0O OO0 00 0D 00 00 00 00 00 ........ covn..

ZAMT|O|X|OI A PKO| 16714 2t /0] £ Q& Zte M) =
OFFICE #| Q0| mO0|ats HS sholst 47} Urt

50 4B 03 04 14 00 06 00 - SR
DOCX, PPTX, XLSX Microsoft Office Open XML Format (OOXML) Document

NOTE: There is no subheader for MS OOXML files as there is with
DOC, PPT, and XLS files. To better understand the format of these files,
rename any OOXML file to have a .ZIP extension and then unZIP the file:
look at the resultant file named [Confent_Tvoes/.xmito see the content
types. In particular, look for the <Override FartName=tag, where you
will find word, oot or xi/, respectively.

Trailer: Look for 50 4B 05 06 (PK. .) followed by 18 additional bytes
at the end of the file.

O|2M diE =50| OFT2 E=0|M 2T recipe.docxetil 7Hdsta s = + ULt
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[Hex DumplZ ZUS ¥ -> PK.. &2l (0iZ{HH)

¢ Wireshark: Save Follow Stream As

X

Name: |123.docx

Save in folder: 4 | [ imhj | [~ Desktop | 21

Create Fnlder|

Places |
., Search

& Recently Used

= imnhij

= Desktop

o 23 0A3 (T

» BEOAI (DY
B LA (ED

& DYD RW S22 (F)
« Toshiba Canvio Ha -

MNarme

@& 123.docy
" evidencell,pcap

+[Size  [Modified =]
128 kB 01:08
71.0kE 00:25

[

Save I Cancel |
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WinhexE Sdofl 2R81= 7= A27|

]

Recipe for Disaster:«

1 serving+
Ingredients:+
4 cupssugard
2 cupswater+

In a medium saucepan, bringthe waterto a boil. Add sugar. Stir gently overlow heatuntil sugar is fully
dissolved. Remove the saucepan from heat. Allow to cool completely. Pourinto gas tank. Repeatas

HECEESEW.}J
H

H



