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Senior editor, CHET Revie:s
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Within a few short years, Google has become 1
choice for most of us. In fact, to google is becomir
verb; it even appears in William Gibson's latest be:
Recognition. So of course there was standing roon
about how Google helps online criminals. At this y
Briefings USA and again a few days later at DefCo
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Google a favorite among hackers, too

Published: July 28, 2004, 7:08 PM F

By Robert Lemos
Staff Wiriter, CNET Newss.com
Brrnt Bewae Rvour Take &

TAKE SAVE

LAS VYEGAS--The world’s most popular search engine is one of
the handiest tools for hackers, a security expert said Thursday.

Google's ability to record Internet sites' content can be used to pinpoint
those with weak security, Johnny Long, a security researcher and
computer scientist for Computer Sciences, told attendees at the Black
Hat Securty Briefings here. Though the technigue is not new, well-
crafted searches turned up so many sites with vulnerabilities that even
jaded researchers laughed during the session.
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JIEt 28z4 | F2:(D) |@] http:/fwww. securitymap, netdwww/stats/top_ports.php H—s FILETY PE ~| pOs
allintitle: =
allinurl: L SITE: L INURL: — INTEXT: o
link: Top BAW& 32E (Top 10 Attack Port, Last 30 days)
daterange: =9l e aMES RS
define: 1 80 1093 9183
phonebook: 2 2 575 183062
related: 3 BO,139,1025,2745,612 ... 3 1939
“Strings” 4 4399 300 8077
5 445 292 5409
B 21 152 1904
7 901 13 2426
B 1433 a0 9157
9 1080 86 364
10 (9998 }— NUMRANGE: a3 829
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o (+) 20| =gt 2 AE Lot 34
filetype:eml eml +intext: “Subject” +intext: “From” +intext: “To”
o (-) 2 ZU0AH H2
filetype:conf inurl:firewall —intitle:cvs
o (*7) 2dE 2 LE
“#mysql dump” filetype:saql
o () BT 8t GO E

intitle:index.of. sites.ini

RE ©of 2

— L

e
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o

+ () R SOl A4

1 T L
filetype:cfg mrtg “target[*]” —sample —cvs —example
“ (|) £=(0R)

filetype:bak inurl: “htaccess|passwd|shadow | htusers”
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3 Index of /home - Microsoft Internet Explorer -10| x|
| EE BRE 2 SARNA EXD Y »|J = e
| F4(0 I@ hitp:/ Fwarwy, .co.kr/home,/ J dlliS |
Index of /home j
Mame Last modified Size Description
3 arent Directory 03-May-2004 13:15 -
@ 03-Dec-2003 18:31 1k
@ a.php. 20031203 03-Dec-2003 18:23 1k
IE act.php3 10-Mar-2004 03:44 Bl
company 0l . html 16-Dec—2003 21:28 18k
company02. html 03-Feb-2004 16:24 13k ;l
& S e oEw y
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2y Indow of f - Microeoft Itermet Explorer i I =]
D) BIE EBAW SARAW EIJD =22 || «E= -
E {0y |.ﬁ_] hitp:f .comy j fi‘%
Rane Last wodified Sire [Description B
a Parent Dirgctaor T4-Jul 004 17:20 .
M -Hap-E004 16214 E75k
@ Z1-Hap-z004 16:12 o
21-Way-did 16213 dbk
21-Hap-z004 16:13 3Ek
m - 21 -Hap-c004 16212 221k
@ |Z2 M doc 21 -Hap-c004 16212 5ok
@ o] 1.doc Z1-Hap-z004 16:03 BEk
lﬁ 0242 doc 21 -Map—00d 168211 ==
@ 0243 . doc 21 -Hap-2004 16:11 6%
AT F M hep 21-Hap-z004 1613 3k
@ AR M doc 21 -Waw-2004 16212 Ak
A 43941 dac Z1-Hap-z004 16:12 2k
Apache/ 1.3 28 Server al .com Fort 80 i
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‘wahoo,/nzw/community/discussion/discussion_sub_detail neo¥lag= j =
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fwanooid [Z2012 ] 28 [229] OpF!

Warning: OC|IStmiExrecuts! ORA-00021! unexpected end of SOL command
in fusrdAocal/phplib/db/minidbsclass.oci8. apa_vahoo.inc on line 113

Wamning CCFetchinto CORA-24374 define not done beiore fetch or execute and
fetch in fusrflocal/phplib/db/minidb/class.oci8.apa_yahoo.inc on line 142

Warning: OCIStmiExecute: ORA-D0521: unexpected end of 30L command
in fusrflocal/phplib/db/minidbfclass.oci8. apa_yahoo.inc on line 113

Wamning OCFetchintg! ORA-24374: define not done before fetch or executs and
fetch in fusrdlocal/phplib/db/minidb/class.ocif. apa_yahoo.inc on line 142 «|

Oracle DB (il 2| 2| 2F & A4
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— I I Al K] "HTTP_USER_AGENT=googlebot" site:or kr

zyWiWWBoard, cgi?

Fa

| m2E BIE 2200 SARE@ XD ESTH) |J =S= . = “-
J Z=A(D) I’E hittp /e, cor krfcgi-kor/CrazyWiawiWBosard, cgitdb= LI Fedilk=
2|p - E;;npres;égjlgl't'_‘lrc'_ ;I
adnin name[10] - T (5]
adnin.password[14] - I =]

adnin.platformi14] . Linux_2.4, 266_I165G6[15]

adnin,previewl| ines[15 i0o[z]
adnin.profilefields[19]: MAME EM&IL[10]

adnin,sendmail [14] : AusrfebinSzendmail -—it[22]
admnin.siteur | [15]: .or kr[z3]
admnin,syncinterval [18]: 15(2]

adnin.textfieldlenathl®1]: 74[2]
adnin.uploadguotal17]: O[1]

conf .Charset [12]: [0]
conf ,CtriTheme[14]: wiolet [E]
conf .DBFieldMames[17] - Accese EStyle Category Content Type Date Domain Download Email Filer

conf . Groups[11]
| adm i n=LADK | N

=LADMIMN
vipark=radmin
saenas=radmin
Elingua=ladmin

[GUEST]

as | =guest

modedeny=admin stat detail batchdelete accept
hostal low=

bzt demes=

[usER]

as|=user

modedeny=admin stat detail batchdelete accept -
» |

|« |
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inurl:admin filetype:php CiEt 2 30,7000 #t2 22 HO|AE = 1-10, (0,30 =) =
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iInurl:/admin filetype:php
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Iinurl'fadmin filetypecasp
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iIntext:mysqgl_connect+pass

=10l x|

JE%(E} HE{E) =221V SAHSI(A) Z32(D) :»J =Ci2 .

»

| F2(D) &) htp:// connectinc v @OIS
<?php =
$dbserver = "localhost”;
$dbname = "";
dbuser = "int200Zb" ;
$§dbpass = "2002":
$table = "j2001213589" ;
$db = mvsal_connect{$dbserver, $dbuser, $dbpass);
mysql_select_db{$dbname, $db): |
7= :I
L] | B 4




Googledork

. AE7)

— HH ﬁ'?’-l E(DB) iIntext:mysql_connect filetype:bak

.inc,bak - Micro -10] x|
| DE BIE 2AW SARNE XD =T |e52 .+ . @ »
| Z2&(D) (&) http:// inc, bak ~| Pois

) exit: if(ISPHP_AUTH_USER) { ##### #4444 CSH0|| 31 LASIR A2 2 7
F CHA| QISR E | 20t ####44#48% authenticate(); T else { #4484 884
CIOIE IOl A ME Ol ABEHCEH #a#ss8#44# $dbconn = mysgl_connect
(localhost’ "seatha’ "math " 11| diar*clinl el WIAT 2 O3 A A AIETOT 21 11k )

FEREAFAFEY ||| D€ BRE 200 SABIG =D E=s2H>|| 5= - >

$status = mysalll| = A - ;
(D ! 2 | @0
mysql_ermoC): $ (FRO ] it/ www, .90.kr/admin/php/newuser, php x| @0
$err_no . " err " Al
ot E Y2 "l if(!$PHP-ﬁ\UTH_USEH)% authenticate(); }else{ $connect=mysql_connect
W 'SPHP ocalhost Il die(’'DEH HEE = S1&LICE" .
PS?ESSEg%détTrzin $status=rmysql_select_db{" TN $connect); ifi!$status){ echo("DB A E H2E
H M7y exit } $query="select adminpw from adminl where tableid=""" " and

$PHP_AUTH_US| 3dminid="$PHP_AUTH_USER™; $result=mysal_query($query. Sconnect); if(!$result
mysqgl_num_rowd| { backmsa("R2IH": exit: } Srows=mysgl_num_rows($result); if{$rows)

{ $adminPW=rnysql _result{$result,0.0); f{stremp{$PHP _aUTH_PW. $adminP )}

{ authenticate(); } Felseq{ authenticate()s  } 7
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[To Parent Directory] )

eonad =2 11 =2 2= 728 <dir> _wti_cni

20044 =2 112 =g 2 2= ViE5 <dir> 23

coosd e s o id.pass. txt

o044 32 112

zona4d 3 11

o03d 1228 182 ld rﬂlﬂlah s

o044 128 152

coozd 128 152 I:'EISS

zooad 22 22

2o0a4d 58 1Y =g 2= 7:20 <dir> |ma.ges

aonzd 122 12 52 28 5:27 91184 index.cai

zoosd 128 152 ExE =8 5IET 17343 Infor.cgl

EDDS'—q 128 152 g2 28 5:27 2378 install . cai -
Rt e need Sl e et e A e ey | P_l
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