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« Smart Sniffer

- prob8_A221COL0SCISECS4D52F63718A23EDED b [Wireshark 162 (SVN Rev 38931 from Arunik-16)]

P 3

EHe Edt Vew Go

Capture Analze Statstics Telephony Joos Internals Heb

110.45,140.59

SmartsSniff

File Edit Wiew oOptions Help

Bdooe EAXSBE A++aoTL2 BE Qaaan #0808 % B
Fiter [+ | expression
Destination Protocol Length Info .
192.168.111.2 DNS 71 standard query AAAA hack-me.org
192.168.111.129 ONS 130 standard query response
192.168.111.2 DONS 83 standard query AAAA hack-me,org.localdomain
192.168.111.2 DNS 83 standard query AAAA hack-me,org.localdomain
192.168.111.2 DNS 71 standard query A hack-me.org [
192.168.111.129 DNS 150 standard query response A 110.45.140.59
110.45.140.59 TCP 74 58588 > http [SYN] Seq=0 Win=5840 Len=0 MS55=1460 SACK_PEf
192.168.111.129 TCP 60 http > S8588 [SYN, ACK] Seq=0 Acke=l Win=64240 Len=0 MSS=]
110.45.140.59 TCP 54 58588 > http [ACK] Sege=l Ack=1l Win=5840 Len=0
110.45.140.59 HTTP 449 GET /admin/probd HTTP/1.1
192.168.111.129 TCP 60 http > 58588 [ACK] Seq=l Ack=396 wWin=64240 Len=0
192.168.111.129 TCP 1514 [TCP segment of a reassembled POU]
110.45.140.59 TCP 54 58588 > http [ACK] Seq=396 Ack=1461 wWin=8760 Len=0
192.168.111.129 TCP 1514 [TCP segment of a reassembled PODU)
TCcP

54 58588 > http [ACK] Seq=396 Ack=2921 Win=11680 Len=0 =

i ~1oix|

E|TADREDEA

I.. # | Protocal | Local Address I Remote Address | Local Port | Remat. .. | Service Mame | Packets | Data Size
D24 TCP 192,1658.0.5 66.215.71.233 1054 g0 http 44 36,592 Byte
[ TCP 192,1658.0.5 212.199.29.6 1085 g0 http 26 11,532 Byte
D26 TCP 192,1658.0.5 212,199.29.13 1056 g0 http 4 1,221 Bytes
[ TCP 192,1658.0.5 212,199.29.6 1057 a0 http 10 7,257 Bytes
] g 0.5 10 a0 http & -
J | i

GET /pa?q=nirsoft&s=2766679 HTTP/1.1
Accept: =/x

Referer: http://search.yahoo.com/search?p=nirsoft&ei=UTF-8&fr=Ffp-tab-web-t&cop=

Accept-Language: en-us

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.8 {compatible; MSIE 6.8; Windows HT 5.1)
Host: pa.yahoo.com

Connection: Keep-Alive

HTTP/1.8 288 0K
Date: Wed, 38 Jun 2884 B8:37:19 GHT

obe Dontieed . co coche
<]

P3P: policyref="http://p3p.yahoo.con/wdc/p3p.xml”, CP="CAD DSP COR CUR ADHM DEV _
»

[2a TrO e crermreabimme 1 Calankad

4






201 A3

Conversations

M Coaversations: chapter_6.pcap . — ' = | L) i

: _ . _ —_ __ _ _ 4 _ __

Ethemet: 11| Fibre Channe | FoD)| vz 14| Byvs | x| ax7a| oo | msve] scTe) TeP: 7 | Token Ring | uop: 8] usa | wian
| | TCP Conversations
Address A 4 Port A ¢ Address B ¢ Port 8 ¢ Packets 4 Bytes ¢ Packets A—B ¢ Bytes A—~B ¢ Packets A—8 ¢ Bytes A—B ¢ Rel Start 4 Duration ¢ bps A—8 ¢ bps A—B

' 19216812 55488 192168130 22 5 538 3 246 2 202 D.000000000 943208
19216812 54419 1921681157 80 7 478 4 272 3 206 11911114000 0.0663 32819.52 24855
1921681158 51128 64122450 443 40 4303 20 1681 20 2 622 18.870898000 721626 186.36 290+
N | 1921681159 1221 £4122591 443 40 6005 16 1799 24 4 206 34025532000 57.0382 252.32 589
192.168.1.159 1271  205.18813.12 443 47 31163 16 1451 31 29 717 34211452000 1.2039 964208 197473
192.168.1.158 5190 192.168.1.159 1272 24 14 142 15 13 100 9 1 042 61.052925000 0.2B48 36791810 29264
1921681159 1273  64.2356.68.246 80 10 3509 S 19564 5 1 545 93.356969000 03618 4342299 34158

I mt o display fier

\ | Hep || gopy Follow Stream | | GraphA—8 | | Guaph8—A | [  Close |

0l 5 [statistics] — [Conversations]E 2&i6t1], ZEE 0| S
HS 2 S0I5t)| ol 3 &2l [Name Resolution]2 32



2LOI O A

« Conversations

| Ethernet: 11] Fibre

fl Conversations: chapter 6pcap iy =) -2

- iy - - - - v —————

hanne | ’AL,L-,L[ w4 14[ ] _l :_;,\I )‘;j:,-_‘ ""J‘I RSV p[ SCTP 7 TCP: 7 | Token Ring | UDP: 9! USE | WLAN

TCP Conversations

Address A e B ¢ Packets 4 Bytes ¢ Packets A—B ¢ Bytes A—B ¢ Packets A—B ¢ Bytec A—B ¢ Rel Start < Duration ¢ bps A—8 ¢ bps A—B
| 19216812 55488 2 . :
19216812 1921681157 3 7 478 4 272 3 206 11911114000 0.0663 3281952 24855
1921681158 51128 5£4.122450 443 40 4303 20 1681 20 2622 18.870898000 72.1626 186.36 290
§ | 192.1681159 1221 64122591 443 40 6005 16 1799 24 4 206 34025532000 57.0382 25232 589
192.168.1.159 1271 205.18813.12 443 47 31 168 16 1451 31 29 717 34211454000 12039 9642.08 197473
192.168.1.158 5190 192.1681.159 1272 24 14142 15 13 100 9 1 042 £1.052925000 02848 36791810 29264
192.168.1.159 1273 64.236,68.246 80 10 3509 - 1962 5 1 545 93356969000 03618 4342299 34158
|
|
n L]
Name reselution Limit to display filter
i | Hep || copy Follow Sream | | Graph A=8 | | Geaphg-a | Close
; o 2 e 01l A MBIl
e X B NMAL c:>|—|—, sS4l 2 I'O':C Port A 554880 Al Port 222 & =otlh=
= & = A= o E=UI0IHE E=0tJ| <l of
A2 L = Usll, TCP22HE2 Telnet 2| H2HI0IEHHE 23 6tJ| f0
= g=Xel, |ot= & =0l P
2 S ot Xdlote ZE2EZ20| L.



201 A3

 Follow Stream

[EEAEEE)

A = ) = - .
! Coaversations: chaptg«_b.pup e . v e - - 3 e e g
Ethemet: 11| Fire Channe | FoDi | vtz 14] vs| x| ax7a| o | ssve| scre. Tep: 7 | Token Ao | uoP: 9] usa | wian]
70 T Sreun e — T 55 = & [N
Stream Content 4 Packets A8 ¢ Bytes A—B ¢ Rel Start 4 Duration ¢ bps A—8 4 bps A—B
..ng".’.c.if.vq...uo....oo’l_..s.u).);.‘- & 2
: 3 NG 2 3 206 11011114000  0.0663 3281052 24855
s 1 20 2 622 18.870898000 72.1626 186.36 290,
'{ 9 24 4 206 34025532000 57.0382 25232 589
Fl 1 29 717 34211454000 12039 964208 157473
0 o 1042 61052925000  0.2848 36791810 29264
4 5 1545 03356060000 03618 4342299 34159
0
£ntire comversaticn (208 bytes) 3_
Bod |[ sweas [ pom | asco escox Hex Dump C Ay @ Raw
Hep | | Ftter Out This Stream | _gow J ’

~ ] Name resolution | Lt to dispiay Tiier

N[ e | [ comy

Follow Stream [ Guph A—38 . | &aﬁh 8—A ] Close l

« Ol=2| [Follow Stream] 2= Soll 2l +4& LHE= &ClofE2H, &
S4l01J] =0l 2XAE & 10| =Jt=0otLt. .

ol
tol!
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 Follow Stream

. y —— — M

M Conversations: chapter_6pcap

Ethemet: 12 | Fve Cuanne [ Fo)[ Pve: 1] vvs | x| x| e | 25ve] scTp| TeP: 7 [ Token fing| woe: ] usa] waan]
TCP Conversations
Address A ¢ Port A ¢ Address 3 ¢ Port B ¢ Packets ¢ Bytes ¢ Packets A-B ¢ Sytes A-B ¢ Packets Aw3 ¢ Byles A«B ¢ Rel Start < Duration ¢ bps A8 ¢ bps A«B |
19216812 55488 102168130 22 5 sss 3 246 2 292 0.000000000 94,3298 20.86 24
19216812 54410 102165+ te7 en - 206 11911114000 3281952 1
1921681158 51128 6412 | _ADPY as Fiter ' 4 622 18870808000 721626 18636 290 |
Nl | 1921681159 1221 6412/ Preparea Fiter 4 Not Selected X A-B 206 34025532000 57.0382 25232 5894
1921681159 1271 2051  Find Packet p and Selected v A-B 717 24211454000 12039 964208 197473
1921681158 5190  1921|  Colowe Conversstion 2 or Selected ¢ A = Any 042 61.052925000  0.2848 367918.10 29264
1921681150 1273  64.236.68.246 80 10 3509 and not Selacted ¥ ALAny |545 93356060000 03618 4342209 34150
or not Selected »
A~ Any
\ Any « B
) Any ~B
Ay =8
|
!
< m ’
7| Name resolution 71 Limit to display filter
I [ bep || gopyr | | Follow Stream | | Graph A~8 | | GraphB—a | Closa
- e - a—— .

B = ZEE S Soll &MEAS & 2=QUCH Ol
2 [As-

, [Apply as Filter]-[Selected]-
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 Follow Stream

=
M Foliow TCP Stream L m— - |3
| -Stream Content ‘
o B s e T e EAGZB778. ..  SECSSBUSEET . o i cn e Here's the secret
recipe... I just down'loaded 1t from the file server. Just copg to a thumb drive and
you're good to go &gt; .-) sec55 userl ......

h P--
15 Lessiains | SR Pe..@.&..% V. . .. I5088496. secSSSuserll
Entire conversation (2023 bytes B
J Emc!_ | SaveAs H Brint ASCH EBCDIC ) Hex Dump C Arrays 9 Raw
" Heip J { Filter Out This Sueam} [ Close
o LR3I 2 [Follow stream]2 2 & QIHEH HTTPS S4l
o2 Bolst 4 Qs XS S0| 2OICh

.............................................. [ & TeRSies
..@.& Sec558user1" Cuinin:wviviva
....................... F.
recipe docx “ V.
............. PovaWinnasvPisercensonassns
R s R LD G s e e e s A Disiaes L&, 8a....
SRR RS i G7174647. .. .5ec558useri*. v. .
SecSSSuserl .............. B Heansavsns +..1n....
......... 71?4647 SRS L ) R RN (R S e S S S S
. Sec558user1 .............. Hoooln PR I 1) MG

ol



— —
M Foliow TCP Stream - — - - |4=)-
Stream Content
DT a5 0 2% RS0 S 00D T 8 8 P T L oD pe R o e NN DL Ccool |
Filexfe
TR AR RIS RO 15T HE S :
N RSN TR S SRR S e, L N R A R L A RS R AL T Lo e cool
Filexfe
ré'c%bé'&b'ciiiiiiiIIZ.IIIZIIZIIIIZIIIIIIIIZIZZIZIZIIIIIZIIZZZIIII&&:ZIZIIZIIZ?I'I """""
R SR [Content_Types]. xml "
B A A S O R e o o o o G o e Ay e s A o At o |
i 34 BRI Sl Pl..C.c.h
.8...4. }NbJ .6.b.f. d"gs 0 B O R
| RTER T e 1gso ysof ..... o |
!....m.w ..... RSN ..3.Fs.' ........ uum g "
B8, caas Ju)...3c.y yPA ..... A G s R e A R S e Fmmm |
| Hs7:K.F(M....+ \
..... xs...g....J} R G L e e s I s B o s PV f
! 30. 'M, W3 D B B A R R s PR s b s e S rels/.rels
]
. 'I\'”':i.j'? ............................................................. .
| W s Y NS [ A 2 “G. kxm. . PY.[..g |
. ? -ino. /<..j;.1 ..... LAS> f3..\...1’...1.5 ........... Weinnn
' Lb*1T.r.§).,.10.%..b. |
} NG L P 4 A PR ¢ P ey 4
AR o s e s o aH word/_rels/document. xml.rels ...
‘ ....... apreasiieen s g................::.::::::::: .............
' SDF kd"p...?..FQ} 7ub$k § 3% 2B 29T AT Jv6...>..t%
83P K..C a>b.#..bTeCch.9.. '

|

Entire conversation (12776 bytes)

| Eind || saeas || print ASCI EBCDIC ) Hex Dump ) C Arrays @ Raw

J

Help | Filter Qut Ths Stream | | Close

—_— ———

Edf| QI3 2 OFT2 YU recipe.docx 52| HEIH HO|E HE Y

[Follow Stream]&

(o]
A



= =) = —|_ | =< =<
— o
T = S l_l- 1L T =
oft2 packet
a=AM olof=| 3 = F HE2?| -

a4 2T 2F 293,000 (0,382

A

332109: AOL Instant Messenger (4K OFT2 Packet Handling Dos

osvdb org/33109 = O] oK HHEHS

k2

2007, 1. 13 - &0L Instant kMessenger (AN OFT2 Packet Handling Dos.
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@ in}‘ﬂ,

C Arrays

' Hex Dump

() EBCDIC

() ASCH

X & A =28l = =

£

=0
= —)

s [Follow Stream] 1= & C}E ZOOZ 201510, O|EH HE

A=, ChE

70| ct.

| Z40| Hex Dumpe2t=

X~ O
o e

18

M Folow TOO Srazem SRS

i

;

“Eilexie

“Fiiexfe

Cool

ec!pe.c oex,

%
wswmomwwwmwmwmmmﬁ i
mmomomommommmmwaoo s888888588

oov ooeo
SE88388888!
Qe

=111 =1-0)
-T2 1-- -1

0
0
0
0
0
3780
00 00 O

a
a
~

=]
S
=]
a
-
=)
-
a
-
=
-3
a

20 46 09 Oc 03 5

#383%3838383 4383 -
8328538883885888 ngssransegsayas
#38833838383°383 00, x38388538
%843888883830888 13 5553535323238
S883138388832888 134323232883038

¥8881R888888 888 v82332888888588
2282382 m W +38881'8383831'38

—

=3
-4
=3
=
-3
-3
o
=
=3
e
-
o
=3
=

00 fr ff 00 00 0O 00

6c

(=3
=
=3
=
=3
=
=3
=
g
g

c0 00 00 00 00 00 Of
00 00 00 00 00 O
00 00 00 00 00
00 00 90 00 00

a
=
=
=3
a
3
=3
-
3

# Fex Dume!

Ermre comversation (12776 Sytey)

Atays

P

Eacnc

As(l

S S |

Fétey Out Th Streem

- - —

l

4




—1

= o
. 2NZS =

00000100
00000110
00000120
00000130
00000140

OFT2= DMK SUWESR 474 S 374E XiA|otal
Of oItk O{7|M M| ™ =

(:)l- -lJ—+ O I =< =
— — I =
00000000 4f 46 54 32 01 00 01 01 00 00 00 00 00 00 00 00 OFT2.... ........ 3
00000010 00 00 00 00 00 01 00 01 00 01 00 O1 00 00 2€ @8 ........ «..00eun
00000020 00 00 2e €8 00 00 00 00 bl 64 00 00 ff ff 00 00 ........ . &
00000030 00 00 00 00 00 00 00 00 ff ff 00 00 00 00 00 00 ....cceu vevenns-
00000040 ff ff 00 00 43 6f 6f 6c 20 46 69 6C 65 58 66 65 ....Cool Filexfe
00000050 72 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 Fuoiecev weuenen.
00000060 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ...cevev vavnnens
00000070 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ...ccvvv wevernr.
00000080 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ......o. «ueuw..
00000090 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ..ccvvvr vuuensn
000000A0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ........ ........
00000080 00 00 00 00 00 00 00 00 00 00 00 00 00 00 OOE@B=rermrermrrmrmmrmrmrmry. . .
I 000000CO 72 65 63 69 70 65 2e 64 6f 63 78 00 00 00 00§00 recipe.d ocx. ). ..
00000000 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 VT ——rr—rrrrr. ..
\ 000000EQ 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ........ woveren.
000000FQ 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ......e. »ovvee..
00000000 4f 46 54 32 01 00 02 02 37 31 37 34 36 34 37 00 OFT2.... 7174647
|| 00000010 00 00 00 00 00 01 00 01 00 O1 00 01 00 00 2€ €8 ........ .. TR
50 4b 03 04 14 00 06 00 08 00 00 00 21 00 7 1Q[PK}.... ....t.0. =
ee 3d 7f 01 00 00 a4 05 OO OO 13 00 08 02 5b 43™r==..... ...... [C:xfe
6f 6e 74 65 6e 74 5Ff 54 79 70 65 73 5d 2e 78 6d ontent T ypes].xm,
6c 20 a2 04 02 28 a0 00 02 00 00 00 00 00 00 00 1 ...(.. v.ovuunnn
—— OU&QNQ& 09098 89w°& 99 &°u9°u9 uogu% OF o O WA e D
0 00 00 00 00 00 00 00 00 00 .. ...... ...onnss
000000A0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 &1 iiii 11iiiil:
00000080 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 Q@
000000CO 72 65 63 69 70 65 2e 64 6f 63 78 00 00 00 00 gg recipe.d ocx
|| 00000000 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 CBmrrer——r—— |
000000EQ 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 _..i.... .e...-.. il
N Entire conversation (12776 bytes) 3
fnd || saveas || pint | asca " EBCDIC ® [HexDumpl  © CAmays Raw
Help | Filter Out This Stream | [ Close |
g —_— = 4

50| 20| "PK'et= 2XIE2

(o] B
M

Bf, OFT2 &

E0}C} recipe.docxet+=

Magic Number 2t= ZH0|Ch.

=1y ¢
L

At

19



00000100 50 4b 03 04 14 00 06 00 08 00 00 00 21 00 7c¢ 10JPK.}.... ....'. 1.
00000110 ee 3d 7f 01 00 00 a4 05 00 00 13 00 08 02 Sb 43==—.... ...... [c
00000120 6f 6e 74 65 6e 74 5f 54 79 70 65 73 5d 2e 78 6d ontent_T ypes].xm
00000130 6¢ 20 a2 04 02 28 a0 00 02 00 00 00 00 00 00 00 1T ... (.. +vvuunnn
00000140 00 00 00 00 00 00 OO0 OO 00 OO0 OO OO0 OO0 00 00 00 ......ivv tunnnnnn

PCAP Zoio| A0 A 128 Magic Number2tnl 1S3 QICh Y ZoIOICE 1.90| Magic
NumberE 7HX| 2 /0f, 0|8 S3ff Ijz! Lfof Zetsl MAF2E &0Islm, =8l 47} Uck.

http://www.garykessler.net/library/file sigs.html

12| URLOA mAzBo| ZFE FHs & + UCH



52 S5 It

° =
L - — [—

1%
[l

00000100 |50 4b 03 04 14 00 06 OOI 08 00 00 00 21 00 7c 10':!' ........ e b
00000110 ee a 00 00 13 00 08 02 5b 43™==..... ... C
00000120 6f 6e 74 65 6e 74 5f 54 79 70 65 73 5d 2e 78 6d ontent_T ypes].xm

00000130 6¢ 20 a2 04 02 28 a0 00 02 00 00 00 00 00 00 00 1 ...(.. vuvuuunn
00000140 00 00 00 00 00 OO0 OO OO OO0 OO OO OO OO0 OO0 00 00 ....vvvs evennnn

M 0| X|0f A PKO| 16714 2t 50 B Q& gte HMs| B o,
OFFICE %22 ZoI0|ats 242 &oIg 47} Utk

50 4B 03 04 14 00 06 00 L
DOCX, PPTX, XLSX Microsoft Office Open XML Format (OOXML) Document

NOTE: There is no subheader for MS OOXML files as there is with
DOC, PPT, and XLS files, To better understand the format of these files,
rename any OOXML file to have a .ZIP extension and then unZIP the file:
look at the resultant file named [Content. Tvpes].xmito see the content
types. In particular, look for the <Override PartMame=1ag, where you
will find word, oot or xi, respectively,

Trailer: Look for 50 4B 05 06 (PK. .) followed by 18 additional bytes
at the end of the file.

O|ZM ST E50| OFT2 EE0|A EFHH recipe.docx2t 7HEstn B2 8 5= UL



M Wirezharikc Save Follow Stream As ﬁ
g - = =

Narmia: recipe.docx
|

| Save in folder: | 4 | hgmn| Desktop || 0414 24| [[save

Create Folder

Places Mame

« Size Modified
« Search

& Recently Used
hgoon

| Deskiop

H

m
n
|

O|X| THZ!0f| A m}2(recipe.docx)& F=o}7| #off ofthe| LY EBS (Raw)S 4 Efot 1, [Save as] o,
recipe,docx2t= O| S22 X Z&TiCh



—1

H O ==L TLO0] ==
e A= Eot IIY ==

O 2o 2 mAO| FEE A2 otL|H, 2EQct FE2 OFT2E8 2 702 =22
recipe.docxE @S 5 UCH

S AL Of T E{ Of

M H0|= OFT22 8 S AF|5H7| ?I3ll PK 2t0] £0|= #|F #&2 022 £33t
HEISED [Del] B E

2 3ol 4XSHE ECh

m-ch [tm
J“® !IIO !N‘) DIM 2YA) :muw S“M t 18N
YT — e e I3 o3 s [llana ol 1623 o
D BN LR WIS NN EGW TV SN0 T ]I T 1 llpeap| B meipadic |
Aadpiane T - — — N
=IO il slfwzs 3 Offsec(n) &0 01 02 O3 04 05 06 07 02 03 OA 068 oC OD 02 OF .
| 35 bpcap| B wepedoar : = : = DOODIZAC TY GF T2 66 IF €€ EF GF 74 5S¢ 61 €3 6C €% 2T T8 word/foncTable.x
OETeabANI. 0’ I3, 60 [N D, 63, 0N 11T 08 08 i ©8' 0L 0D DR ST O2007E30 6D 6C 30 4B 01 03 3D 00 34 00 06 GO 08 00 0O 99
e - o - OO00ZES0 21 00 4A DS BA 32 BB 00 00 00 04 0L 0 00 14 00
- ODODZET0 00 00 00 40 00 06 00 00 00 00 00 00 3Z 27 00 00 uvsescsrsssd®as

OO003ZEC 7T 6F T2 &4 2F 77 65 €2 53 65 T4 74 &9 62 &7 T3 chdlvch!lttxael
O0003E9C 3T TR €D &C 30 02 3D O0 14 CO O6 00 G2 00
OO002EAZ 00 00 21 90 &) 12 B0 91 00 G0 TR 03 00 90
OO002EBG 10 00 00 ©D 00 00 00 ©0 00 00 00 00 2B 28
0d0022C0 00 &4 6F 63 6F 70 7S 2P €2 TO 70 2E T8
02003£0¢ ac 0 oo : oo

O0007EKC 00 3F & 00 § :

QO002EEQ . . C
2F00
odo03rLC
o0003r20C
02002730
OD002F40
odoearse
oo00zrec
o0002170
00002F80
O0002F90
20002FRC
20003rmC
20002FCO
0DO02EFDO
od002rEC

50 4% O3 04 14 00 26 0D 04 G0 0D 00 33 00 IC 10
RE 3D TP 41 00 O A4 OM 00 30 15 00 96 02 48 43
B P R R T I TS T S .

| LR ) Foya [

2= 288 §8 2EE8.2FE7 WO 100 ‘RIAR* BN




[l 1
- o . =l L —3E & | ;}
[ ¥ Ha ha BYEH E T L ]
e - e e wEE = P S JHLEC i +-
i 2 . - 3k - @ ) e T3
: 7 N N |- ow, w0 - AL ‘E-:'_'.u-_-'..'- 2l r U E L] o =EE
bﬁiggfgr JisAster ;.
1 sarwng
ngredens
4 DS BUgar
i waaar,

medum s pan, bring the watertos ol add sugar, S5r genty over

ores Pt il wugar i Frally
distobied Remove the seucepan Trom hiat. &bow 1o cood compketedy. PO inta gas tani. Repeatas
PR, -

I B0 B RRmA | o

E52 M5t MESHE recipe.docx LY E E ™ 2|2 O 10} 20| "Recipe for Disaster” 2t= X|
o2 AIFSHE YESNE golg 5 Yt

=

=






