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O|X1%= XAl (Binary numeral system)
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@t 1| (bi7} 214 T LI (nibble) - 1/280lE - a4uis
- mE 22H g bER 5y | HIOIE (byte) =10l -8HIE
- 2200 XY Hxlo gFo| Fopt | A= Mord) S2HOIE = 1eHE
A HFO|E(byte) THYIE FE AR |2 9IS (double word) = 4 HIO|E = 32 H|E
— 2HIO|EQl 2| E(word), 4HFO|EQl | a1e o= (quad word) = 8 H}O|E = 64 H|E
HEe o HIO| E QI
{S %/ =(double word), 8H[0| £2l Kilobyte (KB) = 1,024 bytes = 210 bytes
FHE fE(quad word) €2 BFE | Megabyte (MB) = 1,024 KB = 220 bytes
O|AM QALO| T2 AR Gigabyte (GB) = 1,024 MB = 230 bytes
Terabyte (TB) = 1,024 GB = 240 bytes
Petabyte (PB) = 1,024 TB = 2°0 bytes
Exabyte (EB) = 1,024 PB = 260 bytes
Zettabyte (ZB) = 1,024 EB = 270 bytes
Yottabyte (YB) = 1,024 ZB = 280 bytes
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- 042] 72| HIO|ELt =7} 20§ 0[F0{H
- Ol LMol 2|A Q|2 = £= O}Oo|El

2| 2E (record)

-ma 7 Ljo] Z2t= 22| 7|& tie]
(=2|A RE)

=& (block)

- oo U&=
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212 1je] 72 T
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= M A (Number System)

. & N7
- C[X| 2 OolH= 7| 282 =
0

XAE2 A2
B S Ae & 7 0] 2l
- Q2|7 MM ALgYHE 4
221~ (binary) 0,1
AR 108 =2t= CHE
214 (octal -1
- agoz Oxd g R |SET °
& 9 X2|Els HO|E{S o[ |108 (decimal) 0~ 9
ot7| ?leliM= CIXIZ 71717t 16214 (hexadecimal) 0 ~ 9, a ~ f

AESt= = A0 Chgt O|sH
Jtma

| ——




= NiAH — 2 Elx= (Binary Numbers)

- HAFH HEZE29 7[Z I:fc’|0| 1Hf0|E(8H|E)01| NYEl HOIEHE LtEILHH, O ¢f2 Of2f et
=
— ALEA (127 4+ (1= 28 )+ (1= 291 = 128+ 32 +1= 161

— 1HIO|EL 2FI2 HHSHH A|A 0 ~ X[CH 111111112 242 &

_ I 1HIO|EL 0~2559] 2 MAE £ oD, O 2 £2 M| YA 27 o ato]
HIO|E7L He — ’




= XAl — 2 Xl (Binary Numbers)

BN
« 2 Byte A4t
— 2HIO|E(16HIE)E= Z|CH 11111111 111111112] Zf2 XA 4= 9o, 0|= 10%l4==2
65535 = L}E}H

- 5, 2HIO|E&= 0~655352] =& N & U2, O|ME n7ile| HIO|EE O|83diM 2 =+

= NME
215 214 213 212 211 210 29 28 27 26 25 24 23 22 21 20
2Byte
ot [01011110M10100001J
Byte O Byte 1
2Byte (12 + (1= 2 )+ (1= 2+ (1 = 210 - (1= 2" 1+ (1 =27 )+ (1= 2% )+ (1 = 27
2| AHEH = 16384+ 4006 + 2048 + 1024+ 512+ 128 +32+1

= 24225




= NlA — Big—Endiand} Little—Endian

B
- big-endianit little-endian2 HIO|EQ| =M E HHSI= 80
- 9 QT2 2 = HIO|E GO 7t 2 40| BXN MEEl= =AM

- 2|E QCIetZ A2 = (HIO|E ZOoA 7 &2 4hH0| HA M&E
— HIO|E L{2| H|E H{EZ &} AC|CH
215 214 213 212 211 210 29 28 27 26 25 24 23 22 21 20
i AIC| ot [OlOllllOJ[lOlOOOOlJ
Byte O Byte 1
27 26 25 24 23 22 21 20 215 214 213 212 211 210 29 28
2| AC|et [OlOllllOJ[lOlOOOOlJ
Byte O Byte 1

e .



= NlA — Big—Endiand} Little—Endian

B
215 214 213 212 211 210 29 28 27 26 25 24 23 22 21 20
t%'JEIC’J[OlOllllOJ[lOlOOOOlJ
Byte O Byte 1

. Hl-QIC|otY HQ A A
(12 + (12 I+ (1= 2+ (1 = 29 (1 = 2%+ (1 =27 1+ (1% 27 14+ (1 =% 29)
= 1A3R4+ 4006 + 2043 + 1024+ 512+ 128+ 32 +1

= 24225
27 26 25 24 23 22 21 20 215 214 213 212 211 210 29 28
EI%O.iEI‘?J[OlOllllOJ[lOlOOOOlJ
Byte O Byte 1

2| §-AC| Qb HQ A AA
(1=2%)+(1x2¥)+ (1 =28+ (1 =x27)+ (1= 21)+ (1 =x2%) + (1x 213 )+ (1 % 27)

= G4+16+8+4+2+ 32768 + 8192+ 256
= 41310




= NlA — Big—Endiand} Little—Endian

. 8] QIC|QHS ALBBHE AlAH

| -
— IBM 370 ZAFE 2t O 22| RISC(reduced instruction set computer) 7|8t ZHFE S, d2|1 REZE}
O0|A 2T Z MM B AC|QF BEA S ALE

- YZ0|N QEZO= 9k QI0|S AR ARSI, 0|1 YR BAILE £XHE MHSHE O
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& A2l $£ Ao 47t Qe Fao| @2 Z0| 74 4 Lof, ZHE ALS0| 0P Eadix| D wa
A +8E + g
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X1z (Hexadecimal Numbers)

16214 HHSt H
2% | 1645 | 2d% | 163%
0000 0 1000 8
0001 1 1001 9
0010 2 1010 A
0011 3 1011 B
0100 4 1100 C
0101 5} 1101 D
0110 6 1110 E
0111 7 1111 F




XA — 16ZI%= (Hexadecimal Numbers)

215 214 213 212 211 210 29 28 27 26 25 24 23 22 21 20
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5 E A 1
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—— i A A X ' :
HA — Uy =28 (leed Pom’r)
17 AHE AMAM S| B YHI 529 HE
Hol U 23
- kA TE30]| Ci5}0] E.5 H|EO 12 H
253 M3 A+ B0 L0 £ = H] £
- "ol -(2m1-1) ~ (271-1)
- &= B0 Cf5H0] 12 E+F A4t
19| E4 -12] B 0-)1, 1-)0 2= Het
- "9l -(271-1) ~ (271-1)
- & B0 Cf5H0] 22| E4F A4t
20| B -28| Bl 1o B At 2 12 ofg
tll:'-l | 2n1~(2n1 1)
- B0t BOfX[Q 19| E+= &£ HR7F €1, 22| B 10| H|g| &£
- ortE, o B YR REost BOiK], 1OI E-r, 29| B9 40| B & ZC}

@?7h 1 o BCh



I1I H - 825 £%+8 (Floating Point)

A +H(floating point) ¢4t
= HIO[He| 3t HLO| ArESH= 24
N4S B O 2430 9HS DHK §0 1 UK LEHAE +5 2 He 2
2, 78 A& LIE = 7t (mantissa)f 2482 fIX|& & &= U= X|==(exponent) 2
Leof E3
% A]F(exponent) 7} (mentissa)

I | |

IEEE 754 HE A4d BH LR

< i
2 HA(HIE) | BSHIE) | ZpHIE) | 7HRHIE)
Half 16 1 5 10
Single 32 1 8 23
Double 64 1 11 52



=X} (Characters)

. EXI 3L

CIXE =284 =40 EXF HO|EHE =42 [ff, Ofof CHet Of3l 7k A OF O
Ol&12| o|0|E F=tolA mpef
- CXIE 77|10 2At= 20| 285= FEE 285 §8% 84

AO{(A~Z, a~z), TRH0~9), ES2A 50| RYS EX 27l 3O Ml =

1%

2 EX} AE(character codes)S At
= MA EEL = X[H30 ME CHE A|AEIA S SL5HA
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— OfAZ|(ASCI), € AI':'(EBCDIC L|Z E(Unicode) &




= Al — ASCIl =AI 4=

0|'ﬁ7| s (ASCII: American Standard Code for Information Interchange)

— O/= #Z &3|(ANSI, American National Standards Institute)7t M| &3t Xt&2 X
3| 9l EAI A
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- 128 9| 7|z &= MO R= 33A, A2 7|= 33K}, ==Xt 10X} (0~9), & ItEl O}
AKXt 52Kt (A~Z, a~2) 2 T+
- 027 ZE= BES B7(5ts R ALHO|A AFE
A

- Ot27| AEQ| MO B2 SOl ARt 7, 2t | E(line feed) 58 EA|

st &= Q7| [ 20f 40| EAIYE O|&




=X} — ASCII 2Xt D =(9)

OlAF| RE OlA7| AE OlAF|RE 2 a1
00 000 40 064 @
21 033
01 001 41 065 A
02 002 22 034 42 066 B
03 003 23 035 43 067 C
04 004 24 036 44 068 D
05 005 25 037 45 069 E
06 006 46 070 F
26 038
07 007 47 071 G
08 008 27 039 48 072 H
09 009 28 040 49 073 |
0A 010 29 041 4A 074 J
OB 011 A 042 4B 075 K
0C 012
-8 043 4C 076 L
0D 013 4D 077 M
2C 044
OE 014 4E 078 N
OF 015 2D 045 AF 079 o




= Xt - AIS(EBCDIC)A =

R
« YAIE!l AL (EBCDIC: Extended Binary Coded Decimal Interchange Code)
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S — .
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=Al - 4 IAE

e {L|AE(unicode)t?
- M MACS BE EXE
— 1SO 106462 2 H 9| =l UCS (Universal Character Set)& Ztat.

- S=221996E SLIAE 200 MEEH 11,172X17F 25 =3t

HEE M LB EHGD O 4 YLE M7E MY EE

3TH|E ZX} A OfX| 2 St Z2XAHE HMeleh E MA 2& EAtE2 oF?l 16| E(2 Byte)
| &

- #FHUHIEQ FR

- UCS-2, UCS-4
- UTF-8, UTF-16, UTF-32




=4 dE- UCS—-2, UCS—4, UTF-8

« UCS-22} UCS-4

- FLUIEE 422t Yo 7| S5} HOj| 2} UCS-2, UCS-4 502 &

rr

— UCS-2E 2 HIO|EE AFRSI0 SLITE 31H|E EXF M E S0|M 16H|E 0|59 &
=02 HEASI, UCS-4= 4HIO|EZ AIESI0| 31H|EQ| B E FL|IZE HYES HH

« UTF-8 (UTF: Unicode Transformation Format)
- 7t dEtdo 2 ALESHE RLIDE ZCH

- UTF-82 31H[E9| RLIREES 1~6742] BIO| 0] Lir0f KBS Y

(>R |
- UFT-8 X BT HIO|ES 9l HBLO2 @ 7§o| HO|E2 RAE HOIX & 4 9IS
- UTF-80IM 49l OfA7] ZE Foe 1HO|ER EHE 4 o0, #22 25 3tt0)

EZ B3
Z| 20| UTF-80| 2| AR E[HA] Micr




U4 d=— UTF—164f UTF—32

« UTF-16

— UTF-162 UTF-81t= LCHE ™A M7 HA2 2 A UCS-2 XL 2HY| L
Yol EXE HASH| YoM =Y

A Ol S
T AA DO

— UTF-162 UCS-29°| =& HH™o|eta &
— UCS-2& "U+D800"~"U+DFFF" @92 dolstn UX| H20[, UTF-162 0] Y2 SE9}
O &= 72| UCS-2 ZEE X OZMN 16HIE 22| 21H|IETNX]| EH 7ts

« UTF-32
- UTF-32&= 4 EAIS 4HI0|ER ®?

- Olz{gt Hof
o I:I-I_I_lé

M UCS-42} S YsH, AEXN O 2= x0000000~0x0010FFFF HZ 24t 2
Xetst7| I =Z0f ucs-42|

H -d e} AL (@)
SEIotD & 4 U

TEQ| 21HIE
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. AlZHHEO| EH WAl

A
- HEEO AT HE A
« MS-DOS Date/Time
e time_t, time64 t
« FILETIME
_ SHEO| A|ZF HE YAl

o 10715, 16%l%=, ASCII

« Qualcomm TimeStamp, Anycall TimeStamp &




AZIBE2] B Y

«  MS-DOSOIM AFZE AZHXME HAo= HFE| o

~ BFE(Q

A2t T Bl

*MS-DOS A|Zt A EHOo| Hig|

- Al 11980 01& 01€ 00:00:00 (00 : 21 :00:00)
M 2R}t AlZh(local time)S X etCl Wt AZHS
= 2107H 12& 31¢ 23:59:58 ( FF : 9F : BF : 7F)
2t2t 2HIO|E2 HE
L3} (H) R (L) Azt (H) AZH (L) Y |- 1980WEE Lt UE
7(6|5(4|3(2|1|0({7|6(5|4(3|2(1|{0(7|6(5|4|3[2|1({0|7(6|5[4|3(2]|1 M |19 =129 =2 ., 129 = 12
YYYYYYYMMMMDDDDDhhhhhmmmmmms| s s s D |:Day 1~31¢
: ~23A
'MS'DOS AI?_I' Zgigl ?}_ h : Hour. 0~234]|
m | : Minute. 0~59&

: Second. 2= T2 0~299| 70| &=




AZIBE2] B Y

time t

1=

- 42 2 NHAHOM AlZtES XSt 2T E
— AlZh A2 4HIO|E(32H|E) 2 XTS5,
AESHE 1970E 1€ 1Y XH™ (UTC, Universal

Time Coordinated) 0|2 A1tEl Z(second)E MZ

11— S
I7_|- S Al _/I\_

)l
0t
ujo

time64 t
— time_t0] £= = 4HIO|E(32H|E) A E AR
Shl= 42, 20384 18 19€ 03:14:07 UTCZ} X|LHH
AlZt0] 1901H E= 19700 &= 24X

X O|E &l ZA5}7| I8l 64H|E OI7|HIMHE X| &5}
= K| X|= 8HIO|E(64H|E)E

O] 8ot==

— BFEEQ A

Y B

@ time_tE £35 Q= 4HI0|EE Al8s5l= S
A2 ;19704 01€ 01 00:00:00 (0)
= : 20384 01<! 19 03:14:07 (2,147,483,647)

@ time_t2 £35S Ql= 4HIO|EE AI25t= E$

Al | : 19704 01 01 00:00:00 (0)

3 : 2106 02& 05 21:28:15 (4,294,967,295)

® time64 tE Al25l= AL (55 9= 8HIO|E)
A2 219704 01€ 01< 00:00:00 (0)
: 292277026596 12€ 4

(18,446,744,073,709,551,615)




AIZFPSZE2] B TA - BFEA MZ MY B

e FILETIME A|ZF :=05H
— Window 32bitO|A] T2 AF2SIE A7 HE ME FAl

- 16014 1€ 1 XtH (UTC, Universal Time Coordinated) 0|2 100Lt=x 7HZ 0| %=X}
ISES)

i

— FILETIME T+ZXN|= 8HIO|E(64H| E)O|0H, ERQ} A|ZHS ZHZE 4HIO|EG| A&

«  FILETIMES time_t2 HEst= 2
— time_t = (FILETIME - Ox19DB1DED53E8000) / 10000000

.F||_ET|ME9_| 7|§ I:Il:-l_?_l A2t : 016014 01& 01¥ 00:00:00 ( 00000000 : 00000000 )

Z  :600569 03% 282 14:36:10 ( FFFFFFFF : FFFFFFFF )




I R4 O FAL _

A2 EC] HS YA — 3Ui=o) A2t My g2
. ROENMO A7t EEE= AL 2 R HE CHE

. BYUS mEUX|EtE we Bxl, B X}, M2 So| YEof mEt ChE ME A2 A8HE AL EX

A 2% 2t (1631%)

1021 08 02 24 15 46 02
16214

D807 01 13 13 15 33(0xD807 = 2008)
EEXIEED
1631 07 03 02 0C 33 36(0x07 = 2007)
16214

07D9 08 05 09 15 06(0x07D9 = 2009)
() AC|h

32303036 2E 3034 2E 3035 20 3135 3A

3031
ASCII

3039 2E 3034 2E 3031 20 3132 3A 3033

0x054BEC34 (4H}0|E)

Qualcomm TimeStamp

m Anycall TimeStamp 0x93E18003 (4H}0|E)

e ——

0x383936343630313139
(896460119=, ASCII)

A7 B

20084 22! 242 15A] 465 22

2008 1& 19¢ 19A] 212 51=

20074 39 22 12A] 518 542

200944 8& 5 94| 21

6=

Hr

2006 42 5 154] 12
(el : 2006.04.05 15:01)
20094 4% 1Y 124] 32
(ZHHHE) : 09.04.01 12:03)

2008 2 242 15A| 8% 53=

20081 6 2% 16A| 41& 59=

20074 108 7Y 22A| 35% 0=




HiolE| 213% (Encoding)

rot

- AL 24 Al 52 HOlHE de Aze| dElz MEE = AKX, Cfet Q12
o

2 12| S (Encoding) Off et S=oF HEHC| HIO[H=Z Het

— Base 64 212 E = &, O|H & S/WO|M HIO[HE| HIO|H ®& S0 E2| A&

« Base 64

— 8H[E HIO|H2| HIO|E{ & OtA7|(ASCIl) BFo| ZA==ZE O|F 0T YHS| ZAE = H
3|

- &, 29/9| Hio|H2| HIO|H & 647§ OfA7| EAte| o= HHA

- QR E ZAE 2 Of2fer 20| Ll CHAFXRE ==X, A2 "+, "/ 7|Z 64702 O|F
of &

ABCDEFGHIJKLMNOPQRSTUVWXYZ
Base 64 Q3 Tl .
647 22t abcdefghijkimnopqrstuvwxyz
0123456789+/

e




Base 64 ClAdS Eil2|S

B
Digital Forensics I::>IEi‘.Gln.El_l!w.’.l.:th.‘t:uI::EG]::I3Jl]::lI:.]Eirp‘:c’31-1=
# oo|Ef (3840 ) [ Dig |
| 01000100 01101001 01100111 |
€ BHE > | € 8HE > | € 8HE >
6 HEZ LI
v
Jl Base 64 ©I | 010001 000110 100101 100111 |
2y
v
c6HES> | €6HE> | € 6HES> | € 6HE> | [ 17 6 37 39 ]
ﬁ 76 H|E 222
[A-Z][a-z][0- - =
a2z 2212 vt
(647 222 B v

Q1A% (Encoding)E! G|O|E] EE [ R G | : }




=

ymi K1

- SBZE=ZI-O| N2| HHeo|H, CIX|E A BMo| = T

- 2 o A AEl(file system)Of| MEE= 7|2 T2 DY A|AE! LJOf| EXot= oY
2 et o 2 0|1t 2% KHextensions) & &£

— OO 2 ¥ A= SBEZ YO M| 7tst T2 2Fots 9= ofX| B, I A
A0 MR 2E2[E 7] E20 RI=S BAMI|E 0|8 ZHESHA CHE =YXt E HE
ts

2 2
oto| Z2E TLHSY| I8t 2HE KHextensions) 2t A| L X (signatures)S O|23stH, ot
W20 7| &= HOo|He| RS & mwetsior o
o

O&5{i=
= =
mtd-E 24517] /i = A 7O (hex viewer)E O|&3510] 11 7122} H|0|H RS I}
o




M — MY 24 (File Analysis)

« SA OJC|E{(hex-editor) EE&=
- YA O|C|E = oY WHo| 4
(®

_ |ub Bl AE E}QIO| I}

Ott! GIOIE 7t Cf=

2ol A

E1HoHo

(
TALS Zgeh otefeh HEfo| MO 7 MY LM, #A ofCEHE O|8oiM 24

Jot

| A H0{(hex viewer)
{l CIOIE{E 16714 HEfR BO|FE &
£ WIS 018N 27 210 FHSERID, Tf%

|2 Of| C|E (hex-editon & A&

>

1© =l
[ |

&>
M
Eﬂ
o
i
Sl
=2
r|r
1o
[>
|m
N

Of GolHE MEot7| g At STl H4

— — =

il

- HEXNQ F=2 oA OC/E 2= HxD, Fhred S0| /A2H, 82 2= Hex Workshop, WinHex 0| A&

B2 of|C]Ef
HxD

EO AR = IE S namertzt]

ﬁ File Edit Search View Analvsis Eatras Window ?
R L) @@ i 16 [y ANS v hex [
2] nametat |

Offset(h) 00 01 02 03 04 05 06 07 08 09 OA OB OC OD OE OF &
chZ) Data Repres

00000000 &3 68 32 29 20 44 61 74 €1 20 52 65 70 72 &5 73
00000010 65 6% 74 61 74 63 6F &E entation

[v]

Offset: 18

Overwrite




_ mAA FAFHOM EF THUS BAS| QA Y T
of Ly ol chet A O[Tt W

The EHO| Akl Lhg X

—  9H(header)

- 0= oS Tl EtY S LIEtU= ALK (signature) 7t x|
3 olefof ™A mtel 37|, HEEOE S| AZ (K| S &7t FE It
N

- O E}H| O] B (metadata)

AMEX7E Yt HIO|HE 2 Yot L 2Est7| 2t HoIH=Z

20N RHEHOZ MY
- GO E1(body data)

E=N =2
S o —

= Tdot= 2H HolE7t ME&l= Y

=

of| o
(header)

0|EFH| O] E
(metadata)

H|O| &
(body data)




el — MUO| LHS F=(0f)

Header
signature : OxDOCF11EOA1B11AE1 Compressed file header 1 <
Block Allocation Table
Directory Entry Compressed file header 2 <
Stream 1 Compressed file header 3 <
Sstreem2 | 77 )

A

Central directory structure

End of Central directory record

Microsoft Office 97-2003 I} L5 3= Qt= mil(zIp Of7t0o|E) LY =







