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Cl2a3 =X =X
(ICS ImageMasster Solo4)

O|SE ZHA YA\
(Forensic Air-Lite V MK III)

Cla3 =X =X
(Logicube Dossier)
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(ICS Super DriveLock)
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(EnCase Portable)

15 Za4 YAAH 0|4
(ICS RoadMasster 3)

0|5 =4 YAAH 0|4
(Forensic Air-Lite M-15-SR)

USB 7| x| EX|
(Wiebetech USB
WriteBlocker)

H=2|7tE 227] &X| FX]
(ICS Write Protect Card
Reader)
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Toolkit v3.0)
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Final Forensics v2.0)
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(Paraben Device Seizure v3.3)
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« Windows2| Plug and Play 7|
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CDFS(CD File System)Z A
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v C:WWINDOWSWsystem32Wcecmd. exe

icrosoft Windows XP [Uersion 5.1.26001]
(GC> Copyright 1985-20881 Microsoft Corp.

C:WDocuments and Settingstmenbal6?>date /t & time /t
898 -81-14

91:33

and Settingstmei B LDFS - [20090202]
nEe 2w =w

C:WDocuments

CES2H

[%] 20090202

Console Command
- date /t & time /t

$dl FER (= = '
> L A &Sﬁf;u@i@ =3 (%,
RUN.~ REGP™ Miiy. PAGE DUNEN wEee® 9 RERORT ANZ .

Al AH EH
=ZHH 2=

T2 HEEE

ol 0 2N~

aF =01 MH &

7 AZEYN

27 FIEAN

E&3 E

HEXI3 3=

ct2E HOIE

ARP HOIE

TCP 2HH

LIDP 24

TCP ZERt B2z Z2H &

IDP EZERt HET Z2 4~

2E HEYI AlAE ZENETVIEW,

.....
a1l

g2 Z25 A EE(NETSHARE)
HE AE B0 AREA 2 E(NETIES:
HE ME E2 THMETFILE)
MEAI MEED T2 FHEINETUSE

BAMEHER
HEREHE
MEFEZ2OH
A EZ =M
TEMH 2E ME O

OIES MEEHE
SIEY ID/Password(FProtected Stara [
>

LDFS
-Win API 0| &

SRR
[ Basic Information
System Time
IP Conhiguration
Disk Information
Partition Information
Logged-on Account Information
Win32 Account Information

20094 028 238, 04 288 19%

HEEEH

8 I af =L
=5 103 SHAT
=3 E0M 3addfadiffel252c647158i6a94548e5  710e24B9c 08300 3912830023540 5aath 4bed

=)

Log Tirme

20094 023 232,

20094 023 23

20095 028 232,
20093 022 232

2NnaLE el feol

04 295 245

044 292 24% 2

04 2952 23

naLl 20 18%

044 292 182 2
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el S 2312 A"d(Logged-on user)

- T8 ALES ST AE & =HE

« JEO| M7t 72X HOtOF &

XIHFEH
=

AL
T HO

e net users : netbios & & 0j

« psloggedon : Sysinternals A0 Al K|S St= S 74

I=
u
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o

« net sessions : netbios & 2
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/.
= I — . - Ejl!:
v CIWWINDOWSWsystem32Womd. exe
Sysinternals — www.sysinternals.com Psloggedon =
Users logged on locally: —-6|-_:IXH Ej_ol_l-ﬂ' Al"g'xl'
NT AUTHORITYWLOCAL SERUICE pS|
NT AUTHORITYWNETWORK SERUICE c)!ii
4 x

KTSHcomputer
NT AUTHORITYWSYSTEM

C:WDocuments and SettingsWcomputer>VC:WDocuments and SettingsWcomputeritt
WToolsWloolsWPsToolsWpsloggedon.exe' —x

loggedon v1.33 — See who’s logged on
Copyright ?72000-20086 Mark Russinovich
Sysinternals — wuww.sysinternals.com

LDFS
logged on locally: 'Wln API Ol%
NT AUTHORITYWLOCAL SERUVICE .

NT AUTHORITYWNETWORK SERUICE
KTSHcomputer

NT AUTHORITYWSYSTEM

Users

LOLUP

logged on via resource shares:

[
Users

(null>WBROMPTON W
C:WDocuments and SettingsWcomputer>

_____ M IL'—F iEiI- LI_HEE L oo vl [F B X Sd
..... IDP ZEEQ} HA Win32 Account Information
----- OIE LEY3 AlAE ——
----- @2 2o A g || TS IEEE
----- A AE B0 AME || B MD5 =HAT
----- HE ME ED0 I =T 2M  Faddfadiffel282cb4 71062 945846e % 71 0e 246903300391 2 B30 0 235fdb 5aathdbed
----- MSTITE MBS E | g

BB AT R - ol
_____ AEOE HE Log Time Message ~
..... MR T2 2009 02 232, 044 202 245 OIE(S) A2 M B &7 242

B sio o oy | 20095 028 232 04A] 298 242 CIHL QAZRp ZMl BE 2F7 N3
< 3 20034 02 232 044 232 23 QIEE 2AS=2d D & PASSWORD B2 8 zre "
anoni s A=l 224l ad il N 10 NI Ol A ZZa3) InAacoWsDn THH AT TR




A EJ2A1% (UN

b

USER INFORMATION - AP XPEH — w, finger —-Imsp, who -r
1HP-Ux | 2 HP-UX | 3 Ubunty

up 6:06, 4 users, load average: 0.00, 0.00, 0.00
tty login@ idle JCPU PCPU what
console 8:02pm 2:47 -sh

proneer pts/0 8:14pm 5:48 -
proneer pts/1 11:21pm W
root pts/2 10:03pm 10 -sh
# finger -lmsp

Login name: root

Directory: / Shell: /sbin/sh
On since Mar 25 20:02:12 on console from rxZ2600

2 hours 49 minutes Idle Time

Mew mail received Sat Jan 31 16:26:51 2009;

unread since Thu Mar 26 00:54:57 2009

Login name: proneer

Directory: /home/proneer Shell: /sbin/sh
On since Mar 25 20:14:38 on pts/0 from 163.152.165.111
5 hours 49 minutes Idle Time

No unread mail
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« Di BEO0{(Windows) - LtE[M 74 YH =9l 75
« Unix

e ioscan —fC disk

o C|ATHER - (cat /proc/diskstats)

« ME[MHEE — (cat /proc/partitions)

e —



CI23, LEJH FE(Windows)

L

e di (Z Driver2 &)

cv CWWINDOWSWsystem32Woemd. exe

D:Wloolsticode>di

File System Path Free Space

31.38 GB
8.0808




LDFS
ClASLIEIN B

" RUN-~ REG
[EJ 20090202

A B EE
ZIHH BE
7|2 HEEE
o Zo Ty A
o Z0 MH| &~

: 2iE 2ZEYH

----- 2R TIEYT

HEN3 FtE

ct2E HOIE

ARP HOIS

TCP ZHH

UDP ZEH

TCP ZER HEBE Z2H =
UDP ZEQ} HEE T2 X~

4 M2 2 MFINETFILE)

HESZ HE
AT EZ2TH
HZEZEM
FEM & ME 0IH

B8 QEY NEEY

4 H{Protected Storage)

< | it

MEUESI M2E ZEMNETYI
228 =& A 2 E(NETSHARE)
EHE ME ZU AMER EE(NETS

ARERIE AEED 21 AHA(MET] g

MHS IDPassword(Protected 5

Ready

Hllw EFw LSsE0

3 CH (=
M i 5D
REG/ M .. PAGE DUME

IRIRIE

5

RKE

[l

v

3

R

[

oo

o-EEUEY3 B

o DI pEEE

TZHH EH
I8 HEEE

T E ZE N
A3 20 AMHI~
HRE AZEYH
SiE FHEAH

HESZ 3tE

ct2E HOIE

ARP HIOIS

TCP ZH

UDP ZEH

TCP ZER S22 T2
UDP ZERt HEAE T2 4~
JEUEHI A~ EENETYI
28 55 Ak §E2INETEHARE)
A ME EDU MEMN ZENETS
A AE S MFEMETFILE)

AEADE AFEED 2|8 AR (NET]
AMEREER

2E2E HE
Az 2R
2 B2 2M
ZEH Z2E A2 0IE

QIE{S! ID/Password(Pratected 5
24 H{Protected Storage)

i B

Ready

J23&H 2E
Basic Information
1P Configuration
Disk Information
B Partition Information
3 PhysicalDrived
=20
Partition Type
Bootable
Partition Length
Partition Mumber
Physical Mumber

Partition Type
Bootable
Partition Length
Partition Mumber
Physical Number
PhysicalDrivel
PhysicalDrive2
PhysicalDrive3

Logged-on Account Information

Win32 Account Information

MTFS

YES
81GE=85096273Byte
1

0

NTFS
MO

151GB=155099727Byte

2
0

= D5
=3 B1M  9c36d8adHaccB0834743556cfd?dce  2oadfl 76b0449b 6230 423b46fc Se 66565d Ge 535

Log Time

2009 023 232, 064 428 28%
2009 023 232, 054 428 27%
20094 023 23, 054 4282 262
2098 025 252 0EN| 428 03

fal

SRR
ArUrurry 5
El ] ] s
VU=
IHoHogog
£ 3 Rl
doxoxnxnz
CHT HE HT HE
4544
TR =1t

S[HIACAL

1a

4
1

M




SYSTEM INFORMATION - XM Z&%&EX| - ioscan —fC disk

1HP-U= | 2 HP-UX | 3 Ubuntu
# jioscan -fC disk
Class H/W Path river S/W State H/W Type Description

0/60/2/86.0.0.0 CLAIMED DEVICE TEAC DV-28E-N
disk 1 o/1/1/0.0.0 sdisk CLAIMED DEVICE SEAGATE 5T373405LC
disk 2 0/1/1/0.1.0 sdisk CLAIMED DEVICE SEAGATE 5T373405LC
#

-f : full listing

-C class : Restrict the output listing to those devices belonging to the specified

class
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T2 A A PN E
3'.; 2| XF(Windows), Process Explorer(Windows), top(Unix)

=
=

oo ==
T =

A O| K}Al

oo =747

ZEMA0

T2 N2 B 5

' Process Explorer - Sysinternals: www.sysinternals.com

processe
Cpu states:
LUAD USE
0%

5964K (1

root
root
root
root
root
root
root
root
root
root
root
root

root

root

File Options View Process Find Handle Help
H 5 =20E & % @
Process PID| C.| Description Company Name
= | explorer.exe 2372 windows Explorer Micrasoft Carporation
| Beasp.exe 3928 AhnLeb Common Architecture AhnLab, Inc,
@:AhHSD,EXE 4064 AhnsD AhnLab, Inc,
§n RTHDCPL.exe 3872 Realtek HD Audio Control Panel Realtek Semiconductar Corp,
[T Groovetanitor.exe 3324 GrooveiMonitor Utility Micrasoft Carporation
[0 4erotray.exe 2220 AcraTray Adobe Systems Ine,
_jrondiizz.exs 308 Run a DLL a5 an App Micrasoft Carporation
) volPanel exe BEO “olPanel,exe Creative Technology Litd
ECTHELPEF\.EXE 39z CtHelper Application Creative Technology Lid
CTXFIHLP.EXE 4012 CTxfiHIp MFC Application Creative Technology Ltd
gs:hedu\er.exe 1420 Scheduler Application SIGMACOM Co,Ltd
@SMManager,exe 2088 SMPlayer Traylcon Application SIGMACOM Co,,Ltd
Jrundlﬁzexe 2156 Run a DLL ag an App Microzoft Corporation
B AiNap,sxs 3808
g:(lmun.exe 2332 CTF Loader Microsoft Corporation
eLCIn:k,exe 1880 LClock Application
[FNKEghonitor.exe 2300 Nero Home Nero &G
[
» CTCMSGoexe ) Creative MediaSource Gol Creative Technology Lid
= j§ SetPoint e 2616 Logitech SetPoint Evant Manager (UNICODE)  Logitech, Inc,
[FIRHALMNP R, exe 2744 Logitech KHAL Main Process Legitech, Inc,
1 Powerkiate exe 1848 Powertate 2.0 Griffin Technology
[ wWindowsSearch,exe 2808 windows Search System Tray Microzoft Corporation
ﬁ?:ONENOTEM‘EXE 3360 Microsoft Office OneNote Quick Launcher Microzoft Corporation
7, DriveXpert,exe 1588 Drive Xpert Yolume Manager Silicon Image, Inc,
Lid AiSuite.exe 816
[ W INWORDLEXE 2896 1 _Microsoft Office Ward Micrasoft Carporation
Type Name
Desktop #hefault
Dirsctary wWindows
Directory WhaseNamedObjects
Dirsctory WKnownDlls
Event ‘WBaseNamedObjectsWusereny: User Profile sstup event
Event ‘WBaseNamedObjects¥mixercallback

CPU Usage: 2%

32/72

Commit Charge: 29,76% Processes: 82

root
root
root

15 root

SYS

running

IDLE BLOCK SWALT
0 5 0.0%

Thu

INTR

virtual,

TIME

Mar

55YS

99

SWCPU

26 01:42:45

1992

swapper
init
vhand

nfsktcpd
Tvmkd
Tvmkd
Tvmkd

20089
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Process Explorer(Active)-Systinternals

I
1
|

= Process Explorer - Sysinternals: www.sysinternals.com

BEX|

File Options  View Process

Find Handle Help

B 2 =5 E = L o oR
Frocess PID €, Description Company Name L
= J explorer,exe 2972 Windows Explarer Wicrozoft Corporation
&]acasp,exe 3528 Ahnlab Common Architecture AhnLab, Inc,
= AhnSh exe 4064 AhnSD AhnLab, Inc,
i RTHDCPL exe 3ET2 Realtek HD Audio Contral Panel Realtek Semiconductor Carp,
EGrnoveMonitor.exe 3324 Groovekonitor LHility Wicrozoft Corporation
Acrotray, exe 2220 AcroTray Adobe Systems Inc,
%rundllSZexe 308 Bun a DLL as an App Microzoft Corparation
() WolPanelexe (=111 YolPanel exe Creative Technaology Lid
ECTHELPEH.EXE 3912 CtHelper Application Creative Technology Lid
CTxFIHLP EXE 4012 CTxfiHlp MFC Application Creative Technology Ltd
Scheduler,exe 1420 Scheduler Application SIGMACCH Co, Ltd
{ 'SMManager.exe 2088 SMPlayer Traylcon Application SIGMACOM Co, Ltd
‘_]rundllaz.exe 2156 Run a DLL as an App Wicrozoft Corporation =
§ AiNap.exe 3808
# ctfmon,exe 2332 CTF Loader Microsoft Corparation
LClock,exe 1980 LZlock Application
ENMBQMDI‘IHDI’.BXB 2300 Wero Home Nera AG
ECTCMSGD,exe 976 Creative MediaSource Gaol Creative Technology Ltd
= I&l SetPointexe ZB1E Logitech SetPoint Event Manager {UNICODE)Y Logitech, Inc,
EKHALMNPH.exe 2744 Logitech KHAL kMain Process Logitech, Inc,
434 Pawerkate, exe 1845 Powerkdate 2,0 Griffin Technalogy
,‘ WindowsSearch,exe 2808 Windows Search System Tray Wicrozoft Corparation
E:ONENOTEM,EXE 3360 Microsoft Office OneNote Guick Launcher KMicrosoft Corporation
&Drive)(pert.exe 1588 Drive xpert Yolume Manager Silicon Image, Inc,
br‘AiSuite.exe a6
[ WINWORD,EXE 2896 1 Microsoft Office Ward Wicrozoft Corporation [V
Type » Name [A
Desktop Whefault
Directary WNindows
Directory WhazeMamedObjects
Directory wEnownDlls
Event WhaseNamedObjectsWusereny: User Profile setup event
Event WEazeNamedObjects®¥mixercallback I

CPU Usage: 2%  Commit Charge: 29, 76%  FProcesses: 82
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— AISH =0| 1I A -9 4
e S S T atic
=2 o —
Il Process Information -
- Hprsnaps.exe(7728) A —
- Al Update.exe(5572)
- Melon.exe(5232) Tt e PROC ESS A H
- Acrobat.exe(6244) " = O
- AdobeUpdater.exe(7348) NateOn Messenger
-~ iPlus3.exe(B6316) Run a FREE registry scan on your PC _ _
Securit: i
-~ A¥Agent.aye(1206) e
- NateOnMain.exe(3924) Returned 1 results
-~ canime.exe(5644) © MNateOn Messenger
- ICMotify.exe(2484) _ o
it . d it
- ICAgentan. exe(2476) @ nateonmain.exe description
- explorer.exe(1332) S te ; is @ MateOn M from SK C icati belonging to
LDFS.EXE(5428] [mcrlptlo" ;: CDnITIaII'I-.EXtiE Is BN ?:EO n Messenger r irom ommunicatons r belonging _ i
- cmd.exe(3900) ommunications NateOn'r Microsoft
| . 4164 GOLD CERTIFIED
:Séﬁﬁ.’oErEPePT'IEE.(EXEB)SG‘I] Click to run a free scan for nateonmain.exe related errors. Fartner
-~ OUTLOOK.EXE(7068) — e . e [v]
- PowerMate.exe(5704) | = Y
El- OMENOTEM.EXE(820) r
- OMENOTE.EXE(2876) Process Basic Information
- WindowsSearch.exe(996) ) .
i - Process Full Path : C:¥WProgram FilestNATEQNWBINWMNATEONMaIN. exe
= SetPoint.exe(256) N X
- KHALMNPR. exe(1376) Process Owner : WWDFRC-2#lLuke360x2 X~ E
. Creation Time : 20099 28 182 oAl 78 28% FOCGSS (@)
- GoogleUpdate.exe(3160) Parent Process : N/A
- LClock.exe(3240)
- NMBgMonitor.exe(3216)
- ctfmon.exe(3196) TCP Listening Inforrmation -~ UDP Listening Information
- MSASCui.exe(3148) Il
-~ AhnSD.exe(3140) Local Address : 163.152.165.116 Local Address : 127.0.0.1
Local Port @ 3707 Local Port : 1373
-~ ACASP.exe(3028
- sttray exe(ggssJ] Remote Address : 133.50.100.243 Remote Address @ *.*
. R te Port : 5004 R te Port @ *.*
—rundl32.exe(2916) ermote ko emote Fo
- smss.exe(756) Local Address : 163.152.165.116
- winlogon.exe(868) Local Port @ 2136
i lsass.exe(924) Remote Address : 211.234.240.216 =
=- 5_en.fice5.e:-:e(912] Remote Port : 5004
H ChADL G, i fnd Pl e Fu T 1
Local A
AI-CI)-H%:OI Local P
Remot: —_— —
A == TCP @&l ZE §H& upp €2l Z=E HH=
IZ2MA B Local A '— e
—_ oca
Local P
- ICService.exe(804) Remote HGGT:E‘SS T oy
AhnSDsv.exe(560) Remote fort L0 =
ACAIS.exe(548)
ACAEGMgr.exe(528)
- ACAAS.exe(516) (e




SaHZENM ZE2MHA FE FE

« IS 22| 22I0H ZE2AHA XX (eProcess) ==
A

1T - I7 I = AL K
- ZEMA FRME 2 HEHOAN F8S HETF O EXY
e SUl Hgk"/\ El-xl al O|I-|0-|| Al SH S} Hgk"/\ S =2 xg jl.h
—_ ) — 0 = — =20 . — —_— -/ T o
ol E"'l_ | (o] N=) o |:|-” |0-|| 1T -”AE | ol =< O] |)\ =
- MEES KEoX| 2 8% HE2|0 =244 50| €€ 0| & &
B Z2M %2 Win32 eProcess 47| S fisif- -
CMDocuments and SettingsYradministratorHHER S0 SEMETELUE 1023 ME s
B i
Mo, Type Status PID PRID  Process Create Time il
00000000 Process 920 B80 WMUpgradeHelper 20109 038 242 05A 30E 01E
00000001 Process 0 0 Idle Unknown 05
00000002 Process 1156 620 svchost.exe 20109 038 242 054 298 35
00000003 Process 1288 B30 spoalsy,exe 20109 033 242 054 292 35
00000004 Process 1356 1580  cmd.exe 20104 038 242 054 358 122 P 7
00000005 Process Q95 A20 swchost,exe 20109 038 242 054 202 354%
00000006 Process 1060 388 Miranda.exe 20109 033 248 05A 37 13
00000007 Process 1764 1580  WhwareTray.exe 20109 033 248 034 298 42 |
00000002 Process 200 1580 cmd.exe 201049 028 24 0Sh 262 04 E | =
00000010 Process -Hidden-- 2012 1740  wanguish.exe 20109 033 242 05A 542 47 =
L = = G u=10) = g il g W = (I = e == Y = = e Y
00000012 Process 1372 1580  DiFront.exe 20109 033 248 05A 492 46
00000013 Process 280 &80 Msavsve.npe 20109 038 249 0SA 298 53 % OIE T &)
00000014 Process 580 £a0 yrntoolsd. exe 20109 038 24% 054 30E 00
00000015 Process 328 f20 NSYMOr.Apc 20109 038 248 054 2982 53
00000016 Process 630 636 SErVICEs. exe 20109 033 242 05A 298 34
00000017 Process 1095 1372 mdd_1.3.exe 201049 028 242 0SA 492 552
00000018 Process 564 4 STTISS B 20109 038 242 054 202 33%
00000019 Process 612 S64 C5F55, B4 20109 038 24 05A 292 345
00000020 Process 636 564 winlogon, exe 20109 038 24 054 2902 345
00000021 Process 1404 1372 mdd_1.2.exe 201049 028 242 0S A S0E 25% 2 20 T
00000022 Process 895 630 suchost.exe 20104 038 242 05A 208 3548 R
00000023 Process 1740 1580 cmd.exe 201049 028 242 0SA S42 252
00000024 Process 1808 1580  msmsgs.exe 20109 038 24U 05A 208 425
00000025 Process 1800 1580  ctfmon.exe 20109 038 24 05A 298 42
00000026 Process 1580 1520  explorer.exe 20109 038 24 050 202 425 [V
< >
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E_‘ﬂ H -”EO_I Z4 0Ol I._Q_JH = |.E|-O |O |. MNA IO
’-ni.o:IX L[ E % EE XAOOEEHO—EHI_I7 H = |_|'E
Eg-. H 2 |. I E Eoﬂ H-‘- X~ A 74 Al It -”A EH
e -O:IX O:IEEl_llp_l_ gilj;—c> EOLFDDIEEOEQ—EA—E
24 E_"'O"'l.o:l"‘.||-||02 |-_9_X-| = Ol
04 LEZS 205 HEIX| B2 AME SEE HE
« =% netstat, netbios (Windows), Fport (Windows), netstat -an
B C:WWINDOWSWsystem3ZWomd. exe
:WlTools I#[ForensicTools I#Open Forensic ToolsWFoundstone ForensicToolstfportWFport-2.8
Port v2_.8 — TCP/IF Process to Port Mapper
opyright 2800 by Foundstone. Inc.
ttps/ v . foundstone .com
id Process Port Proto Path
276 —-» 135 TGP .
Systen -> 139 TCP Netstat (UnIX)
System —> 445 TCP 1HP-UX | 2 HPUX | 3 Ubuntu
288 rapimgr —»> 998 ICP C-HWPROGRA™1HWMI IAAL ~“1rapimg PRT—
=~ b1 e LLE Active Internet connections (including servers)
328 BateryApp -» 1844 TCP C:WProgram FilesWBateryWBat elggiidvilat-tariyiB-t-Y0 B | I o Tor-) M-V (s =Y-1-] Foreign Address (state)
328 BateryfApp -» 1857 TCP C:WProgram FilesWBateryWBat epids C C 49173 * LISTEN
SUSCEn =>—II7/8 ICP ¢ - : t%?%m
System - 1185 ICP ; 0 LISTEN

LISTEN
. C 0 y LISTEN
Fport (Windows) N R
C 0 B *.49152 LISTEN
C 0 B *.111 LISTEN
* 5 LISTEN
LISTEN
LISTEN
LISTEN
LISTEN
LISTEN
LISTEN
LISTEN
LISTEN
LISTEN
LISTEN
LISTEN
LISTEN
2.165.119.272 163.152.165.111.2622 ESTABLISHED
52.165.119.22 .165. .2 ESTABLISHED
2 * | TSTEM

Vo
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D:WToolsWcode>netstat —ano

Active Connections

ddress

=135

:445

:5064

6004

.1:1835
.146.233:139
.146.233:1041
.146.233:10508
.146.233:1842
1445

:508

:1825

:10831

:1063

: 45008

Proto
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
uDP
UDP
uppP
UDP
uppP
UDP

B LDFS An - [20090202]

netstat —ano

State
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
ESTABLISHED
ESTABLISHED
CLOSE_UAIT

g

i
5}
.8
.8
8
a.
a.

n
5]
a:
a:
a:
a
a

:8
.46.111.65:1863
.234.239.138:5064
.69.247.1:88

File VWiew Window Help
etsta ) — = LDFS
.' MFIT‘ﬁ EB' PE/' ME RERORT _ -Win API 0| &
%] 20090202
e netstat —ano SO | AR MBS =S e | ZRTCP EEEE | plog g Be b
28 P 28 ZE e =T ZE o
of 74 T :
. = 7. . —Al ) 215 A i L =
° E— TRI, 52, TBE, TT6 3707 133,50 (00,243 5004
a. - =y nIPE s 127.0.0.1 1025 0.0,0.0 i
T
o:Process ID 0.0.0.0 5004 0.0.0.0 0
0.0.0.0 BOD4 0.0.0.0 0
5 = wh o= o
— — 0,0,
° E |:” —?—_I O:|7E:| ng %!; 0.0.0.0 51103 0.0.0.0 ]




=°=|E

- S8 2d ZEIOjEHE Z2MHA EE
« o|d V= ZEMAYI ZEE B4 HO|HE
Z3 wherhol oy BE oY
* Fport
« Foundstone At X[E35t= S7H B T2
ey

HEYT ZEQ ZENA BH

C:Whocuments and SettingsWlukelb?x2>"H:WITools I#[ForensicTools I#Live ForensicsWF

port—2 _ AWFport _exe"’

FPort v2.8 — TCP-IP Process to Port Mapper
Copyright 2888 by Foundstone. Inc.

thttp: /7w _foundstone.com

Proto Path

i d TCP

System ' d TCP

System > TCP

e d TCP

NATEOMMain e TGP
Melon =>
NATEONMa1n 4

HATEOHMain
HATENKM= in

Process

C:WProgram
C:WProgram
CiWProgram
C:WProgram
C-WPuoanan
svchost
P3IMELO™1
MS Prox

G : WProgram

LDFSAn - [20090202]

fport

FilesHNATEONWBINWNATEONMain .exe
FilestMelOn PlayertiMelon.exe
FillesWNATEONWHEINWNATEUNMALN . exe

FilesWHATEONWBINWNATEONMain .exe
File-MNaTEONSRINBNATENNMA 0 ava

CzWITHNDOWSHs ystem32Wsuchost .exe
CzWIINDOUEWs yatem3I 2WPIMELO™1 . EXE

FilestfihnLabt31E208VHMEProxy.

Fle View Window Help x
MFT \A“EB i @
<
IZ'] 20090202 LDFS
=013 UDP 22l TEQIEIE T2 A BE | TCcP B2 ZED WAL EEMI&EEL —W|n APl Ol-g—
2P 238 ZE | HFA IP 2., ZEHA0Z2 FID Z2H A
00,00 135 0,000 i ) 172 N/
0000 445 0,000 i T/ 4 )
0000 5004 00,00 i MNATEOMMain exe 3924 CiProgram FilesWNATEONWEINWNATEOMMain, exe
00,00 B004 0,0,0,0 0 MATEOMMain, exe 3924 CiWProgram FilesWhHATEONWEINWNATEONMain, exe
0000 8080 0,000 0 svchost exe 1104 CHWINDOWSHsystern32%svehost exe
0000 ] 00,00 i PIMELO~1.EXE 6596 CAHWINDOWSWsystern I2WRIMELD~1 EXE
0000 51103 0,000 0 MSProxy, ahn b6 CWProgram F|IesWAhnLahWV3ISZDD?WMSProxy ahn
127001 1075 0000 D [/ JER [/
163, 15, 185, TTe 133 U000 M/ A q M/ A
163, 152,165,116 2136 211,234, 240,216 EDDfl MNATEOMMain exe 3924 CiProgram FilesWNATEONWEINWNATEOMMain, exe
163,152,165, 116 3707 133.50,100,243 5004 MATEOMMain exe 3324 C:Program FilesWNATEONWBIN®NATEOMMaIn, exe

Ready




Open Files

- 2[F0M HE2E EHRUE Ot =25

« O17F BA| B2 ALEAZE B2oHA AHAS ARESEA] =l 2R

LS —

AL
=R

s netfile: 35 Lt 2 =3 HHY

« psfile : sysinternal At A X|S35t= 2

OH
k>

1Yy

- openfiles : 2& HHO

S —— G5



HESS L = F9 I}

- ) — Nl —

« openfiles « psfile
- T oY AL - HZ40AM Fdc oY R

| =
I

“WWINDOWSWsystem32#¥cmd. exe Bl - C:WWINDOWSWsystem32#Wcmd. exe
Microsoft Windows XP [Uersion 5.1.26001]

(C> Copyright 1985-2681 Microsoft Corp. .
C:WDocuments and SettingsHcomputer>C:WDocuments and SettingsHcomputerttt|s

C:WDocuments and SettingsWcomputerdopenfiles ##ToolsTools#PsToolstpsfile.exe"

psfile v1.02 - psfile
Copyright 72001 Mark Russinovich
Sysinternals

Files opened remotely on KIS:

[221 C:¥kwon

BROMPTON Jindou C:Wkuon Uset‘t- BROMPTON
BROMPTON Windows  C:Wkwonil]® SN UERA Locks: @
Access: Read

C:WDocuments and SettingsYcomputer> ppt
User: BROMPTON
Locks: @

Access: Read

C:tDocuments and Settingslcomputer>
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ALBAIZE @HOZ ABYID Sk B At HE S
BT R G2 9l Rt > HE 9

» nbtstat —c (c : Cached NetBIOS Name Table)
< IP HEY0| HAE S HXNK|Q| AjZH S| HE FAL

C:WDocuments and SettingsWcomputer>nbtstat —c

[163.152.146.20831 Scope Id: [1]
NetBIOS Remote Cache Name Table

Name Type Host Address Life [sec]l

163.152.146.233<26> UNIQUE 163.152.146.233 295
DONCOM <{28> UNIQUE 163.152.146.194 422

C:WDocuments and Settingslicomputer>
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d MAE O0IH =8& 7= 0lde SEE 116t}

o« ANAE!I MBS HAZ2 AT 6HOF 6tE2 2 CLI(Command
Line Interface)2 AlIES #E

« AMAE SE0, d0|EdclE §82= Egotl UeE =+
£ AME, 2018 Jiss XA 238se ds d2E
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- C|A3 0|0IA &bl (Disk Imaging Hardware)

_ CHEO R EX C|ATE MAS A ol majlAl EHH|

- U235 ARHO HESHA| 0 OHE StEL AT A= dd
— LogiCube Talon, Dossier

— ICS ImageMasster Solo 3 & 4 &

Logicube Talon Logicube Dossier ICS Image Masster  ICS Image Masster
Solo3 Solo4

S —— e T



;l_—‘/\" = @Iglé ‘ébdl*a‘ @L%e.;" AJ—E,_-' Al A :Ial,:‘:J;
!'t
22 Cl230] cystof —

Al2 ClATE 2X)|
(A2 271 7X] A4

(fHT 2=

[ZAF CHE A 2E ,
StEC|IAT B3| —

S —— 5



=1 A = I 1l 31 e Ad
I — i |
‘—_=.— Q_E-J\/ ﬁ 'E'él'-

 EnCase
— Guidance Software O Al 7St MAOA 7t E2| 2A0|= Z&4A] S/W
- ey QIHEO|A HE e 2 C|A3 O[O0, A3 BEEfRE 7|l A&
- S 02|E7] H GOl HM/EM T|s M-S

- HE, Palm OS&2| =81=1t RAID Al X[ &

EST EnCase Forensic Training

1

File Edit Miew Tools Help

ujNew lﬁopen H Sawve =4 Print “w== Add Device L%Search

EnCase v6.13

H

1caw Z2F ~5 01 D4 B T3 TR

zE

—a

ElE}Casesl [A]File Types % Hash Sets % §| TaHel =l report 5] Gallery =3 Timeline [ Disk ~i2 Code
=4 Home |:& Enl:nesl [T1Bockmarks 4 » Mame | Hash File |!§
value Ext
[F= Home| st=File Extents & Perm4 » |/ 1 e
= =& %= Entries o | =] E C) SExtend
BB © L1 3 [ shRmMetadata
[JiC=h SExtend (s} 4 [ STxf
[ w2} SRECYCLE.BIM _N= E T sTxfog
ATI I
S@E Soot = & [ sTops
IiE=y Config.Msi = 7 [ sTops-sT
BFliC=) Documents and Settings = 8 [ sTxfLog.bif bIf
=) All Users (| =] [ sTxfLogContainerd000000000000000000 1
=) Default User (| 10 [ sTxfLogContainer00000000000000000002
[C1IE5) LocalService (]} 138 % srRepair
BFC Luke369x2 [ 12 [ srepair-sConfig
I Application Data O 13 [ &TxF-$TxF_DATA
LI Cookies 0 14 | [Of sQuota
[Ic=) Eurekalog
i Favorites = 15 [ squota-sg
B Local Settings [ 15 [1 sQuota-sO
IIE=) My Documents L0 == ¢ sobird -
[1IE=) MetHood el ] | =]
i [=] Text [l5] Hex] LuiDoc %A Transcript 5 =|report (] Conscle T3 ¥ output [ Lock B B4 > |[:[i2 Enscript] ‘A Hits T Filters S ca»
00088 00 00 OO0 01 00 00 00 00 10 00 00 01 00 00 00 10 00 00 00 18 02 é,uig EnScript
02200 00 18 0OZ 00 00 00 OO0 OO0 OO0 1S 00 00 00 00 00 01 00 &0 00 4E 00 Examples
04400 00 00 OO0 OE 00 00 00 00 00 OB 00 D4 CB F7 FE EE ZF CS5 01 D4 CB =
0EEF7 FB ZF ©3 01 D4 CB F7 FB EE Z2F C% 01 D4 CB F7 FB EE ZF CS 01 Forensic
0ES00 00 00 OO0 OO0 00 00 00 00 00 00 00 00 00 00 00 2& 00 00 Zd 00 00 Include
11000 00 O& O3 Z4 00 4F 00 &2 00 &€& 00 4% 00 &4 00 00 00 18 00 00 0O Main
13200 00 01 00 €0 00 4E 00 OO0 00 00 00 OB 00 OO0 OO0 00 OO0 OB 00 D4 CB

01 _na CR FTY FR SR _SE oo o0l

FR_EE
) Case 1IWHCWSExtend (PS 6291478 LS 6291475

CL 786434 S0 288 FO O LE 1)

Iﬂuiring C 1:28:00
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EnCase Forensic Training

[ New (5 Open S Print

u"—_']CasEs b
rE’_- Entries [:[jBooh'narks
Q, search Hits =23 Recordd
@-ﬁ Secure Storage <7 Key

Ly I Cases Mame

Case-Test-D1

: B Table | E]|Report| “1% Code

Case Options

Examiner Mame

Default Export Folder

C:'WProgram Files WENCasesWExport
Temporary Folder

C:'Program Files WENCases W Temp
Index Folder

C:'WProgram Files WENCases Windex

£ o] &lrex fginooc Y

3

\I

A

«

= 59 cases|

[ Hash Properties

i 5=

Lo Entries

D G Home E[:] Bookmarks \x Search

QDevices @,;1‘3 Secure Storage = Keywords

Hle File Extents b Permissions [71Refere

|
|,__"|New ﬁOpen lﬂ Save =4 Prht \:ﬂ-\dd Device ‘-)ISearch

\Records

» EReport |£‘]Galler\-I B'ﬁmeline “‘$[$Code

MName

i In F
Filter Report

A ThEO M DA 3=7F

(=] Text| FHex [iDoc %4 Transcript

gReport [:] console 7@

=L output [JLock [ Codepage (14 M




Choose Devices

é{‘;@'n;.- Devices Label Access Sectors Size Prc;:r:]ess Write _ Read _Pars_e
L IS Local Drives
M 1 WinXP(WD320B)  Windows 206,483,381 95.5GE 0 - -
|_8 E céL —L=E| [] 2 DataVol(wD3204) Windows 625,137,231 293.1GE i} . M
" 2] 3 Down{WD320B Windows 413,637,834 199.6GE 0
Cao|E2 ME <j (WD3205) : :
] 4 HLOT-ST ASPI 356,880 &697MB 0 . M
[[] 5 Backup{BC500) Windows 351,277,226 167.5GB 0 . N
e '

Preview Devices

Ld& J

L]8 4 ) Process Write Read Parse

I:I d, MName Label Access Sectors Size o Bl d File System Link Files
1 aC WINXP(W... Windows 205,483,331 93.5GB ] - .

4

Parsing MFT

— — |




si’ EnCase Forensic Training
File Edit View Tools Help
u__'}New LﬁOpen Lﬂ Save = Print = Add Device ‘-%Search
EE]Cases X Table EReport @]Gallery Eﬁﬂmeline QDisk *)E$Code
=3 Home [)Bockmarks ‘A, Search Hits %3 Records gDevices Mame Filter R.eI[:ort E‘E T?::e Catlzlc_]eory Signat ~
@-ﬁSemre Storage “7 Keywords [ 1 [C)DFRE-116
%= Home| 002 File Extents @ Permissions [T1References L Hash Properties ||[[] 2 () evidenceBag
B o) Luke3sax1 + || 3 = HH
-oOIC) -zenmap [ 4 [ DHY ZHEFHE
E-C(IC Application Data [ 5 [ Helix2009R Liso is0
DI Cookies [ 6 [ Helix2009R Liso-Zo... Ide... 3
I Burekalog IO 7 =8 [Luke® =20, Ink  Link yindows
-0 Favorites O 8 = ZEE 220k ik Lk Windows
Egg i;ﬂrggz_iad"e das O 10_0326_(@2”3[”... hwp
D) Local Settings | O] 10 =2 %2 &2 .. Ink  Link Windows
& D LIE Nettood C0 O MEHE_AEA.. hwp
C[JIC) PrintHood [ 12 =2 Total Commander.Ink Ik Link Windows B
CIES) PrivaclE [ 13 [ AR -Helix2009R1... 50
HCIES) Recent 0 14 [} AHR -Helix2005R 1., Ide...
—CIE SendTo [CJ 15 [ Encase_LinEn(Helix... is0
_DDE' Templates [T D Corpora.one one
-OOIIC Tradng [] 17 =3 Google 3 E Ink Ink  Link Windaows
Eﬁgg ES:%D;E [ 18 [ ADRIANE-KNOPPIX... iso
o AR HS [ 19 [ ADRIANE-KNOPPIX... Ide...
§-D0(C) NetworkService [ 20 =a qook OHJIC|~3... Ink  Link Windows -
P e 1= i = | l Ll l D
[=] Text x@ Hex tj] Doc ﬁ Transcript 52| gReport ] Cansale T3 = Output [ Lock [] Codepage [] 0f220562 *’73 EnScript] %Hits T Filters [£= Condition:4 ¥
000 i S R TR DR wye o g-RIZOE - §-KIZGE -9 -HIZOZ- Q- RIZGE v v v vv v - é,_&[g EnScript
- I e |?| [ Examples
[ Forensic
I Indude
Main
-
Case-Test-01WCHDocuments and SettingsWiLuke36ox 1WHIMEN SHHWDFRC-118 (PS 6352302 LS 6352302 CL 794037 S0 296 FOO LE 1)




EnCase Forensic Training

Eile Edit Wew Tools Help
L.jNew Lj[]pen E Save = Print - Add Device \:kSearch ¥ Close E'EAcquire
EL.I'—_']Cases * Table gReport =] Gallery &ji'l’lmeline DDisk J[ﬁ Code
= ; i 3 ; ’ In File File Fil -
Home m Bookmarks Search Hits =20 Records Devices
= EU "‘% =3 D MName Filter Report  Ext s Ealeoing E
@-ﬁ Secure Storage ' Keywords ) i ) sExtend
oleFile Extents @ Permissions [f1References | Hash Properties |B 2 [ squota
| 3 [ s0uotasn
I 4 [} sQuota-s0
Export...
= M 5 [ sobjd
. Close... Delete M 6 (3 $0bjId-s0
E i) 7 DE SReparse
Copy/UnErase. .. M s [ sReparse-sr
g Copy Falders... M 9 Df SUsnJrnl
- Bookmark Data... Cirl-B M 10 [ susnimi-$Max
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