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File
S rew 25 open [l Save & Print % Add Cevice ‘D, Search

Edit Yiew Tools Help

x
BHome [:[:'Bookmarks '%E{ )

oo File Extents & Permission 4 b O 1
é—DI:IrE- Entries [
&0 gy C 3
I $Extend O 4
FH2 ) APM_Setup O s
EHIC) Documents and Settings 0 6
LIS HUC 07
FCOIC) MS0Cache
H-DIE) MYIDIA Us
F-D1IE) Program Files O s
O] 2! RECYCLER [ 10
B System Yolume Information [ il
F-O L) WINDOWS ] 12
FOE) WRL 0 13
EHDIC) ecureSsl O 14
15
[ 16
17
[ 18
[ 19

| G Hex L Doc l‘ﬂ Transcnpt =

QGO -+ we v e B e T e W LJUFT, B LUFT, B 1§HFT, - LFRD, B v oeee e
- - e LgtRa, - 152080, - 1183, B LUET e e mvvnmrnnnnennns Gee eeeen S Owrobeaeee
2520, E- L{UFT, - LYNRD, B LFURT, B oeoeeomee e Gee eeeen S Breeprarrogemeeeean cennen oo e e eeeeees
e S T Greoerenns N P

jReport %] Gallery

# Timeline §=]Disk T3 Code

Mame Drescription Delfaste d
) $Extend Folder, Internal, Hidden, Swskem
) APM_Setup Faolder
I2) Documents and Settings Folder
I HNC Faolder
) M50Cache Folder, Hidden, Read Only, ot Indexed
) NYIDIA Folder
2] Program Files Folder, Read Only
‘_=,.| RECYCLER Folder, Recycle Bin, Hidden, Svskem
20 System Wolume Information  Folder, Hidden, System
I WINDOWS Falder
) WPT Folder, Read Only
) Mecuressl Folder, Hidden
= $MFT File, Internal, Hidden, System
= $MFTMire File, Internal, Hidden, System
= $LogFile File, Internal, Hidden, System
= $¥olumne File, Internal, Hidden, System
= $AttrDef File, Internal, Hidden, System
= $Eitmap File, Internal, Hidden, System
= $Boat File, Internal, Hidden, System

(LI

JReport ] Console T3

) Case 1 WCWYExtend (PS 6291475 LS 6291478 CL 786434 SO 285 FOO LE1)

W output [ Lack R Codepage [ 0/138679

Last
Accessed

12021)09 11:31:222 =
1213008 07:51:402 =
12§30/09 05:00:202 =
12/28/08 02:03:042 =
12§28/09 02:03:04 2=
12/28/08 02:03:042 =
12§30/09 05:32:192 =

12f20/09 10:21:12 2 H
12/28/09 11:43:102 H

12030009 0G:48:41 2 =

12§28/09 02:03:04 2=
12/28j09 020304 25
12§21)09 11:31:22 25
12f21j09 113122 2 5
12§21)09 11:31:222 %
12f21j09 113122 2 5
12§21)09 11:31:222 %
12f21j09 113122 2 5
12§21)09 11:31:222 %

Filer
Created

12/21/09 11:31:22 58 =
12)24/09 04:42: 11 25
12/21j09 02:353:45 5 =
12j22109 0114092 =
12/22j09 01:24: 302 =
12)28/09 12:05:02 25
12/21j09 02:37: 092 =
12/22j09 01:51:25 25
12/21j09 02:353:45 5 =
12/21j09 11:31:302 5
12/21j09 02:42:56 2 =
12/22j09 02133325
1202109 1131228 5
12f21j09 11:3122 2 5
12/21j09 113122 8 5
12f21j09 11:3122 2 5
12f21j09 1131228 5
12f21j09 11:3122 2 5
12f21j09 1131228 5

Last
‘Written

12121109 11:31:22 2 =
12[24/09 04:43:02 25
12121109 02:55:49 2 =
122209 012427 2 =
12{22/09 01:24:30 2 =
12/28/09 12:05:02 25
12/29/09 07:55:35 2 =
12/22/09 0151252 5
12{22/09 12:02:192 =
12/28/09 122040 25

07/04/08 05:10:24 2 7

12/22/09 02133325
12/21/09 11:31:22 2 =
12/21/09 113122 2 5
12/21/09 11:31:22 2 %
12/21/09 113122 2 5
12/21)09 11:31:22 2 %
12/21/09 113122 2 5
12/21)09 11:31:22 2 %

Entry
TModified

12121/09 11:31:22 2 =
12[24/09 04:43:02 2=
12{21/09 02:65:49 2 =
122208 01:24:27 2 =
12{22{09 02:13:47 2 =
12/28/09 1205:022 =
12129/09 07:65:35 2 =
12}22(09 02:46:36 25
12{22{09 12021192 =
12}28/09 122040 25

f21f

fzzf

f21f

fz1f

f21f

fz1f

fz1}

fz1f

fz1}

12{21j09 024411 25
12j22i09 0211332 E
12121/09 11:31:22 2 5
122109 1131222 5
12121j09 11:31:22 2 =
122109 1131222 5
12121j09 11:31:22 2 =
122109 1131222 5
12121j09 11:31:22 2 =
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e Is Last File Lask Erkry
Llage Re=ciekicn Deleted Accessed Created Writken Modified
=0 $Extend Folder, Internal, Hidden, System 1221009 11:31:22 2= 12/21)09 11:31:22 2= 12/21j09 11:31:22 2=  12/21/09 11:31:222 =
=0 AP _Setup Folder 12/30/09 07:51:40 2= 12/24/09 04:42: 11 25 12/24)09 04:43:02 25 12)24/09 044502 2=
=) Documents and Settings Folder 1230009 05:00:20 2= 1202109 02:535:45 2= 12/21/09 02:55:49 = 12/21/09 02:55:49 2=
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File Edit “iew Tools Help

[Anew [Fopen lmll Save < Print ‘e add Device X Search
[ cases] <[ =
13 Home [ eookmarks 2 =4 bl 1 sl (1315) w_s22[1].9if
ode File Extents @ Permission 4

) Ll (13162 w_sz1[1].gif

[ |oad 11317) bt _gulim[1].giF | ) gl €1318) bt _dotum[1].gif | 1 gl (1319) 1238_z009-lef. .. | ] |l (13200 uxurygirl_1261...

OPEN

|5 =1 % Entries | | | | = e 2009 o o
i : = == EErEN .2
I $Extend o .
[ APM_Setup
1= Documents and Settings 1 & ¢1521) bg_font_setup... | [8] (15220 btn_swe_sl[1]....[ ) |28 €1325) btn_next10[1]... [ [2&] (1324) ico_photol1].0if |1 [&] (1325) bg_aside_hotn...| 1 |[-&] (15263 h_ad_cast_vz[1
e HC
[ MSOCache
D MIDIA = > @ ADTHAE

[JiC Program Files

[ &} RECVCLER

(i) Swstem volume Information
15 WINDOWS [ |8l (1327) bg_help_ad2[1...[ ] |8 (13283 btn_login_2[1]... [ [ (48] €1329) h_security3_tx...| (] |8 (1330) htm_20091229...[ ] |8 (13313 7005_right-12...

i WPt BT [« LETE
/) ®ecuressL e
o ] 3 s | = ol e e
' i vt i i

1 [ 11333) 12621674649, [ 1 [ (1334 ico_dot_2x2_b...[ 1 & (1335) ®h_content21...| ] [ (1336) bg_tab_sectio... [ [ (13372 txt_categeryS... | [ [oa (1338) btn_closs[1].aif
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|:|| | Description | OE =l | = | File Typ)
] SAtrDef 2560
1 $BadClus a
= alternative Data Str... $BadClus: $Bad 1039642...
= SBitmap 31723
= $Boot 3192
oo = =
ore 012 o 37| Entry D= HE]EH
[DHH]_=H A _EHEE DM hwp 4143224 36
[WIVHEICIAE =S OS2 & & hwp 36588032 37
HWP Documen’
HWP Documen’
Compound Documen
= = Compound Documen’
(=] il é_%l [l] I
[l SN~ - B
| o222 EA o | |_I =7 o &=

| oe | 37 | £ | File Type | Signature Verification | Extension Verification
E[ZZHE I Dppte-0FH3HE TRALZ HE) hwp |- 250374 — —p| M5 Office (2007)  Signature Miss Match _ Extension Miss Match
IS ™ME M H Dppt ZHEEEF N E).pptx 3160374 Powerpoint Docume..,  Compound Document  Compound Document
M EZMEEER M E) hwp 9216 HWP Document  Compound Document  Compound Document
BOM EZMORES -6 ZHREHIE B2 ipen L — @216 — — p| Compound Document  Signature Miss Match  Extension Miss Match
| == APCF IF2 pPT IFZ £ B &) pot L 731568 — — ) Adobe POF  Signature Miss Match  Extension Miss Match
=24 (HETF I 2) pdf 175156 Adobe PDF Match Match
joeg DIOIA)CEER D) jog 34700 IPEG Match Match
| jpeg DI0VA (PG O OFA -OFAEHS ZHEFRLE BIE) hup JPEG  Signature Miss Match  Extension Miss Match




L0l A= GIOIEHE JINEC = &
2E YA AMAECZ BEE & =
. A OfC 1% }OODIE otAl2H &0 2UHL 242 ok A

=1,
=k
HxD - [ItAdministeator, NTUSER, DAT]
i Eile Edit Search Miew Analysis Extras Window 2 = [=][%
. e _Lt +4 1B - AMNSI = hex -

& Administratar, NTUSER, DAT

Cffsetih) 00 01 02 O3 04 05 0o O7 OS5 09 0OA OB OC OD QE OF
ooovoZ0 DE FF FF FF 76 6B 09 00 AC 3F 00 00 20 S0 16 00 diffivk. .-2.. €.,

COO07O0ZEQ 03 00 00 OO 01 00 07 OO0 44 6F 63 6B 49 6E 66 6F  ........ LockInfo
Oo070ZFO0 30 1D O7 OO0 20 F2 06 00 DB FF FF FF 76 6B OB 00 O...€0..0%fvEk..
ooovos0o0 04 00 00 80 01 00 00 00 04 00 00 00 01 00 38 30 ..€8.......... a0

0oo7o0310 4E 75 6D 62 65 V2 43 68 65 63 6B 74 74 oF 6D 00 HNumberCheckttom.
0o0703Z0 BB FF FF FF 30 1D 07 00 48 FZ 0Og 00 FO F5 06 00 ,¥%y0...HO..&8G0..
00070330 60 F4 06 00 58 11 07 00 38 16 07 00 C8 20 07 00 "&..X...58...E ..

00070340 FO 04 07 OO0 00 16 07 00 85 1D 07 00 DS 15 07 00 &....... R - B
00070350 EO 1D 07 00 10 1E 07 00 BO 1D 07 00 80 F2 06 OO0 &....... L LEh.. «
Offset: 220 Cyerwrite
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&£ 2= RegAn
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rn
ol

orziE =5HD 220 ESEH
L3l Administrator.NTUSER.DAT

[ Et 22 I 5012 ] EREn ] Protected Starage ] 4 I
BO@o0EE HE =20y Msss [Frsrags (-] ZEH
B s EE TETENE AT - 319 Zu
4[] Administratar keyward i 2007-07-07 12:26:23:906 AlZh =
I [C]C3) AppEwents keyword &H 2007-07-07 12:27: 19656
[CIE=) Console kerpword AlLFS 2007-07-07 12:32:36:218 = AE2I S=E By
[ Control Panel keward E A 2007-07-07 12:33:06: 46
[Cic=y Erwironment kesyword AMLEE 2007-07-07 12:35:56:640 Pratected Storags
v~ Eunc = d faRugmiy | 2007-07-07 12:36:01:31 IIHI{.H?{-I gl as
- []E Identities wor == =
I -[]) Keyboard Layout kewwiord mp3 2007-07-09 13:16:51:687 a3y
1[I0 Printers kerpword | = 2007-07-09 13:23:52:609 IE- =HE HOIF
[ Software kesyward Ic 2007-07-09 13:23:56:406 AR HATE WA
[C)ES) UMICODE Pragram Graups kerpword H=Z 2007-07-20 14:33:01:734 HES I Caie o
I [Clicgs Deleted Keys keryward CHeHa 2007-07-22 01:24:04:575 =2 =
[z orphan values keywaord ack 2007-08-05 02:52:49:218 =2 &8 [ (Opensave)
kevwaord =534 Z007-058-05 07:25:54:62 Z| 2 & TH2(RecentDocs)
keyword SEZHE 2007-05-05 07:30:15:343
keyward paul 2007-08-05 07 :37:49:250
kewward scie 2007-08-05 17:35:17:609
keyward == 2007-08-05 17:38:35:843
kewward Incs 2007-08-05 17:44:00:75 il

= 2 51 et [EFEI2 OHOIE
%i?l%!\ll"(UTC) 2001-12-31 17:03:28:34| [ o, g = e ZrOI0IE] T
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2P a 7% Migrateds REG_DWORD 000000000001 2
[aB] Last Username REG_SZ =D
[a Last User 1D REG_5Z 4AA21 1CES-E93A-4238-0CT6-E2ARDEEEET L5 =AM ORE A
[ab pefault User 1o REG_SZ 18421 1CES-E93A-4238-0C7E-E2ARDSSEET LS 0
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ujNew |j Open L‘g‘ Save = Print “e Add Device \)@Searcl

Help
dNew 5 open [ Save i Print e Add Device A, Search

LD Cases

é—.D Gz Entries

E-B(Jg C

I $Extend

[1I5) APM_Setup

[1|5) Documents and Settings
%) HNE

[/ M50Cache

155 MYIDTA

[ Program Files

[ & RECYCLER

[1I5) Swstem Yolume Information
E) WINDOWS

CIC) wet

1|5 ¥ecuressl

X||:
[:[:l Bookmarks ‘Jgfi b
Hi=File Extents @ Permission 4 »
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DY YRR FTAFH O ASFALAIAH
Image 1 4 Image 2 hImage 34 Image 4

|9 Cases| 9 Had » % [Z]report (2 Gallery %) Timeline []Disk “4% Code
- Is Last File Last Entry
- n ame s Deleted Accessed Created Written Modifieg=——
(315 [z tiome seerian || 1 [5) [2008.02.01] Folder 01/13/10 121433325 01/23/08 05:08:542 % 06/07/08 07:46:312 5 12/21/09 05:38:4 10
i [ 2| [25] OHE| EA &9 324 Folder 01/13/10 12:43:3325  08/20/08 10:01:4925  08/20/08 10:02:032 5 12/21/09 05:38:
O 3| 017 Folder 01/13/10 12:43:332 %  08/06/09 10:40:552 7 12/21/0903:28:172 %  12/21/09 05:38:
I 4 [ [2009.01] LIRS EA 4T &3 3L Reghn.ppt File, Archive 12/07/09 10:12:312 8  01/06/05 02:1408 2% 01/06/03 03:42:052 5  12/21/0% 05:38: |
[] 5 [ [2005.06.08] RegAn 2.0 plan.ppt File, Archive 12/07/09 10:12:30 27  06/08/09 02:41:0525  06/08/03 02:40:56 25 12/21/09 05:38: i
[ & [ [2009.07.08] ¥ 52 B A=E2| 24 with RegAn.ppt File, Archive 01/11/1009:16:3125  07/07/09 08:50:082%  07/07/09 10:3:542 5 01/11/10 09:13:
o e T Y L (E2 I il PRI = = PENSIP- Vet SMPT Y=Y 3
Ol [ [2009.10.07] 2155 B -~E2I9 CIRIE F2lH (DAY A AL, | File, Archive 01/12/1002:41:112 5 10/06/05 01:10:422 % 10/06/03 05:40:08 2 5 m,rlz;mm:sl:
|0 [ 11321 1.
4 T
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el F1IET dix|AEE]
» RIE @ 2l|X|A E2I(Registry)EF 2
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o = o o = =
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GREP(Globally Find Re

— Unix AE2] 2 SHX oA 2
(<X EI=|E=|O-|

- Y7 BEAS M8 ChYe HEjO| FIYEE StLtol Aoz M

_I_
ts

¥ @Q

lar-Expression and Print)
&

off AFEAtZE gold &= Us

|¢|

Mew Keyword

Search expression | Code Page | Keyword tester |

Search expression GREP Svmbols
| WhaFFFF Unicode character -
WeFF  Hex character
Mame . any characker
# any number [0-9]
Y Repeat zero ar ane time
[7] case sensitive [ Unicade E.;'.-Z] iiﬁ?gﬂ;: !_?ast onee
i Repeat zero+ times
GREP [~ Unicode Big-Endian [#vZ] Fither %, ¥ or
[~¥¥Z]  Meither % nor ¥ nor 2
AMST Latin - 1 [(JuTFs L] Literal character
{ah} Group ab together Far 7, +, *,
[CJuTE?
{m,n}  Repeatmtontimes
Unicods Wiew alb Either a ar b




GREP(Globally Find Re

— Unix AE2] 2 SHX oA 2
(<X EI=|E=|O-|

- Y7 BEAS M8 ChYe HEjO| FIYEE StLtol Aoz M

_I_
ts

¥ @Q

lar-Expression and Print)
&

off AFEAtZE gold &= Us

|¢|

Mew Keyword

Search expression | Code Page | Keyword tester |

Search expression GREP Svmbols
| WhaFFFF Unicode character -
WeFF  Hex character
Mame . any characker
# any number [0-9]
Y Repeat zero ar ane time
[7] case sensitive [ Unicade E.;'.-Z] iiﬁ?gﬂ;: !_?ast onee
i Repeat zero+ times
GREP [~ Unicode Big-Endian [#vZ] Fither %, ¥ or
[~¥¥Z]  Meither % nor ¥ nor 2
AMST Latin - 1 [(JuTFs L] Literal character
{ah} Group ab together Far 7, +, *,
[CJuTE?
{m,n}  Repeatmtontimes
Unicods Wiew alb Either a ar b




A 7

'LQ

egular-Expression and Print)

dusy o| oj AHE oA
~ =XEe| M2 "aaa : TAFE Q] A 29 aaas EF35HE v A
$ =Xtge| &8 aaa$ : TAYE Y & aaas £33 A
StLie| X} Of A lue : alue, blue, clue ...
HI2 O|™ EXo| vIE7t 0 == 129 4
? forensics? : forensic 8=+ forensics
oj &
HIZ o|™ EXI2| BIL7} 0 o] &l H$
* o digital_=for : digitalfor, digital_for, digital__for ...
o
HIZ o|™ 2Xto| ¥I=7} 10|MQ AL
+ digital_ + for : digital _for, digital_ for ...
oj &
[ABC] A, B, C 9 3}+e] £ v A digleiltal : digetal, digetal
dig["iltal : digetal, digftal ... (digital#l]%])
["ABC] A, B, C o]9]¢] Ex} vj 3
[fa-z] : 2FR} o] €] <] EA} v
) . [a-d]:a, b, c,d
[A-C] ARE CFol 3t A Wi
[0-2]1:0,1, 2
W ST EXAE YUEXIR AF8SH=E A% [ [?2(WI: 2, [, ]
X{M} 2X h{3} : h7} 3§ o4 ¥+&: (hhh, hhhh ...)




« GREP(Globally Find Regular-Expression and Print)
Name Kim Number 870101-1234567
Name Lee Number 802110-2894561
Name Park Number 841218-1236874
Name Han Number 835577-1654789
Name Hong Number 880202-2345678

« FYAONA GREP BEO AtE0I0 Z A
# grep ".*[0-91{2}[01]{1}[0-9]{1}[0-3]{1}[0-9]{1}-[0-9]{7}" DataFile

S80l 28 21

Name Kim Number 870101-1234567
Name Park Number 841218-1236874
Name Hong Number 880202-2345678

R —



&5 WIinGREP 4.0 Standard Edition downloads' java'jZsdk1.4.00% - Ol x|
— O' D' = m D—' AH File Wiew Results Help
. _l_ - ch for "Security'" in * L | Fihwdownloadss jawas jzsdkl. 4. 05 demos JTChFia
; s e — - .
—_ [ - downloadsy javas jzsdkl. 4. 0hdemo, J iy, Font20Testapplet. java - Matched &
28 1 SecurityManager security = Sysi

29 @ if [ security != null 3 {
21 secur"lty heckPer‘m'lss‘lon( new ¢
23 : catch eption e ]
25 @ security.checkPrintlobAccess();
40 @ catch [ SecurityException e 1 -
F:hdownloadss jawvas jzsdkl. 4. 0%demos jfosJ:
Tools. java - Matched 1
226 @} catch (jawva.security.Accessci
F:hdownloadss jawvas jzsdkl. 4. 0%demosplugie
FontzDTestapplet. java - Matched &
28 @ SecurityManager security =
29 @ if [ security != null 3 {
21 @ security.checkPermission new :
22 @ catch [ SecurityException e 1 -
25 @ security.checkPrintlobaccess();
40 @ catch [ SecurityException e 1 -
F:hdownloadss jawvas jzsdkl. 4. 0%demosplugie
Tools. java - Matched 1
226 @} catch (jawva.security.Accessc

Frhdownloadss jawvas jdkl. 1. 8%5rch jawvas awt® v|
3

hdownloadsy jawas jzsdkl. 4. 0hdemosplug
i FontzDTestapplet.java Matched &
hdownloadsy jawas jzsdkl. 4. 0hdemosplug
-Tools. java - Matched 1
Sodownloads® jawvas jdkl. 1. 8hs5roh javasaw
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e TrueCrypt - http://www.truecrypt.org
- QE AALCAT Aozt B
« Windows XP/2003/Vista/2008, Mac OS and Linux

X9 gnaE

Algorithm Key Size(Bits) Block Size(Bits)
AES 256 128
Serpent 256 128
Twofish 256 128
AES-Twofish 256; 256 128
AES-Twofish-Serpent 256; 256; 256 128
Serpent-AES 256; 256 128
Serpent-Twofish-AES 256; 256; 256 128
Twofish-Serpent 256; 256 128

— Current Version
o TrueCrypt 6.1

S —— e T


http://www.truecrypt.org/
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= EA a0
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Encrypks a non-system partition, a partition on an external or :?
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— Elcomsoft it 2| ‘Password Recovery Tool'O| CHA
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 Invisible Secrets 3 — http://www.invisiblesecrets.com
— X2 H|0|H
« BMP, JPEG, HTML, PNG, WAV
— Windows 95/98, NT, XP X| &
- A b=

« AES(Rijndael), RC4, Twofish, Cast128, Ghost, Diamond 2, Sapphire,
Blowfish

I [ 3

Welcome to Invisible Secrets 3!

Thiz wizard will guide pou step by step through the
encryption/decryption process.

r'ou can manage your pagswords, add new .
encryption algorithms or carmier formats and set @ Optians...
envirament options by clicking the Options button.

Tell uz what you think about Invisible Secrats 3 Q Feedback. .. |

and win great dizcounts and special offers.
‘f'our assistance iz wery much appreciated.
. About...

Prezz F1 or click the button for Help Click MEXT to procee: d.

| Back | | New ? Help | 23 Exxit |
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Steganography is the art and science of writing hidden messages in such a way that no-one apart from
the sender and intended recipient even realizes there is a hidden message. By contrast, cryptography
obscures the meaning of a message, but it does not conceal the fact that there is a message. Today,
the term steganography includes the concealment of digital information within computer files. For
example, the sender might start with an ordinary-looking image file, then adjust the color of every
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Steganography is the art and science of writing hidden messages in such a way that no-one apart from ~|

the sender and intended recipient ewven realizes there is a hidden message. By contrast, cryptography

obscures the meaning of a message, but it does not conceal the fact that there is a message. Today,

the term steganography includes the concealment of digital information within computer files. For

example, the sender might start with an ordinary-looking image file, then adjust the color of euvery

100th pixel to correspond to a letter in the alphabet?a change so subtle that someone who isn't

actively looking for it is uwnlikely to notice it.

The word steganography is of Greek origin and means "covered, or hidden writing”. Its ancient origins
can be traced back to 448 BC. Herodotus mentions two examples of steganography in The Histories of
Herodotus.[1] Demaratus sent a warning about a forthcoming attack to Greece by writing it on a wooden
panel and covering it in wax. Wax tablets were in common use then as re-usable writing surfaces,
sometinmes used for shorthand. Another ancient example is that of Histiaeus, who shaved the head of
his most trusted slave and tattooed a message on it. After his hair had grown the message was hidden.
The purpose was to instigate a revolt against the Persians. Later, Johannes Trithemius published the
book Steganographia, a treatise on cryptography and steganography disguised as a grimoire.

Generally, a steganographic message will appear to be something else: a picture, an article, a
shopping list, or some other message. This apparent message is the covertext. For instance, a message
may be hidden by using invisible ink between the visible lines of innocuous documents.

The advantage of steganography over cryptography alone is that messages do not attract attention to
themselves, to messengers, or to recipients. an unhidden coded message, no matter how unbreakable it
is, will arouse suspicion and may in itself be incriminating, as in countries where encryption is
illegal.[2] Often, steganography and cryptography are used together to ensure security of the covert
message.

Electronic communications can include steganographic coding inside of a transport layer, such as a
file, or a protocol, such as UDP. Hedia files are ideal for steganographic transmission because of
their large size, and are usually compressed either losslessly, as with FLAC or PHG, or lossily, as
with JPEG images, MPEG video, or HWP3 audio.

A steganographic message (the plaintext) is often First encrypted by some traditional means,
producing a ciphertext. Then, a covertext is modified in some way to contain the ciphertext,
resulting in stegotext. For example, the letter size, spacing, typeface, or other characteristics of
a covertext can be manipulated to carry the hidden message; only the recipient (who must know the
technique used) can recover the message and then decrypt it. Francis Bacon developed Bacon's cipher
as such a technique.
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