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Cryptographic Hash Function
| |
MAC (keyed) MDC{unkeyed)
| !
One-Way Hash Function Collision-Free Hash Function
m > MAC = h(k, m)
m > MDC = h(m)
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¢ 1989 MD2 a I N\
||$ ¢ 1990 MD4, RIPEMD HAVAL " ‘ EPKC’QS

¢ 1991 SHA-0 MD2 — MD4 hs/:::s;—o —— SHA-1 —*—r SHA-224,256,384,512

¢ 1992 WMD5, HAVAL RIPEMD —— RIPEMD~ 128,160,256 —» FORK-256

¢ 1993 SHA-1 - _J

€ 1996 RIPEMD-128,160, Tiger
€ 2000 HAS-160,Whirlpool, SHA-256,384,512
€ 2002 SHA-224
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HASH / CRC
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