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« SQLi: SQL Injection Attacks
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- Xl DB &5
MySQL : LEAA DBMSA|E O A
Q22 : DBMS A|&Q| CHCH+E X

MS SQL Server : OfO|AE2AZTE(Y
DB2 : IBM O A BtE DBMS
PostgreSQL : L =4
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Open Connection Querying & Open Existing Server Administration
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™ ord Sarver

£, e Connectior & Mew Server Instance
[ Edn Table Da Create new EER Mod o) Manage Import / Export
sy Eit SQL Scr Create EER Model from Existing Database 99 Manage Securty
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Create EER Model from SQL Script
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the world's most advanced open source database
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1. Grant
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2. Revoke
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1. Select
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Fixed Roles in Microsoft SQL Server

Role

Permissions

Fixed Server Roles

sysadmin

Can perform any activity in SQL Server and have complete control over
all database functions

serveradmin

Can set server-wide configuration options, shut down the server

setupadmin

Can manage linked servers and startup procedures

securityadmin

Can manage logins and CREATE DATABASE permissions, also read
error logs and change passwords

processadmin

Can manage processes running in SQL Server

dbcreator Can create, alter, and drop databases

diskadmin Can manage disk files

bulkadmin Can execute BULK INSERT statements
Fixed Database Roles

db_owner Has all permissions in the database

db_accessadmin

Can add or remove user IDs

db_datareader

Can select all data from any user table in the database

db_datawriter

Can modify any data in any user table in the database

db_ddladmin

Can issue all Data Definition Language (DDL) statements

db_securityadmin

Can manage all permissions, object ownerships, roles and role
memberships

db_backupoperator

Can issue DBCC, CHECKPOINT, and BACKUP statements

db_denydatareader

Can deny permission to select data in the database

db_denydatawriter

Can deny permission to change data in the database
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1. Software as a service (SaaS)
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3. Infrastructure as a service (laas)
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