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(ICS ImageMasster Solo4)
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(Forensic Air-Lite V MK III)
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(Logicube Dossier)
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(EnCase Portable)
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(ICS Super DriveLock)

015 WA QI AH|0|M
(Forensic Air-Lite M-15-SR)

USB 27| x| EX|
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WriteBlocker)
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(ICS Write Protect Card
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e 12 52 QA

e Real time
« A|AHEIO[ ALFAIZHUp time)

AL
—EEEE

- date, APIZ O| &%l Perl script
o date (/t: X A|Zt HIEZ ZH)
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Al A8 715 A i

v CIWWINDOWSWsystem32Wcemd. exe

icrosoft Windows XP [Uersion 5.1.26001]
(GC> Copyright 1985-20881 Microsoft Corp.

C:WDocuments and Settingstmenbal6?>date /t & time /t
'AR8-N1-14
T 81:33

-
C:WDocuments and Settingstmei ) LDFS - [20090202]

ozE 2w &#Hw Es2H
Wy P =}

> L A H

RUN. REG! METy,  PAGE

[%J 20090202

Ao EE
=ZHH 2R
1|2 HEET
o S0 Z2H A
a3 20 MH| A
Z2RE AZEYH
ST FIEAH

HEHI EE
HERI3 3tE
ct2E HIOIZ2
ARP HIOIS
TCP 24
LDP ZEH
TCP ZERBZE Z2H =~
UDP ZEQtHEE Z2H 2~
2AE WEAI MY ZEINETVIEW,
Z2E S+ A FE(NETSHARE)
A ME F2 MEM BENETEESE
A ME F2 MF(NETFILE)
AMEMIMEED 2|2 A (NETUSE

[_]E 7

HERYREERER

waelslalalslals]s|

B[ MEAEE
HEZE HE
-~ AEZEIH
22 =M
- 2EM 2& ME O
£ OIFS AMEES
SIS ID/Password(Protected Stora |

z >

Console Command
- date /t & time /t

EEEE
[ Basic Information
System Time

i)~
o

LDFS

-Win API 0| &

2000 028 238, 04A 288 195

IP Conhiguration
Disk Information
Partition Information

Win32 Account Information

HEEEH

Logged-on Account Information

=Tl IH =12k
) D5
|

ES

=)

Log Time

2009 023 232,
2009 028 23,
20094 028 232,
2009 023 23,
onnas NeE 220l

D4A] 298 24
D4A| 2952 245
D44 298 23
D4A 295 18&
naLl 208 185

SHAT

Message

QI 2 AS20 HAN BHE ST 2HE

QS AAS20 M EE T MNE

QIS Y AEZ 1D & PASSWORD BH »E
QIS Y AS 22 ID/PASSWORD BE 4F AZ
I3 AMgH el H-e AF 22

8 E0M 3addfadiffe(282cE4715E294848e Y 710e2469c0f8300391 28300235 4b5aathdbel

“H




¢lxl 212 4" (Logged-on user)

- T8 AL G AE B =HE
« JEO| M7t F7IKX| HOtOf &

A XIHFEH
| — |

T H O

« net users : netbios W& O]
« psloggedon : Sysinternals AtO|A X Sdt= S/H =213

« net sessions : netbios &2

e — L,



cv CIWWINDOWSWsystem32Woemd.exe

Sysinternals — wuww.sysinternals.com

logged on locally:
NT AUTHORITYWLOCAL SERUVICE
NT AUTHORITYWNETWORK SERUICE
KISH#computer
NT AUTHORITYWSYSTEM

Users

C:WDocuments and SettinasWcomputer>'C:¥WDocuments

ToolsWloolsWPsTools Wpsloggedon.exe' —x

loggedon v1.33 — See who’s logged on
Copyright 72000-28086 Mark Russinovich
Sysinternals — wuww.sysinternals.com

logged on locally:
NT AUTHORITYWLOCAL SERUVICE
NT AUTHORITYWNETWORK SERUICE
KISH#computer
NT AUTHORITYWSYSTEM

Users

logged on via resource shares:

(null>WBROMPTON

Users

C:WDocuments and SettingsWcomputer>

Al ZET]E

g B ey e R B

JEE

annni . n0Esl 9a0)

20094 028 233,
20094 028 233,
20094 028 233,

x
Psloggedon
x| 21005 ALR A}
Hqe
9 =

and Settingsﬁcomputerﬁﬁfc;

EM Jaddtadlffe(202c64 7166294046 S  710e2469c 015302391 2830 0235t d4bbaathdbed

..... M [LF 2£EYFHS T LU st Vel
..... DP EET} A3 Win32 Account Information
""" E EE%E?&Q@E ES =
""" =t =+ =]
----- [ 23 NS Eu A8 || 25 MDS5
----- 2 ME B O || =E
----- [ ASATABE |
oS SR EE -
..... 2= HE Log Time

044 2982 245
044 2982 245
044 2982 235

adll aned 10+

LDFS
-Win APl 0| &

LOLP

K2

[

SHAT

Message .
QIES 2 A M HE 8 2HE

QIHu 2 A28 M0 BE E AT

QIS 2 AS 2N D & PASSWORD EHE 3 22 w
NICILE Ol A =370 IR AAa0oWhHDon THH AT LTEER




USER INFORMATION - AFEXPEH — w, finger —-Imsp, who -r
1HP-Ux | 2 HP-UX | 3 Ubuntu

up 6:06, 4 users, load average: 0.00, 0.P0, 0.00
tty login@ idle JCPU PCPU what
console 8:02pm 2:47 -5h

proneer pts/0 8:14pm 5:48 -
proneer pts/1 11:21pm W
root pts/2 10:03pm 10 -sh
# finger -lmsp

Login name: root

Directory: / Shell: /sbin/sh
On since Mar 25 20:02:12 on console from rxZ2600

2 hours 49 minutes Idle Time

Mew mail received 5at Jan 31 16:26:51 2009;

unread since Thu Mar 26 00:54:57 2009

Login name: proneer

Directory: /home/proneer Shell: /sbin/sh
On since Mar 25 20:14:38 on pts/0 from 163.152.165.111
5 hours 49 minutes Idle Time

No unread mail




« Di BEO{(Windows) - LtE|M 719 E =0l 7t5
« Unix

e ioscan —fC disk

o C|AMER - (cat /proc/diskstats)

« ME[MHEE — (cat /proc/partitions)
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D:Wloolstcode>di

File System Path Free Space

31.38 GB
8.808




ClASLIEIM B

RUN.-

A B EE

508

LDFS

[®) 20090202

=ZHH BE
7|2 HEEH
o Z0 T2y
o Z0 M|~
iz AZEYH
2R SIEMT

HESZ A=

ct2E HOIE

ARP HIOIS

TCP 2HH

UDP ZEH

TCP ZERHHEE Z2H -
UDP Z=EZ} HEE T2 M~
MEUESI ME ZENETVI
22 =& A 2 E(NETSHARE)
EHE ME ZU AMETR FE(NETS
4 AME S0 MFINETFILE)

AR MEED 21 AHA(MET] g

HEZRE HE
ASZ2]H
H2E2 =M
M & ME 1E
QIEHS AEERE
MHSD IDPassword(Protected 5
M HiProtected Starage)

it [»]

Ready

[l

B LDFS - [20090202]

oEE 2w Fw Zs2H
- WHugll TRl [
A4 5P
RUN.~ REGP™ METY PAGE DUME
[%J 20090202

|

=13 U

HEREERREA

.....

AR EE

R AMER EE

=THH EE
TS HEEA
o Z0l Ty
a2y S MH A~
HAE ~ZEYH
A7E SHERH
Ef3 EH
HESI 3=
ci2E HOIE
ARP HIOIE
TCP 2HH
UDP 2EH
TCP ZER HEE Z2i
UDP ZEF HIE ZE 4 A
2E UEHI A&H ENETY
28 S5 Ak E2INETESHARE)
A AFE EQ AEMN ERINETS
HE ALE E9 MFMETFILE)
AL AFEED TS AFRIMET

E2ZE HE
Az Z=H
2 2 =ZM
IEH 2SS MEDE

DIE{Y ID/Passward(Protected 5
24 H{Protected Storage)

B P 25

A2 E&H 25
Basic Information
1P Configuration
Disk Information
B Partition Information
3 PhysicalDrived
B o0

Partition Type

Bootable

Partition Length

Partition Mumber

Physical Mumber

Partition Type
Bootable
Partition Length
Partition Mumber
Physical Number
PhysicalDrivel
PhysicalDrive2
PhysicalDrive3
Logged-on Account Information
Win32 Account Information

MNTFS

YES
81GE=85096273Byte
1

i}

MTFS

MO
151GB=155099727Byte
2

0

i B

Ready

D5

23 B M  9c36d8adHaccB0834743556cfd?dce  2oadfl 76h0449b 623 423b46fc Je 66565dGe 535

Log Time

20094 023 298,
20094 028 298,
20094 023 239,
035 2gd 232

054 428 28&
054 428 7%
054 428 26X
B 428 212

R BE R
ATrrry &
El ] ] s
IR ET =]

JHono0gog

£ 5 Eodon

SHAT

SRS
S8 LF m
EERS e
EE AR




SYSTEM INFORMATION - XM Z&%&X| - ioscan —fC disk

1HP-U= | 2 HP-UX | 3 Ubuntu
# loscan -TC disk
H/W Path Driver 5/W State  H/W Type Description

CLAIMED DEVICE TEAC DV-28E-N
disk ' sdisk CLAIMED DEVICE SEAGATE 5T373405LC
disk 2 0/1/1/6.1.60 sdisk CLAIMED DEVICE SEAGATE 5T373405LC
#

-f : full listing

-C class : Restrict the output listing to those devices belonging to the specified

class




. T2MNA MEED H D 2EM8H0] &= DLL
. A2 50| O| 0| R=X| BE, ot 2 Z2M|A0| XA ZZ2A|A0

| w /&4

H
2|0 Z2 M FEME F2010 AT Z2MA X 5

2/72

CPU Usage: 2%  Commit Charge: 29,76% Processes: 82

15

root

- 2 A 22| KR (Wind P Expl Wind top(Uni
o o L H INAOWS), Frocess explorer(vwinaows), top(unix
' Process Explorer - Sysinternals: www.sysinternals.com
File Options  Wiew Process Find Handle Help 610 Thu Mar 26 01:42:45
H o= By & 8de ad : ), 0.0
Procass FID| C. Description Company Name 111 sleeping, 18 running
= J explorer.exe 2872 Windows Explorer Microsoft Corporation
] seasp.exe 3528 AhnLab Comman Architecture Ahnlab, Inc, e "N o eve
e e e Ine. SYS IDLE BLOCK SWAIT INTR  SSYS
41 RTHDCPL exe 3872 Realtek HD Audio Contral Panel Realtek Semiconductar Corp, 5 g 5 0.0% 4]
[ Groovshianitor.exs 3324 GroaveManitor Utility Micrasoft Corporation
[ 4crotray.exe 2220 AcroTray 4dobe Systems Inc, . i
[ rundiizz,sxe 308 RUR & DLL &% an App Micrasot Carporation virtual, 991992K free
&) ¥olPanelexe 880 volPanel,exe Creative Technology Ltd
[T STHELPER.EXE 39z CtHelper Application Creative Technology Ltd Y o ) ’
CTXFIHLP,EXE 401z CTxfiHlp MFC Application Creative Technology Ltd TIME "WCF u COMMAND
Scheduler.exe 1420 Scheduler Application SIGMACOM Co,Ltd root 1984K run 1
-4 -~ .
3p SMManager.exe 2088 SHPlayer Trayloon Application SIGMACOM Co, Ltd root 76 run
|Jrundiizzexe 2156 Run & DLL as an App Microsoft Corparation ~ a
S AiNapexe 3608 root run
[ etimen.exe 2332 CTF Loader Microsoft Corparation root < orun
QLclock,exe 1880 LClock Application oot A
[FMMEBghonitor.exe 2300 Nero Home Nero 4G roo run
[ root run
»/CTCMSGo,exe 976 Creative MediaSource Gol Creative Technology Ltd root ¢ run
= ﬂg) SetPointexe 2616 Logitech SetPoint Event Manager (UNICODE)  Logitech, Inc. N _
IKHALMNP R exe 2744 Logitech KHAL Main Process Logitech, Inc, root run
23t Powerblate exe 1948 Powerkate 2.0 Griffin Technolagy root run
[ windowsSearch,exe 2808 windows Search System Tray Microsoft Corporation - . -
0c L e
[i7s ONENOTEM,EXE 3360 Microsaft Office OneMate Quick Launcher Micresaft Carporation root ?“‘?Fjp e
L DriveXpertexe 1588 Drive Xpert Valume Manager Silicon Image, Inc, root init
ldgsies 8l root vhand
[l WINWORDEXE 2696 1 Microsoft Office Word Microsoft Corporation —
0
Type Name -
Deskiop whefault root
Directory #windows root nfsktcpd
Directory #EaseNamedObjects N y
Directary #nownDlls root Tvmkd
Event #BaseNamedObjectstusereny: User Frofile setup event - .
Event “#BassNamedObjects#mixercallback root Lvmkd

Tvmkd



ZE2MA AB -GUI 4 EF
== === W === O == N s == Se— ]

* Process Explorer(Active)-Systinternals

= Process Explorer - Sysinternals: www.sysinternals.com E]@
File Options Mew Process Find Handle Help
CIEE R Y
Process RPID| C, | Description Company Name i
= J explorer,exe 2872 Windows Explarer Microzoft Corporation
Macasp.exe 3525 AhnLab Common Architecture AhnLab, Inc,
Ahnz0 exe 4064 AhnsD AhnLab, Inc,
g1 RTHDCPL exe 3872 Realtek HD Audio Control Panel Realtek Semiconductor Corp,
EGrnoveMonitor.exe 3524 Groovehanitar LHility Microzoft Carporation
Acrotray, exe 2220 AcroTray Adobe Systems Inc,
rundll32 exe 305 Run a DLL as an App Microsoft Caorparation
:_':: “olPanel exe EEBO YolPanel exe Creative Technology Lid
ECTHELPEH.EXE 35812 CiHelper Application Creative Technalogy Lid
CTxFIHLP EXE 4012 CTxfiHlp MFC Application Creative Technaology Ltd
Scheduler,exe 1420 scheduler Application SIGMACOM Ca, Ltd
{ 'SMManager,exe 2088 SMPlayer Traylcon Application SIGMACOM Co, Ltd
‘_]rundIISZ.exe 2156 Run a DLL as an App Microzoft Carporation -
§ AiNap,exe 3808
# ctfmaon, exe 2332 CTF Loader Microzoft Carparation
LClock,exe 1980 LZlock Application
ENMBQMDI‘IHDI’.BXB 2300 Nera Home Nera AG
ECTCMSGD,exe 976 Creative MediaSource Gaol Creative Technology Lid
= I&l SetPointexe ZE1E Logitech SetPoint Event Manager {UNICODE} Logitech, Inc,
EKHALMNPH.exe 2744 Logitech KHAL kain Process Logitech, Inc,
434 Pawerkate, exe 1845 Powerkdate 2,0 Griffin Technology
,‘ WindowsSearch exe 2805 Windows Search System Tray Microsoft Carporation
E:ONENOTEM,EXE 3360 KMicrosoft Office OneMote Guick Launcher Microsoft Corporation
&Drive)(pert.exe 1588 Drive Xpert YWalume Manager Silicon Image, Inc,
br‘AiSuite.exe 16
[ WINWORD,EXE 25896 1 Microsoft Office Ward WMicrozoft Corporation [V
Type » Name [A
Desktop Whefault
Directary WNindows
Directary WhaszeNamedObjects
Directory WrnownDlls
Event WhaseNamedObjects®Wusereny: User Profile setup event
Event WhaseNamedObjects¥Wmixercallback a
CPU Usage: 2%  Commit Charge: 29, 76%  PFrocesses: 82
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LDFS -

I Proce=ss Information

- Hprénaps.exe(7728)
-~ ALUpdate.exe(5572)
-~ Melon.exe(5232)
- Acrobat.exe(5244)
AdobeUpdater.exe(7348)
- Plus3.exe(6316)
- AYAgent.aye(1296)
-~ MateOnMain.exe(3924)
- conime.exe(5644)
- ICNotify.exe(2484)
-~ ICAgent30.exe(2476)
- explnrer exe(1332)
- LDOFS.exe(5428)
- cmid.exe(3900)
-~ iexplore.exe(4164)
- POWERPMT.EXE(3564)
- OUTLOOK.EXE(7068)
-~ PowerMate.exe(5704)
- QNENOTEM.E}(E(SED]
OMENOTE.EXE(2876)
-~ WindowsSearch.exe(996)
- SetPoint.exe(256)
KHALMMNPR.exe(1376)
- GoogleUpdate.exe(3160)
-~ LClock.exe(3240)
-~ MMBgMonitor.exe(3216)
- ctfmon.exe(3196)
-~ MSASCui.exe(3148)
-~ AhnSD.exe(32140)
-~ ACASP.exe(3028)
- sttray.exe(2988)
- rundl32.exe(2916)
El- smss.exe(756)
El- winlogon.exe(868)
i~ lsass.exe(924)
El- services. exe(912J

CRn

i
LU

e

fEToe

i R (. S—rA E 22
H - GUI 3 2 &4

ad S0l

Ead

AI'6H§OI_|

— ~1 7/
- ICService.exe(804)
- AhnSDsv.exe(560)

- ACAIS.exe(548)
- ACAEGMagr.exe(528)
E- ACAAS.exe(516)

(v

ol T2 YA

= 0f(Static)

nateonmain.exe
HNateOn Messenger
Run a FREE registry scan on your PC

Security rating

o nateonmain.exe description

nateonmain.exe is a MateOn Messenger'r from SK Communications'r belonging to
SK Communications MateOn'r

Description

Click to run a free scan for nateonmain.exe related errors.

me_m oW o a L..a o _ AL i Ee o _mi__ L. L _E_._._

<]

Returned 1 results

© NateOn Messenger

GOLD CERTIFIED

Fartner

Process Basic Information

Process Full Path : C:¥Program FilesWwNATEONWBINWNATEONMaIN. exe
Process Owner : WHDFRC-2WLuke369x2

Creation Time : 20094 2& 182 9Al 78 28X

Parent Process : M/A

Process H &

TCP Listening Inforrmation UDP Listening Information
Local Address : 127.0.0.1
Local Port : 1373

Remote Address @ *.*
Remote Port @ *.*

Local Address : 163.152.165.116
Local Port @ 3707

Remote Address : 133.50.100.243
Remote Port : 5004

Local Address : 163.152.165.116
Local Port @ 2136

Remote Address : 211.234.240.216
Remote Port : 5004

Local A
Local P
Remot:
Remot

g2l ZE

Local Al

TCP

Remote ROOress T ono.o.wr
Remote Port : O

[




W 22N 22 Win32 eProcess 47|

¢
|
!

XAl (eProcess) ==

of §E7F Bt =X

C:Documents and SettingsYradministratorHHER SHBIEMNETELUE- 1023 MB ZE5
B i
Mo, Type Status FID PPID Process Create Time i
00000000 Process 920 B80 WMUpgradeHelper 20109 038 242 054 302 01E
00000001 Process 0 0 Idle Unknown
00000002 Process 1156 620 svchost.exe 20109 038 24 05 2982 35
00000003 Process 1288 /30 spoalsy,Bxe 20109 033 242 05 292 35
00000004 Process 1356 1580  crid.exe 20109 033 242 05 358 12
00000005 Process Q95 A20 swchost.exe 20109 038 242 054 202 35%
00000006 Process 1060 388 Miranda.exe 20109 033 248 05M 378 13
00000007 Process 1764 1580  WhwareTray.exe 20109 038 248 05M 298 42 |
00000002 Process 200 1580 crmd.exe 2010'—=I 038 24Y 05M BE 4% |5
jmm T, o jmp ) : =} =4 UJ.U._ Udm
00000010 Process -Hidden-- 2012 1740  wanguish.exe 20109 033 242 054 D42 47 =
L1 FIOlE = oy EApIESSaET ”_l:.‘. L ) uam [ | =l -JJ_-_
00000012 Process 1372 1580  DiFront.exe 20109 033 242 05M 492 46
00000013 Process 280 B80 MNsavsye.npc 20109 038 242 054 298 53%
00000014 Process 520 g0 yrtoolsd. exe 201049 038 242 05A 302 00
00000015 Process 328 a20 NSYMOr.Apc 20109 038 242 05 292 53
00000016 Process 630 636 SErVICEs. exne 20109 033 242 05 292 34
00000017 Process 1096 1372 mdd_1.3.exe 20104 038 242 054 492 55%
00000018 Process 564 4 SITIES B 20109 038 24 054 292 33%
00000019 Process 612 S64 C5F55, B4 20109 038 24 054 292 345
00000020 Process 636 Shd winlogon, exe 20109 038 24 05M 298 34 %
00000021 Process 1404 1372 mdd_1.2.exe 201049 038 242 05 M SOE 25%
00000022 Process 296 620 swchost.exe 20109 033 242 05 292 35
00000023 Process 1740 1580 cmd.exe 20104 038 242 054 S42 252
00000024 Process 1808 1580 msmsgs.exe 20104 038 242 054 208 425
00000025 Process 1800 1580  ctfmon.exe 20109 033 242 05M 2908 42
[DD]DDDD26 Process 1580 1520  exnlorer.exe 201|DH 038 24 0sM 298 42_[7'5 ]["]
< >

[}
=

[FI

& 27

eProcess 24

v 2 Sk HE

— ——
Rl B

] L Sy | pr— =1
e ———— | —
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o] Bl-A4 @& :% = Z| vl E A _'_']':: ol = A 1=
24 dlelg £33 9 4 -U|EfI AL
CEE ST YEYD A U AISYEE HZOR H{OI7| T Y
. oY 04725_' IP =40 LE SO0f ot 4, HE JEfQ} Z2 A2 &
AA ZEE 201510] 3{7tk[X]| 2 A8 EEE THE

= )
« =% netstat, netbios (Windows), Fport (Windows), netstat -an

B C:WWINDOWSWsystem3Z2Womd. exe

K:%#[Tools I#[ForensicTools I#0pen Forensic ToolsWFoundstone ForensicloolsWportWFport-2.8
FPort v2.8 — TCP/IP Process to Port Mapper
Copyright 2880 by Foundstone,. Inc.
http:=//wuww.foundstone .com
Pid Process Port Proto Path
1296 —-» 13% TGP
] Syztem -> 139 TCP Net
B System —» 445 TCP 1HP-UX | 2 HP-UX | 3 Ubuntu
1288 rapimge —» 798 TGP C-HWPROGRA™IWMI 3AA1L ~1trapimg # netstat -an
- bl ol 2 e LLE Active Internet connections (including servers)
3328 BatervApp —-» 1848 TCP C:WProgram FilesWBaterylBat g idviiat-tetmRT-1 0 B B I T 1 R Ve [« [=T-11 Foreign Address
3328 BatervyApp -» 1857 TCP C:WProgram FilesWBaterylWBat efss 0 *
BUSLEm = 11’8 I1.r
System —-» 1185 TICP

Fport (Windows)

.119.22
.119.22

-165
2.165

stat (Unix)

(state)
LISTEN
LISTEN
LISTEN
LISTEN
LISTEN
LISTEN
LISTEN
LISTEN
LISTEN
LISTEN
LISTEN
LISTEN
LISTEN
LISTEN
LISTEN
LISTEN
LISTEN
LISTEN
LISTEN
LISTEN
LISTEN
LISTEN
ESTABLISHED
ESTABLISHED
| TSTFN

Vo




e

D:WTools¥Wcode>netstat —anc

Active Connections

Proto al Address
TCP .8.8:135
TCP .8.8:445
.8.
8.

o
@

ICP 8:5004

TCP .0.0.0:60084

ICP .8.8.1:1835

TCP .152.146.233:139

ICP .152.146.233:10841
TCP .152.146.233:1858
ICP .152.146.233:1842
uDP .0.8.8:445

UDP a. .8:5008

uDP .0.8.08:1825

uDP . .8:1831

uDP .0.8.8:1063

UDP . .8:4500

- :8

.46 111.65:1863
.234.239.138:5084
-69.247.1:88

N O

[\ ]
N0

* netstat —ano
calRE AZ,
o:Process ID
. BE HEYA A Hr 8S

NP2 HA|

B LoFS An - [20090202]

Eile Wiew Window Help

‘ MF:‘a EB' PE/' ME HE :‘;é

netstat —ano

State
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
ESTABLISHED
ESTABLISHED
CLOSE_UAIT

LDFS

. -Win API 0|8

[%) 20090202

S03 MEAI AFETHD = 22 AHE SElTep ZE EHE ct2E HOE 22

ZH P =23 EE HAR P &7 ZE

163,152, 165,116 139 0,000 1]

ITh3 Th2 TER, TTE ZT3E P I e s L g =

163, 152 165, 116 3707 135,50, 1002435004

127,001 1025 0,000 a

0000 136 0,000 a

00,00 445 0,000 a

0000 5004 0,000 a

0000 G004 0,000 a

0,000 3080 0,000 1}

0000 9563 0,000 a

0000 51103 [IRIRIRI] a

Blolk 2=




=g YEST FTES ZZANA A

C:Whocuments and SettingsWluke369x2>"H:WITools I#[ForensicTools IWLive ForensicsWF
port—2 . AW Fport _exe'’

FPort v2.8 — TCP/IP Process to Port Mapper

Copyright 2088 by Foundstone,. Inc. fport

thttp: /7w _foundstone.com
Process Proto Path
b ICP
System ' d TGP
System - TCP
EX M TEQOTIE TEMA MY -> TCP
a I
Sl G — |- Ho = = 1|_ &) NATEOMMain - TCP  C:WProgram FilesWNATEONWBINWHATEONMain .exe
— — Melon -> TCP C:WProgram FilestMelOn PlayertMelon.exe
L = =
e 9—|AI:! 7|-t iikllﬁjr iEE OE:‘_I__' E-Ilol E'IE 3Y NATEUNMa1n -2 d/H, H CiWFrogram FilesWNATEONWHEINWNALEONMALN .exe
. NATEOHMain C:WProgram FilestNATEONWBINWHATEONMMain.exe
—7|<—_T|_ lel'ttl'g Qll'Ac-)l _—T"_E 9_|A|:I NATFNNMain H CeWPpoaram FilecWNATEOINBRTNUNATFANMA in_eve
suchost C:HHITNDOWSHsystem32suchost .exe
P3IMELO™1 C W INDOWSWs ystem3 2WPIMELO™] _EXE
MEProx C:WProgram FilesiihnLabt3I182807HHESProxy.ah
20090202]
Fie View Window Help x
’ MF.{T \"EB Proc/ ME; RE-_G
Eﬁzomozoz LDFS
=013 UDP S2 TEQIHEIEI T2 YA HE | TP B2 ZEDIHAL EEMI&EEL —W|n APl Ol-g-
EHIP 2EH ZE HIX P 2, IZZHAD0E FID Z2H
e Fport 0.0,00 135 0.0.00 0 N/A 172 N/A
0,000 445 0,000 1] M8 4 /8
AFOIA R SHe 7Y HiHo a0 M wa @ WEwense % Cpeem ARG o
—_ —_— RIREN RIREN ain, exe v rogram riles ain, exe
+ Foundstone A0 A XS 3= S70 HEQ| 0000 3080 0000 0 svchostexe 1104 CoWINDOWSHsystem3zieychost, exe
0.00.0 56E 0.0.0.0 0 PIMELO~1.EXE  EBIE C:WINDOWSY sy stern 32WP IMELO~1 EXE
H 24 O-I 00,00 51103 0,000 1] MEProxy, ahn 536 C WF‘rogram Files ahnLabW 35200 M EProxy, ahn
o o 177001 10075 N000 1] WPy 2R
1h3, 15, TRS, 116 133 [INIRIN] 1) [ 8 4
163,152,165, 116 2136 211,234, 240,216 5004 MATEOMMain, exe 3924 C:WProgram Files#hATEQMNWEINSNATEOMNMain, exe
163,152,165, 116 3707 133,50,100,243  HOO4 MATEOMMain,exe 3924 C:wProgram FilesWNATEONWEBIN®NATEONMaIn, exe
Feady
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Open Files

« 2|F 0| A
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70
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T

i

fall)
hill

K

P
oll

oF
Mo

e net file :

« psfile : sysinternal ALOJl A |

 openfiles :




« openfiles
- T oY AL

WWINDOWSW ssystem32Wcemd. exe

Microsoft Windows XP [Version 5.1.26601]
(C> Copyright 1985-2881 Microsoft Corp.

C:WDocuments and SettingsYcomputerdopenfiles

BROMPTON i A C:tkwon
BROMPTON Windows C:Wkuwonttl]| ¢

C:WDocuments and SettingsYcomputer>

« psfile

- Ao IS oY Y

| =
I

e C:WWINDOWSWsystem32Wemd. exe

C:WDocuments and SettingsHcomputer>"C:#Documents and Settingstcomputerttt
WToolstToolstPsToolstipsfile.exe"

psfile v1.082 - psfile
Copyright 72001 Mark Russinovich
Sysinternals

Files opened remotely on KIS:

[221 C:%kwon

User:  BROMPTON

Locks: @

Access: Read

ppt

User:  BROMPTON

Locks: @

Access: Read

C:fDocuments and Settingslcomputer>
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ALBAIZE @HOZ ABYID Sk B At FE S
ST R G2 9l RtE > HE 9

» nbtstat —c (c : Cached NetBIOS Name Table)
< IP HEYI0| HAE & HKYMK|Q| AlZH 52| HH ZAt

C:WDocuments and Settingstfcomputer>nbhtstat —c

[163.152.146.2031 Scope Id: [1]
NetBIOS Remote Cache Name Table

Name Type Host Address Life [sec]l

163.152.146.233<26> UNIQUE 163.152.146 .233 295
DONCOM <28> UNIQUE 163.152.146.194 422

C:WDocuments and Settingstcomputer>







o« ANAE!I MBS HAZ EIAT GHOF 6tE2 2 CLI(Command
Line Interface)2 AIESS A&

© NAE 20| 20|22 8 IO BASD Ye £
S AS, D10 JbSE IHRIOIA ARE S HE

e ——
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- C|A3 0|0IA &b (Disk Imaging Hardware)

~ CtHzoZ EX CIATE MASH 2= Ol Ima| Al AtH|

- L2235 AFHO| 25X E1 CE otEL AT AM=s dd

— LogiCube Talon, Dossier
— ICS ImageMasster Solo 3 & 4 &

Logicube Talon Logicube Dossier ICS Image Masster  ICS Image Masster
Solo3 Solo4

e ——
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(AFR 270 77EX] A
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« EnCase
— Guidance Software O| Al 7ot MAOA 7t 2] A0|= a4 S/wW
- JgfE O._|E11_l1|0|ﬁ HIE S = C|A3 O|0|Y, C|A3 E2fRY 7|5 M
- 574 02|27| & 4ol dM/EM Vs S

- Y=L, Palm OSS2

AL

=ciZ 1 RAID &4 X[ &

ESS EnCase Forensic Training

File Edit Miew Tools Help
S Mew 5 Open gl Save = Print e Add Device ‘X Search [@d 7= n ase V . 1
:lB Casesl [A|File Types %] Hash Sets % :l TaHel =|Report |1-]Gallery = Timeline [ Disk “i% Code
=3 Home |:& Enl:nesl [TlBockmarks 4 » Mame VH:]:h Flle |H
=
[%= Home| st=File Extents & Perm4 ¥ ([0 1 | cescC
= &&= Entries -~ = C=h SExtend
B 6 g C 3 |EhskRmMetadata
B[] Iy SExtend = - Iy $Tacf
== &} SRECYCLE.BEIM N= z =) eTxAoa
ATI y
== S O = 1 eTops
EH®I) Boot
IE=y Config.Msi = 7 [ sTops-sT
EHERFTIC=) Documents and Settings ] bl [ sTxfLog.bif bif
[iE All Users = ] [1 $TxfLogContainer0000000000000000000 1
[ Default User (| 10 [1 $TxfLogContainer00000000000000000002
[IC) LocalService (e 11 3¢ srRepair
B Luke369x2 | 12 [ $repair-sConfig
I Application Data (=] 13 [ &Txf-sTxF_DATA
LI Cookies O 12 | Dy souot=
[1I=) Eurekalog
= - e = e 3 sQuota-sQ
=) Favorites
ES) Local Settings — 15 [ squota-so
[1IES) My Documents = 17 3 sobjid e
[1Ic=h MetHood o | ) [ | =]
§ =] Text |4 t;J Doc ﬁ Transcript EE ricture [&F] Report [ conscle @ Cetails =# Output [ Lock B C El*)ﬁ EnScri:)tl klgHits I Filters [EEca»
ooo3a o0 00 01 00 00 00 00 10 00 00 01 00 00 00 10 00 00 00 18 OZ =—“f# EnScript
azzoao 00 0z 00 00 00 00 00 00 1% 00 00 00 00 00 01 00 &0 00 4E a0 ===t
04400 00 o0 OB 00 00 00 00 00 OB 00 D4 CB F7 FB EE ZF C3 01 D4 CB 3
OEEFT FE 2F C2 01 D4 CB F7 FB EE 2F C2 01 D4 CB F7 FB EE ZF C2 01 Forensic
08800 00 00 00 00 00 00 00 00 00 00 00 00 00 OO0 00 2Z& 00 00 20 00 00 Include
11000 00 06 03 24 00 4F 00 &2 00 &€& 00 4% 00 &4 00 00 00 15 00 00 0O Main
13200 00 01 00 &0 00 4E 00 00 00 00 00 OB OO0 OO0 00 OO0 OO0 OB 00 D4 CB
1caw 2F ~5 N1 N4 CB FT FR ST 2E 09 N1 DA CR T TR ST SE oo a1
IC) Case 1WCW$E}(tEnd (PS 6291478 LS 6291473 CL 78656434 S0 283 FO 0O LE 1) I.Euirir‘lg C 1:28:00
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3l N i1z NEPCSICOAS Sl =
@ =0E A AN B2 FUSJVIPCHENIAD1 00 ol =
= =0 88 55, kB —-— =
5y 2z Eég JFEPC-SHELC|A31,E03
oF =y E 03 42
JIEE #H & 655,342KB
& CaseData N emiz-EASJHEPCHIEDIAT1EM L2l
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S =e2h 55, 0B
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EnCase Forensic Training

N

Q!
(—‘rl
\ “

o

L <
LS

Y New (5 Open < Print

"-E Entries E[jBookmarks

Q, search Hits =3 Recordd
@-;1,3 Secure Storage =% Key

L@ Cases

fE vent] &l e Bainooc Y

Mame
Case-Test-H1

b Table iﬁ‘.eport ”’ESCode

Case Options

Examiner Mame
=T
ao T

Default Export Folder
C:'WProgram Files WERCases WExport

Temporary Folder
C:'WProgram Files WERCases W Temp

Index Folder
C:'WProgram Files WERCases Windex

i New [ open 2 save Shpr

| |
ht Eﬁdd Device ‘-)ISearch
e —

X | cases
@ Home m Bookmarks 'h-k Search

Q Devices @-Ll,a Secure Storage

HleFile Extents b Permissions [71Refer

¥ Hash Properties

LoObe Entries

* Table @Report |£‘:|Galler\-I Ej'l’lmeline "‘BCode

In Fi
Report

Records

MName Filter

= Keywords

A Th2O M DA 3=7F

(=] Text| &Hex |iDoc %) Transaipt [

EReport [z console @ o output [] Lock [] Codepage 14 P
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Choose Devices

é—DEH Devices Label Access Sectors Size Prc;:r:]ess Write _ Read _F‘ars_e
L CRAIES Local Drives
M1 WinXP(WD320B) Windows 206,483,331 93.5G6 0 . .
|_ S E céL L El [ 2 DataVol(WD320A) Windows 625,137,281 298.1GB 0 . .
T [l 3 Down{wD3208) Windows 413,637,834 199.6GE 0 ] ]
catole M el <j
] 4 HLOT-ST ASPI 356,880 &97MB 0 N M
] 5 Backup{BCS500) Windows 351,277,226 167.5GB 0 ] ]
e g '
7 '|. Preview Devices
18 g : Process Write Read Parse
|:| a\ Name Label Access Sectors Size D Bl File System _Link Fles
1 agC WinXP{W... Windows 206,483,381 98.5G8 0 . o
4

Parsing MFT

 p— —

ﬁ
IS




File Edit Wiew Tools Help

u_-']New Lijen H Save = Print "= Add Device %Search

EnCase Forensic Training

ﬂCases » Table EReport E‘]Galler},uI }j‘i'l’lmeline DDisk v’\[8[:0de
3 Home [Ionokmarks 4, Search Hits %3 Records QDevices Mame Filter In i glft T':::e Catlleorv Signat ~
@-;PSemre Storage 7 Keywords [ 1 [C)DFRC-116
ofaFile Extents & Permissions [T1References ¥ Hash Properties ||[[] 2 () evidenceBag
BoOC) Luke383x1 P B o
—CIC) -zenmap [ 4 [ IH ZHEm e
-0 Application Data [ 5 [ Helix2009R 1iso is0
OIS Cookies [ 6 [3 Helix2009R Liso-Zo... Ide... 3
I Eurekalog IO 7 =8 [Luke® =20, Ink  Link VWindows
GO Favorites . O 8 = ZEE 22k ik Lk Windows
IEC tC, _
Egg IEHZZE;: = O g [ 100326_(82A0OF.. hwp
B =2 EHHO i indow
B-DIE) Local Settings | O 10 &8 32 A T2 HE.. Imk  Link Windows
& DL NetHood C0 1 D aYEE_ A hup
[IES) PrintHood [ 12 =3 Total Commander.Ink Ik Link Windows B
CIES) PrivaclE [ 13 [ A -Helix2009R1... 50
-DIES) Recent O] 14 [} AMR -Helix2005R 1., Ide...
—CIC SendTo [J 15 [ Encase_LinEn{Helix... is0
e ] TemFIates ] 16 [ Corpora.one one
E-OOCD Tracing [ 17 =3 Google 2 2.Ink Ink  Link Windows
UserData
B0 User = [ 18 [ ADRIANE-KNOPPIX... iso
w-o00 HIE S _
Bors AR HS [ 19 [ ADRIANE-KNOPPIX... Ide...
§-00](E) NetworkService Ellzo == QOO|K amcl==... Ink  Link Windows -
- || 4 4k »
e T o | el ]
=] Text| dHex L +il Doc ﬁ Transcript 52| =|Report ] Cansale T3 = Output [ Lock [] Codepage [] 0/220562 ”ﬁEnSm'pt Q@Hits T Filters [ Condition:4 ¥
=~
00afi]- e = = Y EyrrraTe e Joen s sy oo O EIZOE g KIE0E g HIZOE - RIZOE e v e " é_J[g EnScript
1oge==c--e BrdrErarrerrerrerrrnreney |c| = Examples
B =) Forensic
[ Include
Main
b

Case-Test-01WCWDocuments and SettingsWLuke 369x 1WHHIEN 2T WDFRC-116 (PS 6352302 LS 6352302 CL 794037 S0 296 FOO LE 1)




EnCase Forensic Training

File Edit Wiew Tools Help

u__'}New [j[)pen E Save = Print e Add Device \)@Search

¥ Close E'EAcquire

@-P Secure Storage ¥ Keywords

=DM

SO e
—.EE =¥ Export...
E;gg ¥ Close... Delete
Sy Sl Copy/UrErase. ..
o Copy Falders...
o [T] Bookmark Datz... ctrlB
% Bookmark Folder Structure
o B TagRecord(s)
. Activate Single Files. ..
| o Create Hash Set...
o Recover Folders...
B
_.
N EGLOME, .,
=Ny Hash...
=B Scan Disk Configuration
= Scan for LVM
Tl @
ooaff-- -
EUT """ 3 Modify time zone settings. ..
. A
AZE e enan Mount as Network Share...
Rename F2
Expand/Contract Space
Case-Test-0 Expand Al

1 Al

E} Home m Bookmarks ‘-)‘ Search Hits EQE Records Q Devices
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