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HAEE EQt ( Computer Security )

OSI EQtL =X ( Security Architecture For OSI )
Hot &2 ( Security Attack )

Hot §|Z{L|E ( Security Mechanism )

H O MH|A ( Security Service )

HELI 2o 2 ( Network Security Model )
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Key Security Concepts
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« OSI| EQtL X ( Security Architecture For OSI )

OSI ( Open System Interconnection )
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228 ZH ( Passive Attack )
- MAHCOZRERE HHEHE 5, AI8SIE e AR, ALY Kol S MK X &3

. EX|7}ojz{2oz owo] 2X

Ex) HA|X| L& ZF ( Release Of Message Contents ), E2f{ & M ( Traffic Analysis )

HMI™ ZA (Active Attack )
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- 2AHTH X 271s (EE21H E371 ER)
- B, mfsl 47t 58
- Ex) & & ( Masquerade ), ;IS ( Replay ), HAX|] =7 ( Modification Of Messages ), A|H|A A& ( Denial Of

Service ) 8



Passive Attacks

Darth read contents of
message from Bob
to Alice

Internet or
other comms facility

Alice



Active Attacks

Darth Capture message from
Bob to Alice; later
replay message to Alice

Internet or
other comms facility




Hek HALIZ

- HOF AL ZF

- EH HoHAHLEF, Yt Bot H|7{L|E 2B & &7

- EH BHQ HHL|E (Specific Security Mechanisms)
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- 233} (Encipherment)
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» OIO|E{E %s3l, 2ot 4 Qs ¥ ¥Ia

rir
o

. BREY} OB HALUS
»  CIX[E MEEHAl 22[F), HAX| ASMHAX 15 2E) S0 AHE
- CIX|¥ MY (Digital Signature)
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Hek HALIZ

EH Hot HFHL|E (Specific Security Mechanisms)
S Co

« T2 Mo (Access Control)
XHalof Mg Aok Hstots CrYet HAHLIS

- 9IF W2 (Authentication Exchange)
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- EzZ|= m{% (Traffic Padding)
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- Z4=Z N0 (Routing Control)
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« &% (Notarization)
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H Ot MH|A ( Security Service )
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- QIF MH|A ( Authentication Service )
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HOot MH|A ( Security Service )

« T™ZH0| AH|A ( Access Control Service )
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HOoF AH|A

H Ot MH|A ( Security Service )

- Rol Zi MH|A ( Non-Repudiation Service )
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« 712/ MH|A ( Availability Service )
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Model for Network Security
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HE$|3 HQt B ( Network Security Model )
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HESI M2 B2 ( Network Access Security )

« Sl# ( Hacker)

« HE HZ A™ (Information Access Threats )

- 58 AEXA 20| =5 Ho|EE ZI2xALt +8s|M O ALEX} Xt FEISHES T

- MH|A 2I® ( Service Threats)
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HFO|2{A ( Virus )
> OO/ SHS I AARE BHSE %4 AZEY, ZRIU0| 7|43

» 4oH EYZ I A2EE EXSE 48 2ZES 0

Y M| 2ot ¥y
AH0|E 7|5 ( Gate Keeper )
» DfAQIE 219 3PHS 0| 8diA ATMEX| 42 AR 24d 2ZEQE BX[SH0] XA

S LE 3 ( Monitoring )

-

> 1XEOE QIZPX| 23 ALSX, O AEEYOIRFE

» 2XHo= HYUX E©XIE flsH A

i
()
OF
3H

B % ELIHY, MYE YEEY S| 457X Hof



Model for Network Access Security

Information System

Computing resources

ﬂppunent (processor, memory, 1/0)
—human (e.g., hacker) ‘q‘-‘.‘“ Data
sty Dl |
{e.g., virus, worm) ~ :'-'.'.:‘ Processes

Access Channel  Gatekeeper | Software

function
Internal security controls




Security 25

wingaws| Kemel fe— OPeraG. Heap | [stack | feneger] [ o€ ] [Formar
Unux ‘ /
[0sx] NITN Buffer
o """‘W
e Sandbox
 Cisco | -
System
s T NS
w 3 “’9":“"“ valization
al 0
System
”;‘“ Fuzzing
Social
Y[ seaurny 1 :
Packet MO
: Reverse
Motue 'xb Engineering
Anacks
Phishing Web Browser
Search ¥ Matware
Engines z
m 3
Applications
Mssal : Forensics
Oracie |
. o Fonce] (o] o] [ o
Mysal | .
Backdoor
m Keytogoing voir Shelis






C IT A|A®] )
APPLICATIONS

SYSTEMS

NETWORKS

ITAIAE 7

=

e |

H 2ot

SYSTEM K0
o G

-~




d O1=2(7h0]d E ot

9

Web Scanner

~ Q —
e =

Web Application 3 :
Firewall Secure Coding Data Security
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