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— HlY =4 gildong@novel.ac.kr
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gl 2Hel2X 0| EAZI= LIS

« Organization = KECA, Inc.

» Organizational Unit = CrossCert Class 1 Consumer
Individual Subscriber CA

« Organizational Unit = Terms of use at
www.crosscert.com/rpa (c)01

» Organizational Unit = Authenticated by CrossCert

* Organizational Unit = Member, VeriSign Trust Network

* Organizational Unit = Persona Not Validated

« Organizational Unit = Digital ID Class 1 — Netscape

« Common Name = Gil Dong Hong

- Email Address = gildong@novel.ac.kr
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MIIESTCCBE6gAWIBAQIQF6tKhH1sFY55TC706CZ91zANBgkahkiGOWOBAQQFADCBS]ETMBEGA1UEChMKSOVDQSwWgSWA5jLIEfMBOGATUECX
MWVmVyaVNpZ24gVHJ1c3QgTmV0d29yazE8BMDoGA 1 UECXxMzVGVybXMgb2YgdXNIIGFOIGh0dHBz0i8vd3d3LmNyb3NzY2VydC5jb20venBhl
ChiKTAXMTwwOgYDVQQDEzNDcm9zcONIcnQgQ2xhc3MgMSBDb25zdW1 IciBJbmRpdmIkdWFsIFN1YnNjemliZXIgQOEWHhcNMDYxMjIOMDA
wMDAWWHhcNMDcwM]lyMjiM1OTUSW]CCAVUxEzARBgNVBAoUCKtFQOEsIEIuYy4xPDAGBgNVBAsUMONyb3NzQ2VydCBDbGFzcyAXIENvbnN1
bWVyIEIuZGI2aWR1YWwgU3Vic2NyaWJIciBDQTEOMDIGA1UECXMrVGVybXMgb2YgdXNIIGFOIHd3dy5jcm9zc2NIcnQuY29tL3JwYSAoYykwM

TEIMCEGA1 UECXxMaQXV0aGVudGljYXRIZCBieSBDcm9zcONIcnQxJzAIBgNVBAsTHk 1 IbWJIciwgVmVyaVNpZ24gVHJ1c3QgTmV0d29yazEeM

BwWGA1UECXMVUGVyc29uYSBOb3QgVmFsaWRhdGVKMSYwJAYDVQQLEx1EaWdpdGFsIEIEIENSYXNzIDEgLSBOZXRzY2FWZTETMBEGA1U

EAXMKVGFISWwgSmVvbjEfMBOGCSaGSIb3DQEJARYQAGIgZWIuQGRadS5hYy5rcjCBnzANBgkahkiGIWOBAQEFAAOBQAWGYKCgYEA4wh

HBeppbO/ZjFmgefxKhKVEKTUSTBWJTUubG+4hnQj67/nV1uTiXNdxrIMoHLXH6+tUY UfT3taCHFx4|0su-+1/gWPakzGVM4RbfkijFIWyasO0GpGw1A
ttLK84Bb8Ix05i72TDsGsQBA/4uhObiClbKskucVbsfs/mhBGD6FXmyMCAWEAAaOCAVQwggFQMAKGAT1UdEWQCMAAwWbgYDVROfBGCwZTBj

0GGgX4ZdaHROcDovL29uc2l0ZWNybC5jcm9zc2NIcnQuY29tL0tFQOFJomNDcm9zcONIcnRDbGFzczFDb25zdW1IckluZGl2aWR1 YWxTdWJz

Y3JpYmVyQOEVTGF0ZXNOQ1JMMIGsBgNVHSAEgaQwgaEwgZ4GC2CGSAGG+EUBBWEBMIGOMCgGCCsGAQUFBwIBFhxodHRwczovlL.3d3
dy527XJpc2Inbisjb20vQ1BTMGIGCCsGAQUFBWICMFYWFRYOVmMVyaVNpZ24s|EluYy4wAwIBARo9VmMVyaVNpZ24ncyBDUFMgaW5jb3JwLiBi
eSByZWZIcmVuY2UgbGlhYid4gbHRKLiAoYyk5NyBWZXJpU2InbjARBglghkgBhvhCAQEEBAMCB4AWEQYKYIZIAYb4RQEGCQQDAQH/MAOGC

SqGSIb3DQEBBAUAA4GBAGIQNr7YFsV0/FLHXrBDbgMIimuZebMvewRHAKnDeuhlogPab+iB/50f2ESGh5tkaPsSLg87Z5Hc5wWEP5U8NISHK
9SIzjfBYSA51KA/2nhB2yo2NCQSE/aY4Xan3Vi37aCPcpEVYVFQbF2{G20prrg5x234gRVgMZ5feAlz7UeAE




2.5 2ISA 2] L=

« S8 AZEFNHE AIE6HH S A2 LHES AAMlS| EAE
=& AL
— X.50901E M BX
. N A oIEA
— LIXIE A-I%'EI Hatol &= 838
. OXE MY 225
— N M SHO ABE ol AtESot=s 12ls
NSWERERES
— AN & SMHOU e CIKIE MY 1 AHAl




Certificate :

DATA :

Version : 3

SerialNumber : 17:ab:4a:84:7d:6¢:15:8e:79:4c:2e:e8:€8:26:7d:23:

Signature Algorithm: md5WithRSAEncryption

Issuer :

O=KECA, Inc., OU=VeriSign Trust Network, OU=Terms of use at https://www.crosscert.com/rpa
(c)01, CN=CrossCert Class 1 Consumer Individual Subscriber CA,

Validity :

notBefore : Dec 24 00:00:00 2006 UTC

notAfter : Feb 22 23:59:59 2007 UTC

Subject :

O=KECA, Inc., OU=CrossCert Class 1 Consumer Individual Subscriber CA, OU=Terms of use at
www.crosscert.com/rpa (c)01, OU=Authenticated by CrossCert, OU=Member, VeriSign Trust
Network, OU=Persona Not Validated, OU=Digital ID Class 1 — Netscape, CN=GilDong Hong,
/Email=gildong@novel.ac.kr

Subject Public Key Info:

Public Key Algorithm: rsaEncryption

RSA Public Key: (1024 bit)

Modulus (1024 bit):



FLHE (2/3)

e3:08:47:05:ea:69:6¢c:ef:d9:8c:59:a0:79:fc:4a:84:a5:44:91:3b:
92:4c:1¢c:09:4e:e6:c6:fb:88:67:42:3e:bb:fe:75:75:b9:38:97:35:
dc:6b:20:ca:07:2d:71:fa:fa:d5:18:51:f4:f7:b5:a0:87:17:1e:08:
3a:cb:be:23:f8:16:3d:a9:33:19:53:38:45:b7:e4:8a:31:65:5b:26:
ac:d0:6a:46:¢c3:50:2d:b4:b2:bc:e0:16:fc:23:1d:39:8b:bd:93:0e:
cl1:ac:40:10:3f:e2:e8:4e:6e:20:88:6¢c:ab:24:b9:c5:5b:b1:fb:3f:
9a:10:46:0f:a1:57:9b:23:

Exponent:

00:01:00:01:

X509v3 extensions:

x509 Basic Constraints:

CA:FALSE

PathLenConstraint:NULL

x509 CRL Distribution Points:

[0] dist—point :

[0] fullName :

[6]
http://onsitecrl.crosscert.com/KECAIncCrossCertClass1ConsumerindividualSubscriberCA/LatestC
RL

x509 Certificate Policies:

policylD = 2.16.840.1.113733.1.7.1 .1



LHE (3/3)

qualifierlD = pkix—id—qt CPSurl

qualifier = https://www.verisign.com/CPS

qualifierlD = pkix—id—qt UserNotice

qualifier :

organization : VeriSign, Inc.

noticeNumbers : 1,

explicitText : VeriSign's CPS incorp. by reference liab. Itd. (c)97 VeriSign
Netscape Cert Type:

SSL client, (0x80)

2.16.840.1.113733.1.6.9:

01:01:ff:

Signature Algorithm: md5WithRSAEncryption
68:90:36:be:d8:16:¢c5:74:fc:52:c7:5e:00:43:6e:03:25:9a:
eb6:5e:6¢:cb:dc:ic1:11:c0:2a:70:de:ba:12:28:80:fa:9b:fa:
20:7f:e7:47:f6:11:21:a1:e6:d9:2a:3e:c4:8b:83:ce:d9:e4:
77:39:c1:61:0f:e5:4f:27:22:c1:ca:f5:29:73:8d:f0:58:48:
0e:75:28:0f:f6:9e:10:76:ca:8d:8d:09:04:84:fd:a6:38:5e:
a9:f7:56:2d:fb:a8:23:dc:a4:45:58:bc:54:1b:17:67:c6:da:
8a:6b:ae:0e:71:db:7e:20:45:58:0c:67:97:de:00:8c:fb:51:
e0:04:



2.6 2ISMe| #E 4 X.509

e X.509
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OIEAM2| 72 X.509 i

NY & IS A
#2222 HE 3
OIS 2 HS 17:ab:4a:84:7d:6¢c:15:8e:79:4¢c:2e:e8:€8:26:7d:23:
CIXE MY 2028 md5WithRSAENcryption
IS Mol el Xt CrossCert Class 1 Consumer Individual Subscriber CA
S JI8 Al Dec 24 00:00:00 2006 UTC
g Jlst &= Feb 22 23:59:59 2008 UTC
S 318 AsAt GilDong Hong, /Email=gildong@novel.ac.kr
S0 21 gels rsaEncryption
=0 2| RSA Public Key: (1024 bit)
Modulus (1024 bit):
€3:08:47:05:ea:69:6¢c:ef:d9:8¢c:59:a0:79:fc:4a:84:a5:44:91:3b: 92:4c:1¢c:09:4e:e6:c6:fb:88:67:42:3e:bb:fe:75:75:b9:
38:97:35:dc:6b:20:ca:07:2d:71:fa:fa:d5:18:51:f4:f7:b5:a20:87:17:1e:08:3a:cb:be:23:f8:16:3d:a29:33:19:53:38:45:b7:
e4:8a:31:65:5b:26:ac:d0:6a:46:¢3:50:2d:b4:b2:bc:e0:16:fc:23:1d:39:8b:bd:93:0e:c1:ac:40:10:3f:e2:e8:4e:6e:20:88:
6c:ab:24:p9:c5:5b:b1:fb:3f:9a:10:46:0f:a1:57:9b:23:
Exponent:
00:01:00:01:
BZ St (Mt
COXE M8 2125 md5WithRSAENcryption

CXIg AH
68:90:36:be:d8:16:ch:74:fc:b2:c7:5e:b0:43:6e:03:25:9a:e6:5e:6¢:cb:dc:c1:11:c0:2a:70 :de:ba:12:28:
80:fa:9b:fa:20:7f:e7:47:f6:11:21:a1:e6:d9:2a:3e:c4:8b:83:ce:d9:e4:77:39:c1:61:0f:e5:4f:27:22:c1:ca:
f5:29:73:8d:f0:58:48:0e:75:28:0f:f6:9e:10:76:ca:8d:8d:09:04:84:fd:a6:38:5e:a9:f7:56:2d:fb:a8:23:dc:
a4:45:58:bc:54:1b:17:67:c6:da:8a:6b:ae:0e:71:db:7e:20:45:58:0¢:67:97:de:00:8c:fb:51:e0:04:
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BRI 255102 0| AFME 2O 4 AALICL BT - 3
BEERE 03 5a 89 ee
[AN2 ¥DaE sha256RSA
(N2 A FD2IE sha256
Eg2R signGATE Cad, Accredite. ..
(2% JI2KAIZD 201641 12828 0% Q-
BES-3/FC)) 201711 128 27 $0Y Q- -

2SE: EBUE

d3 114915 7328 16 ee e3 3d bd 80 16 ee 75 96 94 24 12 e6
23 signGATE CA4

SFE NZE 2016-12-28 BE  2017-12-27

[L28A 8RO ) | 22T &2 4 BIE.. | [ D BAKC).. |

O1Z MO CHEH Kb 3] LOHELICEH 2EM ZE0 CHeR Ard sl 2HORESLICH
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03 5a 89 ef
sha256RSA
sha256

CN = signGATE CA4
OU = AccreditedCA
O = KICA

C=KR

20164 128 282 =
20174 128 27 =
CN=s828&s

ouU = S2=2H=

oU = 2=
ou=ssJ&

OU = licensedCA

O = KICA

C=KR

30 82 01 0a 0282 01 01 00 c2 2d 87 01 dO 3b 50 d7 a3 ea 72 b4 {3 a5 cf 1e 45 45 7b ac c0 58
6f f1 7b a9 87 18 72 71 c3 b6 d7 8f a8 b9 b8 97 d7 d4 ea ae 1b 00 34 b2 4b c8 b5 5e 45 93 84
54 7 62 5d d3 2c 7b d2 43 c4 ed a5 7a d5 87 e0 c9 04 a0 ae 98 ae b9 8c 29 62 8 58 22 46 9b
95 9c 80 d7 fc ab 45 08 91 fc Oc 54 95 74 6f 35 bc 90 47 59 b0 a6 3a 24 64 f3 bc b8 cf 5¢ 1f b
4 3e 16 7c d4 15 a7 01 e0 59 6f ca e3 a5 52 0f 2f 92 db ca 3d a9 9e 3e 96 43 72 f0 26 b3 58 8a
27 74 9b 1c 35 ab 8e 9e eb 96 7e 3c 31 17 59 34 17 90 03 95 5a 5e 35 ef be e7 c9 97 44 1b c8
28 20 2a 98 6a 2f 1f 50 ae c9 e0 c5 2b 50 31 bd 89 6a d6 7e d1 64 13 3e 23 a5 06 eb 64 33 42
1f ed 1f 90 b7 9a 63 c1 3f Oa 8f 04 62 32 b9 76 e0 7f fa €9 1c c5 e2 be c2 01 b9 7f e5 13 26 8d
be a9 ba d6 9a 5c 56 89 ef 78 fb f9 3c f1 21 02 03 01 00 01

KeylD=ae 52 fd Oe Oe 01 f8 30 86 37 7e f6 18 c6 49 25 4a 60 09 70
Certificate Issuer:

ClaE el =4

CN=KISA RootCA 4

OU=Korea Certification Authority Central

O=KISA

C=KR

Certificate SerialNumber=10 Oa

67 10 1f 3d 04 47 97 c7 79 22 a2 68 4e a4 77 af 78 04 ad 0d
[1]Certificate Policy:

Policy Identifier=1.2.410.200004.5.2.1.7.1

Other Name:

1.2.410.200004.10.1.1=30 4e 0c 09 ec a0 84 ed 83 9c ec 9d bc 30 41 30 3f 06 0a 2a 83 1a 8c 9
a 44 0a 0101013031 300b 0609608648 01 650304 0201 a0 22 04 20 e9 36 22 bd d2 4a
61 02 d1 e6 84 f2 76 23 d7 cf 20 dc b2 54 f3 a2 41 af 07 d4 61 6f f9 6b 4c 72

[1]CRL Distribution Point

Distribution Point Name:

Full Name:
URL=Idap://Idap.signgate.com:389/ou=dp6p26866,0u=crldp,ou=AccreditedCA,0=KICA,c=KR

[1]Authority Info Access

Access Method=22t2! QIEAM A ZZ2ESZ (1.3.6.1.5.5.7.48.1)
Alternative Name:
URL=http://ocsp.signgate.com:9020/OCSPServer

Key Encipherment (20)

shal

d3 1f 49 {5 73 28 16 ee €3 3d bd 90 {6 ee 75 96 94 24 2 e6




Data:

Version: 3 (0x2)

Serial Number: 4 (0x4)

Signature Algorithm: shalWithRSAEncryption

Issuer: C(=KR, 0=KISA, OU=Korea Certification Authority Central,

CN=KISA RootCA 1

Validity

Not Before: Aug 24 08:05:46 2005 GMT

Not After : Aug 24 08:05:46 2025 GMT

Subject: C=KR, O=KISA, OU=Korea Certification Authority Central,

CN=KISA RootCA 1

Subject Public Key Info:

Public Key Algorithm: rsaEncryption

RSA Public Key: (2048 bit)

Modulus (2048 bit):
00:bc:04:e4:ta:13:39:f0:34:96:20:6b:6c:68:bb:fa:db:77:ff:27:f7:ac:ec:2f:e7:fd:f0:7f:6d:
6f:8c:2a:cd:25:09:5b:24:f4:a1:68:fc:28:ec:c9:25:e2:ac:ed:de:c8:33:84:f5:b0:a5:09:3a:a7:
b1:47:48:c5:cc:4f:8c:79:9c:9:06:57:7d:dd:ee:38:f6:cf:14:b2:9c:ea:d3:c0:5d:77:62:10:47:
0d:b9:1a:40:53:5c:64:70:af:08:5a:c0:f7:cf:75:f9:6c:8d:64:28:1e:20:fe:b7:1b:19:d3:5a:66:
83:72:e2:b0:9b:bd:d3:25:15:0d:32:61:64:37:94:85:46:c8:72:be:77:d5:6e:1f:28:2f:c7:69:ed:e7:
83:89:33:58:d3:de:a0:bf:40:e8:43:50:ee:dc:4d:6b:bc:ab5:ea:a6:c8:61:8e:f5:c3:64:af:06:15:dc:
29:8b:3f:75:8c:bc:71:44:db:fc:ad:b5:17:1d:6d:89:83:cf:c6:33:bd:bf:45:a2:fe:0a:9f:a3:11:
5f:0f:b9:1f:9c:1a:c2:46:cc:9c:28:66:9f:70:26:3c:2e:df:aa:80:fe:8c:c5:04:09:25:
4f:cd:93:47:3c:37:ea:02:67:92:fe:fc:22:24:5c:ac:d2:2c:e0:5¢:01:33:8a:c1:19:db
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3.1 37l 7| 7|8t = (PKI)

« 2JH 3| J18Hpublic—key infrastructure)
- S IIE gtz 220t)| foll et HE2 HH0|LE AEEAMSF

O] =X|
— =SS

« PKCS(Public-Key Cryptography Standards)
— RSAADI Eotd /Ue Ao Bet

« RFC(Requests for Comments) S0l & PKI0| 2&HE 2 A
— OIFYlol MEHAISZ HSHCH

« X.509
« API(Application Programming Interface) AF2FAf




Ol —
U= HI0IEf I 0] A

0 <
S
o @ _.;H_
@ ol H
5 HEm _m
0 W KI0 KO o KIO
SJ ol g oJ




QUSH

2ol &l 7|
EES MY
BE
KEA
UEM
2ol =Y 7| s=2
% ez
EHES MY
08Xt &
08X} Yz|A (37 712 S=Xp
(g;ﬂ°9|94 08X}

a3 11-8 - PKI 74 24




O| S X}

« PKIZ AIEdA AH&L2l ZIH I

U
OIﬂ
9.£
o
b
=
ol
i
>..
oy
K

- SEHO A= SH 12 MEotL 20 ot Al




0
H
—~ __O“_
5 oF
0% ____|_=
Cn_ m
Ok »
o [0
m_m o ol
e “__._ | Mr
5 2] Ujo
o g =
o 0. o o
oo m oo D
~ o X< J 5 @
w0 w0 5
- m il = o) ol
ol of = 1104 g0
=~ w__.,. KIO u
N ol

_._._A..mw M0 Y oJ
o o W

Kl >

ol = 2 0

No m m __.m___ mVr

< oW 2
5l o A <

« HIAIXION CIXIE A







ol

0l

J

[
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— OSSN 2elE dot= Il
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