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PDCA &2

1. Scope

2. Normative references(Z2 28)

3. Terms and definitions(20{ 2! Hej)

HE
{Plan)

4. Context of the organization(Z==]o] A)
4.1 Understanding of the organization and its context(Z=={n} AtEo] 0[3))

4.2 Understanding the needs and expectations of interested parties(OlHRAIKI2] 271 2
7|che] ofsH)

2|$k 150 270012 HOF HE| &5

HiE
(Plan)

4.3 Determining the scope of the information security management system(@E 2=
2 AAH0| el )

4.4 Information security management system(E&. 25 ZH A|AH)

5. Leadership(2|cid))
5.1 Management commitment(ZZTIe] oJx])
5.2 Policy(Ex)
5.3 Organizational roles, responsibilities and authorities(Z==]e] %&t 2l #4210} 251

6. Planning(? 1)
6.1 Actions to address risks and opportunities(3Ent 71212 tid &= HE 55 2iF 7}
2 2 =)
6.2 Information security objectives and planning to achieve them(@Es =20t 28 U 21
B 7E)

3
(Do)

7. Support(X#)
7.1 Resources(Xt#)
7.2 Competence(=izi)
7.3 Awareness and training(@4] Y 28 &2)
7.4 Communication(2AAE)
7.5 Documentation(&A1})

8. Operation(2%)
8.1 Operational planning and controli@3 7I& 2 Ex)
8.2 Information security risk assessment(E2 25 98 T
8.3 Information security risk treatment(EE 25 /& &2|)

=
(Check)

9. Performance evaluation(Afa} &7
9.1 Monitoring, measurement, analysis and evaluation(2LIE, S5 241 7))
9.2 Internal audit(Lis ZAY
9.3 Management review(Z2E ZE)

A
(Action)

10. Improvement(Zi)
10.1 Noncenformity control and corrective actions(SEg AlErel 5| 2 AP =)
10.2 Continual Improvement(XI&Z21 7j4)
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A10 2&3HCryptography) 2
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A12 2H 22KOperations security) 14
A13 84 E2HCommunications security) 7
A4 HE AJAH 7Het 2 2X|- Ha+(System acquisition, development & maintenance) 13
A15 =X} A (Supplier relationships) 5
A16 EE Hot At #H2|(Information security incident management) 7
A7 2 Hs &M gF S84 #2(Information security aspects of business continuity i
management)
A.18 #Z210|¢A(Compliance) 8
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MANDATORY
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{ DISCRETIONARY')(

O gi= M HIASIAL X|7| =& HFSt= dM(advisory)
=0 5H0| A= M (informative)

POLICY

(General
Management
Statement)

STANDARDS

(Specific Mandatory Controls)

PROCEDURES
(Step By Step Instructions)
eﬁl"
( Recommendations / Best Practices)
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« B1: Labeled Security
— AAHI o Hol M2 M
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£ QI ZHHO|E Q| 2ot H M Jts AlA

e B2: Structured Protection
— AN HHstEl 2o Aol =X

- B1 529 752 25 8
U QLA AAHS B2 OIS0 HBHD, WatHo|L Hel BX| AA”Y 2
2ot SEME F2 B2 OES 2HE Y

« B3: Security Domains
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e ITSEC(Information Technology Security Evaluation Criteria)= TCSEC2t
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« CC

— X Z20f| TCSEC2t ITSECE CC(Common Criteria)2te 7|ZE2 2 Sot&0 U
— 1996 H0] Z=Qt0| L{Q} 1999H0|| =4l #E2 2 S50l=
- CC 5= ¢le Eot urd
v PP(Protection Profile): APQ-IP L= JHEERES] @ F AMSE ™HO|
v' ST(Security Target): M& B7tE {let &M 7[5 7YX Fel5td] &
- PP} 2| 7[=H ¢l -_r“i Itsde neg
v TOE(Target Of Evaluation): & S5t} St= ot +=F

0jo

PP(Protetion Profile) &7}
PPl B8, YXlY, 714 Bt

ST(Security Target) ®7}
ST7t PPE 8FAIEE &55t=X E7t

TOE(Target Of Evaluation) E7}
TOEZ} STO| RFAMEE SFst=X HIt




cC TCSEC(I=) ITSEC(R) Bt
FALO  Sxmstas D | &Aglo|Es EO | Rximstes KO
EALT1  7Is AR C1 | doNEs E1 | HESN 712 Al K2
EAL2 FZA- C2 |SHEEZE= E2 | HIEEH 712 24 K3
EAL3 2= Al 3y B1 | HaEEs E3 | Axzcolsiegio) =6 HZ | K4
. _ SN Jls BMM, 712 &

EAL4  WHEX A A ZE | B2 | #XNES B4 | 0 s K5
EALS | ZE3XEAH M- B3 | =ty ES | Hot o4 S 2 K6
EALE ZEIHASEARIARE (A1 | BEE E6 | 84 7Is BMM. gM A | K7
EAL7  mgM s




N\
=
[e
v
£
HL
i
l o

«

|O

T

oA

-] | I'IOI

o—

MR B A2z 1%

el 3R Aol gl Ale] B AREA Y, FUSEUS L G 5L Falof
2 ol 4 Gl BUENY PURLORL B Aj0IE Uokk & Qlrike ok Yuek 417
Agsto] Lok 4+ 9l A2 TFITHS Wi

HRFAY 01§57 U YBRE Sof B WE A2E 63

HQl AR AT A1) B AHEA 4T, FUSHNE ol sto] ST AL
Yo 4+ = BB, B4, 24, SF U I S ARET PRuo Rt B S &
ob 4 gloj ThE ust 47 AYSlel oM 4+ Yl Aol 1 YRS THAHE T

sttt
el HE Q| of

- & A 48, FUSERD, T4 28, IS5, 24 S

o NI ek Aty A E, B, JHK[E, XA dg 5

o oA HEN: A HE, AMAE EFWE, ME §) By, ol d &

- At2| B oty A Y, A4, Mo o8 S

o BH 2A: A= A2, A EF A, Atg Al U, A8 HE, MAEXHF A
—
(=}

- 7Bt M22 7 4N SE(XIZ, 8™, DNA 5), ?IXl B2 S




OECD 7l{Ql ‘8 HOoF 8%

@ =& Hste| HA|(Collection Limitation Principle)
- 7iQ FE= HEstn S8t HES S == 0foF &

@ HE Y=g ol |2 (Data Quality Principle)
Ol FH& Haot &l oM 7HQl FEo| FHatd, tFd, 2[414d0| 2t £[0{0F 2

® X HA|Q| A& (Purpose Specification Principle)
- =3 EOM i BE =T FHEZ YAt 10 St 0|8 k[0fof &

A
T d ==

@ O| & H|$+o| @& (Use Limitation Principle)
- & FHe| 32/7t AL 8 #80| U= EFE Mot =X 2o 0|&5tALL &




. OECD 7HQ! & Kot g

® 9HH - =HHE 9| &/ (Security Safeguard Principle)

1ol 2O Hofl, =2, =& S5 LXIo7| flet 22|82 7|aH Q7 =X
HOF &

1ot

be

oF N

-TT

® S712| &%l (Openness Principle)
- Jiel dEol Me| 8l H 5 ffct FAL}L 22| Xte| HE It S [0fof g

@ 70l &7t9| Y&l (Individual Participation Principle)
- ME FHo /o ME HabHAN.AK| HAHO0| 2 EHg|ofof &t

Mol /% (Accountability Principle)
- JHQ HE 22X BE E4 olF A MYS Futslof g

S —— o5



« PIMS
— PIMS(Personal Information Management System)+= KISAO|A] 32
712 2 71g0] 7l HE Hz 2| HAZE =10 MAXHO|L K&
Mo 2 Hot RS +dSI=X| dAoH0] 7|2 RESHH s S
2 05St= A=
- PIMSQ| 2| A eIE &AL 71E

i SHI AR =
1. 22| JA 8 QI HE el Ao 7] FR} B £E| AETIO Fof 7

2. 4l 5 29 7R 71 L] ZHO! e Al Bl 2 It 5
.AEY Y U B HE W LR A 2
4, wF A 7 Wl HE BS JiM #E | LR ug 2
5.7 HE W =7| 22| Wl R £E, 018 H S, 27, 07| A E4= AR 16
6. H=E =8 He| 27 il FEo| EE, HE, Al HX| Sof HEet 4 Al 4

7. 2EH H5 X s = AE Aol A, 7121 YE FEAt 22 10
8. 7128 23 =X| TS H 7 |E B2, T mat 20t US S} 2 Argt 32
0. 22/ 5 =X| CCTV, 22 SAl, ofix| 22| 8
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7. ISMS
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Cﬁb

=P =

" ISMS-P IS IR

rﬂggpﬂ YRS WIoINTY
UYL T [ YUE
‘ =

HEES U NUHEHSE S Y S0l QI a2 OIE]
i WRIER T QI R0| ZH5H= HE
& Information Securnity
Management
[ — AU AN S
BRES HIFA AT
ISINS NYESE 918 AR TXIG HSO| QEIIFN eSS AHUNER T 0
210 ZH5H= HIT

=]
Information Security, %j| [ 0|
System
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