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WireShark

SmarkSniff i _1af x|

Eile Edit View Options Help
BE [T ADE=EA
I.. 7 |Protuco\ | Local Address I Remote Address | Local Part | Remot. .. |Serwce Mame | Packets | Data Size  +

(o)) TCP 192.165.0.5 66.218.71.233 1054 a0 http 44 36,592 Byte
[ TCP 192.163.0.5 212.199.23.6 1085 a0 http 26 11,532 Byte
Dz TCP 192.163.0.5 212,199,23.13 1086 a0 http 4 1,221 Bytes
@27 TCP 192,163, 212,19 1057 a0 http 10 7,257 Bytes

@

|

GET /pa?q=nirsoft&s=2766672 HTTP/1.1 =
Accept: =/x%

Referer: http://search.yahoo.com/search?p=nirsoft&ei=UTF-8&fr=fp-tab-web-t&cop=
ficcept-Language: en-us

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.@ (compatible; HMSIE 6.8; Windows NT 5.1)

Host: pa.yahoo.com

Connection: Keep-Alive

HTTP/1.8 208 OK
Date: Wed, 38 Jun 2004 88:37:19 GMT
P3P: policyref="http://p3p.yahoo.con/u3c/p3p.xnl”, CP="CAD DSP COR CUR ADH DEV _

n]._._._ Pedrend -

| 3

|28 TCPJIP conwersations, 1 Selected 1

Smart Sniffer
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WireShark A X]

+ 2IO|0jAIR CI22E

- https://www.wireshark.org/download.html

. K| AIE

M Wireshark 2.6.1 64-bit Setup — x
Packet Capture
Wireshark requires either Npcap or WinPcap to capture live network data. ‘
M Wireshark 2.6.1 64-bit Setup - X
Welcome to Wireshark 2.6.1 64-bit Currently installed Mpcap or WinPcap version
Setup
This wizard will guide you through the installation of
Wireshark.
Wiresharl Ingta"
fiol th il , make Wireshark " 3
g reAe s etk ot [AInstall WinPcap 4.1.3
Click Next to continue. (Use Add/Remove Programs first to uninstall any undetected old WinPcap versions)
— Get Npcap
Learn mare about Mpcap and WinPcap

WinPcap2 HHEA| AX|


https://www.wireshark.org/download.html

WireShark Al sH

M The Wireshark Network Analyzer - o X
File Edit \iew Go Capture Analyze Statistics Telephony Wireless Tools Help
ipce IipRrE R->=TeEEaaan

nply & display filter - <Ci-/ [= -] Expression-—  +

Welcome to Wiresharlk

r_
: I EARLPSIPNES; : Capture | |
- o e ~-uging thig filter: |1 [Enter a caplure filter - | (Al interfaces shawn~ |

D (.
— 1
| ol Qlefmjol A Mgy |

Learn
User's Guide - Wiki -+ Questions and Answers - Mailing Lists

‘Wou are running Wireshark 2,61 (vZ 6, 1-0-g860a¥8b3), Vou receive automatic updates,

7 Ready to load or capiure || Mo Packets | Prafile: Default




WireShar
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Al SH
o
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& Capturing from 0[G4l - O *
File Edit View Go Capture Analyze Statistics Telephony Wireless Tocls Help
A ® DRE QesEZF EEEQAQaB
Al [IBoply a display filter - <Cil-/> = -] Expression—  +
Mo, Timne Source Destination Protocol  Length Info A
3828 143.386073 ARP 68 Who has S T ]
36821 143.412019 ARP 68 Who haseElEEEEREEEEES T-11 15
3822 143.522712 TCP 608 80 - 1815 [FIN, ACK] Seg=1314
3823 143.522762 TCP 54 1815 = 80 [ACK] Seq=334 Ack=1
3024 143.551738 ARP 68 Who hasehiehiateteids T-11
3825 143.731375 ARP 68 Who has «ineehhiebiebis T-11 1.,
< >
Frame 1: 216 b_‘."tES on wire (1728 hitel 21F hvtoc rantyred (1728 hitcl on jntorfacs A
Ethernet II, Src: AsrockIn_
Internet Protocol Version 4
User Datagram Protocol, Src
Simple Service Discovery
@1 @@ 5e 7f £f fa dB 58 99 48 aa Bc 08 0@ 45 @@ Ao.oooP WH----E ~
@0 ca 4c 6d 0@ @9 B1 11 @8 B0 79 9d 16 bf ef ff Lea- - relfreree
ff fa db 9f @7 6c 80 b6 81 1e 4d 2d 53 45 41 52 - --- 1 - -M-SEAR
43 48 20 2a 20 48 54 54 58 2f 31 2e 31 0d ®a 48 CH #* HTT P/1.1-H
4f 53 54 33 20 32 33 39 2e 32 35 35 2e 32 35 35 0QST: 239 ,255.255
2e 32 35 38 3a 31 39 38 38 Bd Ba 4d 41 de 3a 20 .258:198 8. -MAN:
22 73 73 64 7O 3a 64 69 73 63 6Ff 76 65 72 22 Bd "ssdp:di scover"”-
Ba 4d 58 33 20 31 @d @a 53 54 3a 20 75 72 6e 3a MM: 1-- ST: urn:

@ 7 oo

<live capiure in progress>

|| Packets: 3025 - Displayed: 3025 (100.0%) || Profile: Default




WireShark Ald&H

F Capturing from Wi-F [Wireshark 11006 [w1.1008 from master-1.100
fle Edt Yew G0 [aptore Andkoe Statetcs Telephony Jook ntemab  Help
C@dE J BEXE L++aTL EE el @BRRX B
St w | Expression
Mo Time Source tination Protocel Length info
ZS0EE 70, 8254480 9E_210.101. 98 192.168.109. 221 B1ETTorran 475 Handshake Cxtended Contiruation daca
25069 708722950 192.168. 109221 08.210.101.98 TCp 54 59765 » BEEL [ACE] Sege397 Ack=10015 Win=65280 Len=0
25070 70. 9375740 192.168. 1049. 221 119. 207. 220. 227 L &2 Souwrce port: G6BE81 Destination pori: BBEL

90 192,168, 109, 221 TCP eassesbled pou]

B3 [TCP segment of a r
[

9. 210,101 . 98
L 101.

D82 74. 0366960 192, 109, . 207 . 220 F27 L B2 Tource port: SBEl Destination port: GBEL

Frame 1: 54 bytés on wire (432 bita), 54 Byted captured (432 bies) on interface O

Ethernet 11, srcd LiteonTe fhiga:ds (40:F0:2F Fhofaidd), Dat: Arubawer_12:3c:B0 (D0:0b:86:12:0c:80)
INTernet Protocal version 4, sre: 192,168,109, 221 (192,168,109, 221), osv: M1.230.110,193 (211,230, 110.193)
2 Transeission Contral Protocol, Src Port: 50664 (50664), DSt Port: GEB1 (SEEL), Seq: 1, Ack: 1, Len: O
SeErce porn: FOG64 ([S0664)

pestination pory: 6881 {5881)

[Stream index: 0]

Seguence nusber: 1 (relative sequance nusbor)

acinowledgsent rusbhar: 1 {relative ack numsber) -

Header lengih: 20 bytes c

Flags: Owdl0 (aCs) a e e a I S
Window size valwe: 1147

[calemlated window size: 1147]
[window size 3caling Factor: -1 {enknomr)]
# Checksum: Oxfad? [validatien disabled]

acket Bytes
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WireShark A

1. HTTP 1f2l UK &4

> http://webhacking.kr ==

- OfO|C| 2 H| =

T i i B B R ARRRS k%)

L B A o e A WD AR W A W o |

omsec ]

1NN miinii
111111111111 1 B B B § S b0 & RS N RRAE S Bk b WERS b hES )



http://webhacking.kr/

WireShark A&

1. HTTP 1f2l UK &4

> EJQ AL, O|2 I{Zl =& SX|
> 1| ZI= AFO[Of| Al ID/PW ZHOI

J Ve AUEVI S ds v emrs ser s P T e Tun R e R e e L I

4 0.251436 e 1 iTTP I 737 POST /index.html?eni
5 0.294928 1! £ ce B0 50 > 61604 [ACK] Sed

& 0Q f1A12) <- 1=} \RD A LA bhas 107 169 172
s >

Urgent pointer: @
[SEQ/ACK analysis]
[Timestamps]
TCP payload (683 bytes)
Hypertext Transfer Protocol
HTML Form URL Encoded: application/x-www-form-urlencoded

65 3a 2@ 6b 6f 2d 4b 52 2c 6b 6f 3b 71 3d 38 2¢ e: ko-KR ,ko;q=@.
39 2¢ 65 6e 2d 55 53 3b 71 3d 38 2e 38 2c 65 6e  9,en-US; ¢=0.8,en
3b 71 3d 30 2e 37 @d @a 43 6f 6f 6b 69 65 3a 20  ;q=0.7- - Cookie:
5@ 48 58 53 45 53 53 49 44 3d 31 33 33 31 32 63  PHPSESSI D=13312c
66 63 31 64 36 62 34 62 308 66 38 66 30 32 31 32 fcldShih BFRFA21Z.
65 39 32 32 61 63 61 36 38 38 0d 0a @d 0a 69 64 le922acab 88----id :

22d@ 3d 63 6f 6d 73 65 63 26 70 77 3d [ENCHTIENE |-comsec& pw={T0Ts |

2260

O 7 wireshark_Wi-Fi 2_20190429020544_a23040,pcapna | Packets:

- Displayed: 17 (100,0%) - Dropped: 0(0,0%) | Profile: Default

F----------------------------I
1 —_ —_ .
| ofssEx ¥e HEoz Ma el |
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WireShark =5
1. HTTP {2l A E4
>HTTP Z2E= FYHPC = Qo mjzl ALE J 82 7 ==

p S

- HTTPS Ijj3l &AM

> SSLE Qo &=etz FE =25 ods
™ E— T = = = -

[2 Reassembled TCP Segments (1938 bytes): #6@851(146@), #6052(478)]
Secure Sockets Layer

783 83 @7 8d B7 57 BB ¢b cc ce aB 48 94 bb 98
Je €7 ac eB ab 6b 82 eb 20 7a a7 89 Bb c8 db 53
do 46 85 c@ &f f1 al ae {
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« Conversations

Ml Conversations chaptes Bpdap

Address A
19216812

S54EE
19216812 54410
1921681 158 51128

i | 19215681159 1221
192 168.1.159 1271
192.168.1. 15E 2190
1921681159 1273

| Wame resolutiord |

h Help || Sopy

| Ethernet: 11] Fibre-Channe

4 Port A 4 Address B

-

192168130 22
1621681 157 80
B41Z2450 Ra3
B4122591 443
205.1BB.13.12 443

192.166.1.159 1272

EL 23568246 BO

Limit to display filter

HSZ =0l

ot J|

T

L | P 1-!| Li'."_i- g}

J"i'l-;[ HCR

4 PprtB 4 Paclkets 4 Bytes 4 Packets A—B 1 Bytes A—B 4 Packets A—B 4 Bytes A—B 4 Rel Start

0l 5= [statistics] — [Conversations]E 2&/0t1], &L
<o of &

= > * >

Rsvp| screl TCP: 7 | Token Ring| uopys | use
TOP Conversations

WLAN

3
478 4 a7 3 206 11.911114
@ 303 20 1681 20 2 622 18870898000
6005 16 1 799 24 4 206 340255332000
31188 LG 1451 31 28 717 32211454000
14 142 L3 131060 ] L 042 61.052925000
3 509 L 1 Ded 5 1 545 83356960000

Follow Stream | | Graph A8

N

L
0

"

Q0663
72
ET4
2038

1626
D3gz

2E4E

0.361E

L= jiled

3281952
186.36
23232

9642.08
3071810
4342299

4 Duration 4 bps A—8 ¢ bps A—B

49
197473

F3ag4
34159

£ 0
t2| [Name Resolutlon]a JHI:!

L

I=Nie
[IOII HU

CH

arr

 Graph B | Close

[z
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« Conversations

‘ Conversatians chapter 6 peap e |

| [ T 1
RSP | SCTR TCP: 7 | Foken:Ring I UDP: G USAE | WLAN

| Ethemet: 11 | Fibra Chenne | l-i;'[;:i [Bed; 14| i _| ii'1|- |.=.':'.—'I R

TOP Convefsations
Address & it bed Address B 4 Lodk@ 4 Packsts 4 Bytes 1 Packels A—B 4 Bybes A—B 1 Packets A—8 4 Bybes A—B 1 Rel Start 4 Duration 4 bps A—8 4 bps A-—F

W 5216612 Tusdss is2ieais 3
197 16812 B 1021681157 8 7 478 4 272 3 206 11011114000 00863 3281852 24855
1921681158 51128 64122450 443 40 4303 20 1 681 20 7622 18870898000 721626 18636  290u

I | 1921681150 1221 64122591 443 40 6005 16 1799 24 4206 34025532000 570382 35232 S8
1921681159 1271  205.1BB.13.12 443 47 31 168 16 1 451 31 70717 34711456000 12039 954208 197473
1921681158 5190 1921681159 1272 22 14142 5 13100 g 1047 61052925000  0.2846 36791810 29264
1021681150 1273 6423668246 80 10 3509 5 1 964 5 | 545 03356060000 03618 4342299 34159

mn ¥
7| Wame resolution [T Limit to display filter
i Hep | [ copy Follow Stream | | GraphA—~8 | | Geapha-a | Glose |

e BN MNAES B2, ES419] 2tsF2 Port A554880| Al Port 222 & &6l =
ot &= =0, TCP 2281 2 Telnet =2 B=0HI0IHE 2506t | ol
=]} 4al6+: I ZEZ0I|C.

00 3y
ol 10 [
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* Follow Stream

M Conversations: chapter Bpcap

- - i g p— i - o e
Ethemet: 11 | Fibre (hanne | F:_“_'-'.[ P .14| LJ'.':[ X | IXTA [ ':-:.'i'l "J:i'r'Pl SCTR| TCP: 7 | Token H!'-:I UDP: 13 LS8 | WLAN |
Fellow TCR Glrepm e I — - .— - IT‘E'J"_'i'_.“I
Stream Content i Packets A—B 1 Bytes d-a—B 4 Rzl Start 4 Duration 4 bps A—8 4 bps A—B
5 UL SR T TR e L m G Pl 38 BT : )
......... T T Gl T SRETR o =
"_'-“i-,t'-":' Th i i i 2 3 _‘a. 11911114000 00663 3281952 24855
- ' S Ty i1 20 2 622 1B.BTOEDBOOOD 721626 186.36 2000
L i 24 4 206 34025532000 57.03B2 25232 588
L1 31 28 717 34.211454000 L2035 964208 157473
L] B 1042 51.052925000 O.2B4B 36701810 792640
[a 5 1 545 983,356060000 03618 4342299 34159
i
Entire comeersation (208 byes) 3
[ Bod |[ Saweas |[ pumt | asco = Fex Dump € derays @ faw
! P Filter Out This Strsam | | Close ] i
> Tlame resalumion T to disgay TEr 3
I'l H,Hp ]l ﬁnp}- I Follow Stream I[ G.r.a.pl.'l A—d {';f.ap.h J.].—-.t ]L Cloze
SEC Ol S A2l =2 ;H H9 PAN| HS_D.__O S ;H 04 OF
o OIEO| [Follow Stream] 22/ = =0 =8 HE22 Eeldl8H, &
§ [ — ) [ — ™ S = — =

=)

tol
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* Follow Stream

M Foliow TCP Stream - — - o | B
| r Stream Contant- I
| L ] - MR et B77B....5ec558userl. .Here's the secret I
{ recipe... I just down1naded 1t Frum the file server. Just copy to a thumh drive and
ynu re goud o gu &gk =) S i e Faiions Sec5ggu5er1 ......
| ............. P s caannsnmnnuns .|.l. |.|I ...................
B | B o e e e s R | B f i Ml e Tk
& oW EAB2B77B. . . . SECSSBUSErL™. .C. 2. .0 nn s Gr17464
| ?1?464“ "DEST SR F
recipe. docx. * v.
,,,,,,,,,,,,, P B R e
............................................ F ,.?,...h Y. T . |
L PR ’l?dﬁ4? chl 52(553user1* V. |
SEESSEuserl .............. P o T
......... ?1?454F +FL.CL: DEST.,...,.'.V.,".,,....'.1.,..,...,.,5ec553
I L .N... .5ec558userl. I A P T s [
L. ... <HTML><BODY><FONT FACE="Arial" SIzE-2
| COLOR!#UOQUOﬁbthankS dudE{'FDNTE{,EOD?bﬁfHTML} |
N | Eittt s atnedinas it B e 3 ....3.H lsecsﬁsuserl L F N |
....................... ¥,

|0 S -§. ... <HTML><BODY><FONT FACE="Ar{al” SIZE-2 |
| EGLOR=wUOBDOB>can t wait to sell it on ebay{’FﬂMTb{fBDDV}c 'HTML>.

e 1 o Ty T L R R e e I508849

| AR R |
'| ........... secssBuserl. . ®.v.. ..., |
| .
............... .,.p...p.,,a,,,.,,F.,..,....,,..,..,..p,.,p.
| AR |k R e {
it i i ST B il kel 15088496, . . 5&c553user1| I
i | |
| |
| | |2ntire conversation (2023 bytes) [=] ‘
I [ Bnd || saeas |L grint | © ascn “ EBCDIC 1 Hex Dump "\ C Arays @ Raw |
|

Help | | Fitter Out This Stream | [ Close ]|

L2 2 [Follow stream]2 & &0Iol 23 HTTPS S4I &
S
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* Follow Stream

M Conversanons trla;:-iErﬁpcap g g

Addreis A
19216612 55488
19716812 54419
192.168.1 158 51128
1921681 159 1211
19271681159 1271
1921681158 5180
1921681159 1273

Name resclution

b |

X &

OlA DF A

1 Port A 1 Address 8
192168130 22

'K

pnAET m

1921 Coldorze Conwarsaoon

|

B4.236.68.246 80

Limit to display Filer

&ony

(@]
T

—-— g

coTRl TEP: 7 | Token

TCP Conversations

:“f=‘J LI-EH':ﬂl |.';r--! VLA

4 Port B4 Packety 4 Dyted 4 Packeets A—B 4 Oytes A—B 4 Packets A3 4 Byled A-B 4 Rel Start

0000000000
119171114000

2 292

HH?JJGI

d2= 2H
=
=2

, [Apply as Filter]-[Selected]-[A<-

L4 622 18.B7080B000
Nt Selected L A=B 206 34025537000
and Selected L A B 717 34211454000
or Selected * AwAny  [D22 61052925000
and not Selactad F A o Any 545 53356965000
or not Selected L
= ATy
Any . B
Afy B
Sy == B
1]
Follow Stresm | | Grapha~3 | |
2= oll &tAHIE Sk A0
o= O L ﬁ = T AA

4 Duration 1 bps A-=B 4 bpd A«

94,3298

721626
57.0382
12039

03618

Graph B4 | [.._.].:I'_:'f'.!__

ULE.

3281952

964208 197473
02848 36791810
4342299

OF
>BIS 2=

Lﬂi@ﬂ1

20,86 2a

185,26 2904
25237 580

25264
34158

ch
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M Follow TCP Stream - S— oo ol=
Stream Content
DT e on 60 4 F 0k A R A A Hecnn vvns s rmn s sue s s e coal
Filexfe
i
-0, Pl 0L
P, -L}Nl:l:l BB T, d'"gs R SR (P, | e
SRS e s lgSD ysuf ...... B |
!_...|'|1.ml ............. D...,.}.Fs.'F ........ uum g. |
e y Pn I PR, - R TSR T W, B R s |
: e U e o e ey H o ol e pv. |
3 ST | S e AR BRI R R ek | relzfirels ...
....................................................................................... !
ar G.kxm...PY.[..g |
........... R
1
wnrdr_re'lsxdncunent xml.rels |
R PR T L SR AR £ '
i Fq}{ ?uh!k |
2.0, . B3PR8 u:-l:-nl HTECH. 0. . &, . vn .
¥
Entire conversation (12776 bytes) [El
| End || saeas || pint ASCT EBCDIC | Hex Dump C Auays & Raw
[ mep | Filter Qut This Stream | | Closs |
|

=

[Follow Stream]<S

S =ol

off 29 OFT2 9! recipe.docx

S RV HOI= AE E =

o]}
AA

.



@ Raw

=
=

[y

C Arrays
sto

o x

=

=

A
‘

&l
[T

Mol oz &

=

2t0l 01 AR

ol x<

=

' Hex Dump

740|ct.

L

—

AR

) EBCDIC

| Z40| Hex Dump@2}

| -

MO
=

() ASCH

S [Follow Stream] 21X £ CI2 ZOioZ 0/810f, 0{EH HE

A=Hl, tHE

Fiter Dut The Stresm

L = o
i | [E2gss wmwmmmwmmmw . 3 5|
|| BAE3S2238388E38Scyccossscsessss | (9
| | [B2rsmsssssEsESE8. ..cccncpscosse:| | A
ﬂ:n_‘..n__..:. cocopacacyg oo 1 -
SEdoovacaoocooacacsg
ST TR et
e "
SHdM.SoCoocoDamacsg =
| SoEtSS55 5883 caeS a0 E oSS SEREE: i
| | [FeELREERSE83E888 1y yrnupasgsanag
B b b i
|_ SosaeaIsa s SO MODlL NSRS DA B
dopaLacossS s voes u
| | [B283%88888384252usesusnsessnusE| | 3
_ mmmmﬁmwmmmwmwmmuzuunﬁul camavzs
mESLsds8ERgLss
| 2323738383837853 o0 c uaszsnnas:
T Sl
am”mmmmnwmmm”mmmmxwal resessras! ||| &
ASAEEEEEcE88888 uausaRs2eRR R [§( L

$383188383835883 13 1353535555088
EE B BB SRR St s sxa B R EEEECER!
mwwwm 2E2 w Wmfmmmm IEEEEEENEE

—

Enfare- comveration (L1776 byte)
S

Sream Convbeng:

Ml Foikos TOP Siraam RPNSSE

@
B
1
i




= e = = ==
o A2 ES ] ol <=
(. = 9O L_ f— I =
Q0000000 4F 46 34 32 01 OO0 O1 O1 OO0 OO0 OO OO OO0 OO0 DO OO0 OFT2.
00000010 00 OO0 OO OO0 OO0 01 00 01 OO0 O1 Q0 O1 00 00 2e o8 ........
00000020 00 00 2o B OD DD OO0 OO0 bl 64 Q0O OO0 FF FF OO OO ......uv odis s
00000030 00 00 OO OD OO0 DO OO0 OO TF £F Q0O 00 00 00 0D 00 ..v.oves sosenman
| 00000040 FF FFf 00 00 43 6F 6F 6c 20 46 69 Bc 65 58 66 65 ....Cool Filexfe
00000050 F2 00 OO 0D OO0 OO OO OO OO0 OO0 OD OO 0O OD OO 00 r...ovu..
Q0000060 Q0 OO0 OO 00D 00 OO0 0D 00 QO 00 Q0 OO0 OO 00 0D 00 ....0ves
00000070 00 00 QO OO0 00 OO OO OO OO0 00 QO OO0 QD 00 00 00 ....u..:
00000080 00 00 OO0 OD 00 OO0 00 OO OO0 OO0 OO OD 0O 00 OO0 00 ........
Q00000090 00 00 OO 0D 00D OO OO0 OO0 OD OO0 0D 00 OO0 OO0 OO 0D ...cucs.
00000040 OO0 OO0 OO OO0 OO0 OO 00 OO OO0 OO0 QO OO0 0O OO0 OO 00 ........
Q000000 00 00 OO0 0D 00 OO0 00 OO OO0 00 Q0D 00 0O 00 O
” oo0000Co 72 65 63 69 FO 6% 2e 64 6F &3 78 00 OO0 OO0 OO OO r'ecipe d m:x 1
Q000000 OO 00 OO 0D 00 OO0 00 00 OO0 00 00 00 OO0 00 OO ... ..
i oo0000ED OO0 OO0 OO OO0 OO0 OO OO OO OO0 OO0 0D OO 00D OO0 OO0 0D . ... .. P e
QOO000F0 OO0 00 OO0 00 00 OO0 00 OO0 OO0 00 Q0 00 00 00 00 00 ....v.us
ooo00o00 4AF 46 34 32 01 OO0 02 Q2 37 31 37 34 3I6 34 27 00 OFT2. "1?-'-1-5-'1?'
00000010 00 00 00 OD 00 01 00 01 00 01 00 01 00 00 2e €8 ........ .. R
00000100 50 4b 03 04 14 00 06 00 08 00 00 00 21 00 7c 1 S et (=
00000110 ee 3d 7Ff 01 00 00 a4 05 00 0O 13 00 08 02 5b a43=== . .. ...... [C ;;.;;:E.
00000120 6F 6e 74 65 6e 74 5F 54 79 70 65 73 5d 2e 78 6d ontent. T ypes].xm.
00000130 6C 20 a2 04 02 28 a0 00 02 00 00 00 00 00 00 00 T +..Cov 2uuevvnn.
00000140 00 00 0O 00 00, Uﬁu% 80.,,08, 09 £9,00 00,0000 89 o0 v s, e
Q0090 0 00 00 OO0 CO OD GO 0D OO0 OO0 CGD OO OO0 00 00 D0 ..o sasvunans
i QO0000AD I.'.I'D 00 00 OO 0O OO 00 OO 00 00 00 00 QD 00 00 00 ..covwer senammns
Q0000000 OO0 OO0 OO0 OO OO OO OO0 OO OO0 OO0 OO 00 OO0 OO0 OO0 OQ
DOO00OCD T2 65 63 69 TO 65 2¢ 64 6F 63 7B 00 0O 00 0O recipe.d ocx
d [ 000000DD 00 00 00 00 00 00 00 00 QO 00 00 00 OO 00 D0 (Ser————
000000ED OO0 00 OO OC 00 00 00 O0 OO0 00 0D 00 00 00 00 00 .....o.un ovaensn |
| Entire conversation (12776 bytes) 3
|| [ _&nd savess || pint |© Asco EBCDIC @ HexDump,  © CAmys Raw
i | Help | Filter Out This Stream | [ Clase ]
L = — 4

L
[

T
=

OFT2:= DM N SALHE2=2 471 3 3/ E I|-I|o}_|_ M,_E1| OFT2 8
O] 2QICL 07| M A #Wj EF0| 20|& "PK'2t= &

At

E0}LC} recipe.docx2}
= Magic Number 2= Zto|Ct.
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00000100 |5CI 4b 02 04 14 00 06 DDIUB 00 00 00 21 00 7c I00PK.)..0r vonele].
00000110  ee a 00 00 13 00 08 02 5h 43w, ..., ...... [C
00000120 6f 6e 74 65 6e 74 5f 54 79 70 65 73 5d 2e 78 6d untent T ypes].xm

00000130 6c 20 a2 04 02 28 a0 00 02 QO OO0 OO0 OO OO0 OO OO0 7 ...C.. vovuivcns
00000140 00 OO0 00 OO0 00 0O OO0 0O 00 OO0 00 00 00 00 00 BD ..oy vovuvuan

A TH O] X|of| A PK2| 16%I5= 2t S0
OFFICE A Zo| Zuio|2t= S =old

50 4B 03 04 14 00 Oe 0O
DOCK; FRTXR; KLSX

t:li-]}”

ot e AMY B,
%7 Qlct.

bicrozoft Office Open XML Format (O0xkML) Document

NOTE: There ig no subheader for S OOxML files as there is with

DOC, PPT, and xLS fileg, To better understand the format of these files,
rename any OOxML file to have a ZIF extension and then unZlP the file:
look at the resultant file named [Content_Tvoes] xmito see the content
types, In particular, look for the <Qverride Parthame=1ag, where vou

will find weord, ool or xi respectively,

Trailer: Look for s0 4B 05 06 (pE..) followed by 18 additional bvtes
at the end of the file.

O|2ZM S E50| OFT2 E50M ERH recipe.docx2tl 7HEst) 2ol 2 + UL
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2t0l01AF3

* Quiz 01 22X Z0|

1. 2ANYSAEQIP FTAE R0II}?

A izt pespng - X
fle Bt Ven Go Capure Andze Statiics Teephony Wislss Tooks Helo

(NG [hRBes2f i SQQ4H

ep +| Exrezgion- +

fin, Time Surce Destination Pratozal  Lengt [nfa A
MBS 92068008 1920680041 TP 544940850 [RST, ACK] SeqeD )

114 3678.51180¢  192.168.1.123 192.168.1.141  TCP 54 58430457 [RST, ACK] Seq=d Ack=3

116 3676.511948  192.! 3 192.1 1 TP 54 5146851 [RST, ACK] Seq=2

N 38,5000 190168018  WLIBLML TP S4SBSBLL (ST, AK] Seqed Ac

120 3676.512156  192.168.1.133 192.168.1.141  TCP 54 53450609 [RST, ACK] Seq-8 Ac

122 3678512214 192.168.1.183 192.168.1.141  TCP 54 5437718 [RST, ACK] Seq=0 Ack=3324516011 Win=D Len=



2t0l01AF3

* Quiz 01 2 XNIZ0|
2. At BAEQ|IP =ALS 29101047

M it peaong - 0 X
Hle ot View Go Capure Malyze Stadsics Teleohony Wirelsss ook Help

IE0 LR esEf 5 EQ6QH

I B < Expression- 4

N, Tme Source Cestinaion Protocal Lenatt Inio A
112 3678.511744  192,168.1.123 192.168.1.141  TCP 54 49+42852 [RST, ACK] Seq=0 Ack=3936840758 Win=@ Len=0

436/8.511604  192.168.1.143 192.168.1.141  TCP 54 50+36457 [RST, ACK] Seq=d Ack=3930695793 Win=0 Len=0

90.6.0.13 12068100 T 545146850 [RST, AK] Seq=d Ack=3027879815 in=B Len=b

6 3676.512086  192.168.1.123 192.168.1,141  TCP 54 5252312 [RST, ACK] Seq= Ack=3529830049 Win=0 Len=

1036750105 129680039 DLAGBLAL TP 545350689 [RST, ACK] SeqeD Ack=3T66066 in-d Len=)

122 3678512214 192.168.1.123 192.168.1.14!
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3. CHANO| 01T TCP I EJI & & QL =I177

TR LML LRI TP 604309008 [ALK) SegMBRLI00 Ack3LISIRNS0 eSO Lene THval-3GLES The.

Y80 [AK] See312 ]Mk DAB0E3T v Lened Toval=4233060 T,
60 5K, ACK] SeqeTOLE030 Ack3LISRBAT Kin- S0 Lenel TS l=4I558.
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4.0{™ ICMP2 Hl EZ8 /IS HSI}I I

oo

T2l O A= IH?

- 10.00m 192,168 1141 192.168.1.13  10P 98 Echo (ping) request id-Bxchlb, seqe1/2%6, tt1=64 (reply in 4)
—  40.00m8  192.168.1.123 192.168.1.141 1P 98 Echo (ping) reply  id=Ducblb, seq=L/256, tt1=32 (request in 3)

Frane 3: 98 bytes on wire (784 bits), 98 bytes captured (784 bits) on interace §
Ethernet IT, Src: Dell cb:b:15 (08:14:22:ch:6:15), Dst: Dell be:Sd:fd (60:14:22:be:Sc:d)
Internet Protocol Version 4, Src: 1921681141, Dst: 192,168,113
v Internet Cortrol Message Protocol
Type: § (Echo (ping) request)
Code: 123
Checksun: x94T [correct]
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dmJ @ CERE\AE=ETIIIEQAaaH
[F e B3 - Expreselon--- 4
o, Time Source [estnation Protacol  Lengtt Infa

L]
1921 141 2 TRST. ACK] Seq-® A

192.168.1.141

192.1

192.168.:

192.168.1.141
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Packet Dump It Z0|Lt. HIER D 22l A= Al0H &4 K
HACH el A= 141.157.228.120] AIB1 0112, 10.1.1.31/U=
=ct0|HE A AEO| LY.
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1 HESEZZ NS 0ISoIHIIES S
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TftpE Sot(d = dSot= 250 L

Ma. Tirme Source Destination Protacec Ler Info

6 B8.58. 18.1.1.31 141 .157.228.12 TFTP 62 Read Request, File: msblast.exe, Transfer type: octet
9 B.6l1. 141.157.2.. 18.1.1.31 TFTP 5.. Data Packet, Block: 1

1@ ©.61. 18.1.1.31 141 .157.228.12 TFTP 68 Acknowledgement, Block: 1
16 1.51... 141.157.2.. 1&.1.1.31 TFTP 5.. Data Packet, Block: 2

17 1.52.. 18.1.1.31 141 .157.228.12 TFTP 68 Acknowledgement, Block: 2
28 2.42.. 141.157.2.. 18.1.1.31 TFTP 5.. Data Packet, Block: 3

21 2.43.. 18.1.1.31 141 .157.228.12 TFTP 68 Acknowledgement, Block: 3
22 3.33.. 141.157.2.. 1&.1.1.31 TFTP 5.. Data Packet, Block: 4

23 3.33.. 18.1.1.31 141 .157.228.12 TFTP 68 Acknowledgement, Block: 4
24 4.23.. 141.157.2.. 18.1.1.31 TFTP 5.. Data Packet, Block: 5

Frame 9: 558 bytes on wire (4464 bits), 558 bytes captured (4464 bits) on interface 8
Ethernet II, Src: Runtop_ 17:33:2e (B0:83:6d:17:33:2e), Dst: NxpSemic B0:68:802 (00:60:37:00:00:82)
Internet Protocol Version 4, Src: 141.157.228.12, Dst: 18.1.1.31
v User Datagram Protocel, Src Port: 69, Dst Port: 1828
Source Port: 69
Destination Port: 1828
Length: 524
Checksum: Bxec3d [unverified]
[Checksum Status: Unwverified]
[Stream index: @]
Trivial File Transfer Protocol
~ Data (512 bytes)
Data: 4d5a90880300800804800808F FFf0080bs0ERDARDARRA00E _ | |
[Length: 512]
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141.157.228.12 -=> 10.1.1.31 GiA IIE = =4= EAUS

Mo Tirme Source Destination Protacec Ler Info

6 B8.58 18.1.1.31 141 .157.228.12 TFTP 62 Read Request, File: msblast.exe, Transfer type: octet
9 8.61 141.157.2. 1@.1.1.21 TFTP 5.. Data Packet, Block: 1

18 8.61 18.1.1.31 141.157.228.12 TFTP 68 Acknowledgement, Block: 1
16 1.51 141.157.2... 18.1.1.31 TFTP 5.. Data Packet, Block: 2

17 1.52 18.1.1.31 141.157.228.12 TFTP 68 Acknowledgement, Block: 2
28 2.42 141.157.2... 18.1.1.31 TFTP 5.. Data Packet, Block: 3

21 2.43.. 18.1.1.31 141.157.228.12 TFTP 68 Acknowledgement, Block: 3
22 3.33. 141.157.2... 18.1.1.31 TFTP 5.. Data Packet, Block: 4

23 3.33. 18.1.1.31 141.157.228.12 TFTP 68 Acknowledgement, Block: 4
24 4,23, 141.157.2... 18.1.1.31 TFTP 5.. Data Packet, Block: 5

Frame 9: 558 bytes on wire (4464 bits), 558 bytes captured (4464 bits) on interface @
Ethernet II, Src: Runtop 17:33:2e (80:83:6d:17:33:2e), Dst: NxpSemic ©0:00:02 (60:60:37:00:00:02)
Internet Protocol Version 4, Src: 141.157.228.12, Dst: 18.1.1.31
~ User Datagram Protocol, 5rc Port: 69, Dst Port: 1828
Source Port: 69
Destination Port: 1828
Length: 524
Checksum: @xec3d [unverified]
[Checksum Status: Unwerified]
[Stream index: @]
Trivial File Transfer Protocol
~ Data (512 bytes)
Data: 4d5a98888300000084800008FfFFf0000bs22000200BBB000 . | |
[Length: 512]
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yASEH=LE 0IFSF=2FAELIMN?
- TftpE LEX =4 §01I follow stream UDPZ &t

CiLl 22

= msblastexe T2 ]HS M S
& B8.58 1@.1.1.31 141 .157.228.12 TFTP 62 Read Request, File: msblast.exe, Transf
9 8.61 141 .157.228.12 18.1.1.31 TFTP 558 Data Packet, Block: 1
18 8.61 18.1.1.321 141 .157.228_.12 TFTP 68 Acknowledgement, Block: 1
1e 1.51 141 . 157.228.12 18.1.1.321 TFTP 558 Data Packet, Block: 2
17 1.52 186.1.1.31 141 157 .228.12 TFTP 68 Acknowledgement, Block: 2
260 2 .42, 141 . 157.228.12 16.1.1.31 TFTP 558 Data Packet, Block: 3
21 2._43, 18.1.1.31 141 .157.228_.12 TFTP 68 Acknowledgement, Block: 3
4 Wireshark - Follow UDP Stream (udp.stream eq @) - quiz02 — (| e
msblast.exe.octet..... 7 -~
..... 1..L.!This program cannot be run in D05 mode
Fe e e - PE. .L el 7 7.
....... P. o
............. o
W =5%=] LIEw - ~
T4 ctiant okifsl. 75 sanvar okiisl. 28 lumiisl
Entire conversation (6300 bytes) - Show and save data as | ASCI - Stream
Find: | | Find Mext |
Filter Out This Stream Print Save as--- Baclk Close Help
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