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Windows Software

There are many Windows memory acquisition tools. Mast of them will not work on Windows Vista or 7, as user prog

tools acquire physical memaory by first installing a device driver, so administrative privileges are needed.
We have edited this list so that it only includes current tools:

Belkasoft Live RAM Caputer

This free forensic tool, unlike many others, works in kernel-mode, which allows bypassing proactive anti-debuggir

reliable results compared to user-mode tools.

Designed specifically for computer forensics. Fully portable, runs off a flash drive, preduces uncomprassed raw bir
Server. 32 and G4-bit drivers are included.

https://belkasoft.com/ram-capturer &

WindowsSCOPE Cyber Forensics, available at http://www.windowsscope.com &
Can capture, analyze, graph in depth physical and virtual memory codes and structures
Proprietary and standard formats (windd), snapshot repository, snapshot comparison
All Windows OSs (XP, Vista, 7, 8/8.1, 10), 32 and 64 bit supported
Available via node-locked & license and cloud rental &
Phantom Probe USB based fetch
CaptureGUARD PCle card & and ExpressCard & for hardware-assisted DRAM acquisition
CaptureGUARD Gateway B enables DRAM acguisition of locked computers
Launched in 2011

winen.exe (Guidance Software - included with Encase 6.11 and higher)
included on Helix 2.0

http://forensiczone.blogspot.com/2008/06 /winenexe-ram-imaging-tool-included-in.htm| &

Mdd (Memory DD) (ManTech)

http://scurceforge.net/projects/mdd &

http://www.forensicswiki.org/wiki/Tools:Memory Imaging#Windows Software
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1). https://github.com/Plainbit/BITLive

- Plainbit Al, BITLive win & L22 &%

> 0 releases

Hi

TLive-master » BITLive-master

2% 1 contributor o= ~
|| .gitattributes
Latest commit f@ed84f on 27 May 2017
] README.md

2 years ago

MHAH F Win7 EEHZ olF

hbgary
mandiant
microsoft
nirsoft
ntsecurity
others
sysinternals
systemtools
unxutils
winzk
winzk3
win2ks
win7

wing
winfingerprint
winvista
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https://github.com/Plainbit/BITLive

2. olld EC 0| U=

en-US
ko-KR

2018-11-11 2% 1
2018-11-11 2% 1.

B ARP.EXE 2009-07-14 % 1. 22 =2 W 21KB
B atexe 2009-07-14 2F 1. S8 T2 24KB
B cmd.exe 2010-11-20 2% 9. S22 =Z=2]H 296KB
i1 doskey.exe 2009-07-14 27 1. S8 Z2]H 16KB
B find.exe 2009-07-142F 1. S22 213 4KB
B | findstr.exe 2010-11-20 2 g T2 62KB
B getmac.exe 2008-01-19 o D27 64KB
(B gpresultexe 2009-07-14 o x2S 125KB
" | HOSTNAME.EXE 2009-07-14 28 =213 9KB
LB ipconﬁg.exe 2009-07-14 2% 1 27KB
B mem.exe 2009-07-14 s o274 39KB
i1 nbtstatexe 2009-07-14 o e ] 15KB
57 netexe 2009-07-14 S8 o208 45KB
B | NETSTAT.EXE 2000-07-14 2F 1. S2 =213 27KB
B | Robocopy.exe 2010-11-21 @ F 1.. 2 125KB

®| ROUTE.EXE

i1 schtasks.exe

-l setenv.bat

B | systeminfo.exe
B tasklist.exe

| TRACERT.EXE

2009-07-14 @H 1
2010-11-20 2% 9
2017-05-27 @

2009-07-14 @7 1
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= =
3. cmd i|_I'Z§H|_'JI\' AE-Ixo-l HEX 80
DEC 128

C:WUsersAdministrator>echo ¥%path%
C:#ilindowsttsystem32; C: Hilindows ; C: WllindowsHSystem32iiibem; C : ilindowsiSystem32@ilind
owsPowerShel liul . Ol

C:WUsersAdministrator>

HaHo AHA cmd W4 A2 MLEO2 WY TIQ
- B FHHS 2l --> echo % path%



Live—masterWBITL ive_win> setenv.bat

. You have to go to the parent folder.
2. Run BITLive_win.bat.

22:50:14.01 C:#WUsersHAdministratorDesktopiitoolittoolWBITLive_windwin?> echo Zpat
h7

winth;hbgaryl; mandianth; microsofti; moonsolst;nirsoft;ntsecurityld;sysinternalsH;
systemtoolst;unxutilsh;winfingerprinth;wiresharkit; otherst;

22:50:54.35 C:#UsersiAdministratoriiDesktopttoolittoolWBITLive_winwint> _

- e HAAH 28l 'setenv.bat’ A > setenv.bat
- HAMNHOR WAL PE=X &9l > echo %path%
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rolatile » process_information

e
1

-
L=

=| Cprocess
=| procinterrogate-ps
=| pslist

SHE case ECOM H/45 HE &l

~~ volatile\process_information °ll A tlist-s& i X 6t bgwon2l4@gmail.comZ A =
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2 S0t IHEPHEIE, 2HE N, et 0|CI K, 2018, 1.

ANE ZdA JfE@RE), Ol A&l N, O] & ST&HA} 2015. 5.

& FH 202, William Stalling A, StEIOICIH, 2016. 8

S S0t AFOIH oA 2] Dl =, 28 ¢l M, 2016. 8

RFC 3227, Guidelines for Evidence Collection and Archiving

€ NIST Special Publication 800-86, Guide to Integrating Forensic

Techniques into Incident Response
€ http://www.forensicswiki.org/wiki/Tools:Memory_Imaging#Windows_Software
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