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What is 5G?

5G is the 5th generation of mobile networks
d Operation from quite low to very high bands: 0.4 — 100 Ghz

® Including stand-alone operation in unlicensed

bands

(J 10 times more capacity than others
1 Expected speed up to 10 Gbps
J Hundred times faster than the current 4G technology (theoretical)
J Lower cost than previous
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Why do we need 5G?
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Key Challenges and Gaps to Reach 5G
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stract Overview of 5G Network Architecture
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Major Components in 5G Network

*» Turns core mto cloud
service environment

* Entirely new PKI-based
security framework

* Extends the cloud into the
core network
* Move the computing and

storage functions towards
the edge of the network

5GC Control Edge
Plane Computing
5G NR Network
Slicing

* Support for mmW, \
massive MU-MIMO, S
spectrum sharing ‘

* Modestly improves user
privacy over 4G

=+ Virtually slice the mobile,
internet, and cloud for
private networks.

» Allows multiple virtual
networks to be operated
over a single shared physical
infrastructure
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Major Components in 5G Network — Edge Computing

Edge Computing

[ Brings the data closer to
the end-user,
= Move the computing
and storage
functions towards
the edge of the
network.

(J Reduces latency and the
data volume handled by
the core network

[ Enhance the performance
benefits.
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Major Components in 5G Network — Network Slicing
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[ Network slicing spans
multiple layers of the
network.

O It enables service providers
to build end-to-end virtual
networks tailored to Critical IoT
application requirements.
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5G Service-based Architecture
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Cyber Security Concerns

Cyber Security Concernes in 5G Network will be:

Gain Control of the Software
Managing the Networks

Increased Bandwidth will Raise
Capability Concerns

Security Design Consideration in
Heterogeneous Access
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01 ) Denying the Potential for Chokepoint Inspection and Control

dLagecy networks have hub-and-spoke designs
= Fverything come to hardware choke points where cyber hygiene could be practiced.

U In 5G software defined network,
= Activity is pushed outward to a web of digital routers throughout the network
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02 ) Gain Control of the Software Managing the Networks

It is possible to lock down the software vulnerabilities within the network
dBut, the network is also being managed by software

JAnN attacker that gains control of the software managing the networks can also
control the network.
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03 ) Dynamic Cyber Protection

dThe dramatic expansion of bandwidth that makes 5G possible creates additional avenues
of attack.

A5G’s Dynamic Spectrum Sharing capability in which multiple streams of information share
the bandwidth in so-called “slices”
= Each slice with its own varying degree of cyber risk.

dWhen software allows the functions of the network to shift dynamically

= Cyber protection must also be dynamic rather than relying on a uniform lowest COmmon
denominator solution

DN1

DN2
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04 } Increased Bandwidth will Raise Capability Concerns

dMany security solutions involve monitoring traffic in real time to identify
potential threats based on activity and sniffed data.
= These systems are largely able to keep up because of bandwidth limitations.
» The Internet bandwidth or capacity of a network can only handle so much traffic at once.

= Thisis bad in terms of user performance but good in terms of managing security and
traffic.

dWith 5G, which offers incredibly higher speeds and capacity, all of that goes
out the window
= Security solutions must be upgraded to deal with these new capabilities
= A majority of legacy solutions may no longer work

= Because of the increased capacity, speeds, and overall latency boost that 5G offers. :-.
= To achieve the higher capabilities, hardware will need to be upgraded to become more ]

powerful
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05 ) Security Design Consideration in Heterogeneous Access
dThe heterogeneous nature comes not only from

the use of different access technologies (WiFi and

LTE),

= But also from multi-network environment, which might
imply that the access network architecture from
different networks are different.

Core Network
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dioT devices have many choices in the way they o N
access networks. '5;";3,?;}% H_,_gg-.":—r«k /Af’” Lcened Spackun  Unlcansed Specirm
= Forinstance, they may connect to networks directly, or S« __® _ rons B
via a gateway, or in the D2D or Relay fashion.

JComparing to mobile handset, security
management of loT device in 5G may be efficient
and lightweight.
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06 ) Privacy Protection

JAs primary method for network accessing, mobile networks carries data and signaling
that contains many personal privacy information

= For instance, identity, position, and private content.

in order to offer differentiated quality of service, networks may need to sense what
type of service a user is using.

= The service type sensing may involve user privacy.

JAs open network platforms, 5G networks raise serious concerns on privacy leakage. In
these cases, privacy leakage can cause serious consequences.
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Summary

JAdvanced 5G and wireless networks introduces a slew of cybersecurity concerns and
problems,
= Particularly as it relates to current security solutions.

[ Cyber security requirements are often seen as obstacles or burden in the system design
= Butignoring them in the beginning is not cost-efficient in the long run.
= Adding features afterwards is less effective and often more costly than including
proper mechanisms from the beginning.

dOrganizations must recognize and be held responsible for a new cyber duty of care.

dGovernment must establish a new cyber regulatory paradigm to reflect the new realities.
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