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What is Internet of Things (IoT)
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Why IoT Security
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➢ Mirai attack in the last quarter of 2016 was estimated to infect around 2.5

million devices connected to the Internet and launch distributed denial of

service (DDoS) attack [5].

➢ Mirai, Hajime and Reaper are the other big botnet attacks.

➢ Being low powered and less secure, provide a gateway to the adversaries for

entering into home and corporate networks, thereby giving easy access to

the user's data.

➢ Implant IoT devices into the human body, particular individual or falsify

data.
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Various Security Critical IoT Applications
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➢ Smart Cities: Smart card services, Smart mobility applications.

➢ Smart Environment:  Fire detection, early detection of earthquakes, pollution 

monitoring.

➢ Smart Metering and Smart Grids: the electricity consumption is measured 

and monitored, monitoring of water, oil and gas levels in storage tanks and 

cisterns.

➢ Security and Emergencies

➢ Smart Retail

➢ Smart Agriculture and Animal Farming

➢ Home Automation
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Sources of Security Threats in IoT Applications
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IoT Security using Blockchain

An Overview on IoT Security

➢ The IoT devices provide real-time data from sensors and blockchain
provides the key for data security using a distributed, decentralized and
shared ledger.
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IoT Security using Fog Computing
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➢ The data generated by IoT devices locally for better management.

➢ Decentralized infrastructure for analysis of data and computing.

➢ Can be used to store and process time-sensitive data efficiently and

quickly.

➢ Goal is to enhance security, prevent data thefts, minimize the data stored

on the cloud and to increase the overall efficiency of IoT applications.

➢ The latency in fog computation is less than cloud computation.



➢ Man-in-the-middle attack 

➢ Data transit attacks

➢ Eavesdropping

➢ Resource-constraint issues

➢ Incident response services
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Advantages of Fog Computing for IoT Security
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IoT Security using Machine Learning

(a) Centralized machine learning architecture (b) Distributed machine learning architecture 

Blockchain-Based Decentralized Security Architecture for IoT Network
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Benefits of Machine Learning for IoT Security

An Overview on IoT Security

➢ DoS Attack

➢ Eavesdropping

➢ Spoofing 

➢ Privacy Leakage

➢ Incident response services
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IoT Security using Edge Computing
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➢ The main difference between cloud, fog and edge computing is the

location of intelligence and power computation.

➢ The computation and analysis power is provided at the edge itself.

➢ Low communication cost.
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IoT Security and Edge Computing
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➢ Data Breaches

➢ Data Compliance Issues

➢ Safety Issues

➢ Bandwidth Issues
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Open Research Challenges
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➢ Scalability and availability of blockchain.

➢ Security and privacy continue to persist in fog computing.

➢ Select a proper machine learning algorithm and data set.

➢ Data security and user privacy.
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Conclusion
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➢ Provided an overview of IoT Security.

➢ Motivation behind IoT security.

➢ Studied Various security threats in IoT.

➢ Possible emerging technology for IoT security.

➢ Recent research challenges.
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