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1. Introduction () Srmogrenryond s

% loT Trend Outlook

> A massive number of these devices have been interconnected to each other and further connected to the Internet to form
an Internet of Things (loT).

> 10T based services have seen an exponential economic growth in last five years especially in telehealth and
manufacturing applications and are expected to create about USD 1.1-2.5 Trillion contribution in the global economy
by 2020121,
v more than 85% of enterprises around the world will be turning to 10T devices in one form or the other, and 90% of these
organizations are not sure about the security of their 10T devices2,
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< Security Issues
» HP revealed that 70% of the devices connected to the Internet are vulnerable to numerous attacks(4]

> Smart cars and Legacy industrial systems such as manufacturing, energy, transportation, chemical, water and sewage
control systems have greater security risks(tl

> Expected that by the end of 2020, more than 25% of corporate attacks would be because of compromised IoT devicesl!’]

> Successful launch of sophisticated cyber-attacks on ICS and other critical infrastructure have rendered existing 10T
protocols ineffective

v i.e. like Mirail'8l, Ransomwarel1l, Shamoon-2[2% and DuQu-2[2]
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< Real Case: Mirai Attack (DDoS as a Service)

Mirai at a Glance
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s Contribution of this research

> Presenting an “All in one package” that comprehensively covers most of the aspects of IoT security

» Deducing an attack strategy of a Distributed Denial of Service (DDoS) attack through 10T botnet

> Presenting a comprehensive ser of security guidelines based on industrial best practices

> Discussing open research challenges
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s |oT Architecture

> lack of consistency and standardization in 10T solutions across the globe due to which there are issues related to
interoperability, compatibility, and manageability[?7].

> To reduce this non-uniformity, this research present a consolidated generalized 10T architecture and a layered loT

protocol stack.
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2. Threats to the IoT

s |oT Protocol Stack

Semantics Layer

Application Layer

MAC / Adaptation / Network layer

Physical / Perception Layer

* Business Modelling Identification EPC, uCode, etc.
- Knowledge Addressin
: 4

Extraction e
* Decision Making Smart Things, Sensors,
* Business dusitino, lets alilic,

Intelligence 4

Os (Contiki, tinyOS,

* Data sensing and collection

* Frequency selection, modulation, de-modulation

Cryptography and
Information Security Lab

Fig. 2. IoT Protocol Stack.
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< 10T vs Traditional Network
> Significant difference between conventional networks and 10T is the level of the resourcefulness of end devices!2¢],

Architecture Traditional Network loT Network
Device plentiful resource devices resource constraint embedded devices
(computer server, smartphone, etc.) (RFID, sensor nodes, etc.)
Memory high low
Computing power high low
Disk space high low
Power consumption high low
Security protocol complex & multi-factor security protocol protocol with lightweight security algorithm

slow and less secure
secure and faster

Communication (DSL/ADSL, WiFi, 4G, LTE, etc.) (802.15.4, 802.11a/g€g/Fné)p(, Ie_tc::F;a, ZigBee, NB-loT,

Data format almost same OS and data format application-specific data type and lack of OS

absence of host-based approach (AV, patches),
lack of loT-focused attack signature,
cross-device dependency

firewall, IDS/IPS,

Security host-based anti-virus and SW patches
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s Generalized Threats

Threat Vulnerability Exploited Attach Method

Eavesdropping and traffic analysis Lack of encryption and network access control

Masquerading and unauthorized

. : . Weak data security, authentication and authorization mechanism
disclosure of personal information

H/W attack,
Side-channel attack,
Reversing attack

Lack of physical security, no temper-proofing, trustless environment, open physical

Device integrity interfaces, boot process vulnerabilities

Remote code execution Lack of host-based of string network level security Mirail44]
. . : : L : Mirail44],
Software/Code integrity No malware detection mechanism, weak network and application layer security Gooligan(i7
Threats to communication protocols Spoofing the ARP, brute-forcing pre-shared Wi-Fi keys, ARP spoofing,
(MITM, unauthorized access, DoS) vulnerability in the exchange of disassociation message IMSI catching
DoS (Resource exhaustion) attacks Weak network and application layer security

10
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< Threats at Difference Layers of 10T Architecture (Physical/Perception Layer)

S Threat Vulnerability Exploited

MAC/ Adaptation / Netwerk layer Eavesdropping Unprotected communication channel, no encryption

Battery drainage attacks Unchecked volume of legal requests, lack of spam control

Negligence by the manufacturers, faults of developers, unprotected interfaces, weak

E IR I CON LR application/web/network security

ot s Malicious data injection Weak access control
Sybil attack Lack of identity and device management
Disclosure of critical information Lack of physical protection for the devices
Device compromise Vulnerable physical interface, boot process vulnerability
Timing attack and hardware exploitation Open debugging ports
Node cloning Lack of standardization and hardware security and temper-proofing
Semi-invasive and invasive intrusions Lack of physical security and temper-proofing

Change of configuration/Firmware-

version Weak implementation of cryptographic algorithm

Unauthorized access to the devices Use of default or hardcoded username and passwords

11
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< Threats at Difference Layers of 10T Architecture (MAC/Adaption/Network Layer)

Semantics Layer
HDFS, MapReduce
Application Layer

MAC / Adaptation / Network layer

Unfairness, impersonation and interrogation attack

DosS attack to include collision attack, channel
congestion attack, battery exhaustion attack,
exploitation of CSMA, PANId conflicts

Fragmentation attack

MITM, eavesdropping

Spoofing, hello flood and homing attacks

Network intrusion and device compromise (remotely
using malware)

Message fabrication/modification/replay attacks

Node replication attack and insertion of rogue
devices

Selective forwarding attack, Sybil attack,
wormhole attack, blackhole attack

Storage attack

DoS attacks launched by sending fake/false
messages to a node, server or a gateway device

Threat Vulnerability Exploited

Weaknesses in communication protocols (channel access scheme), MAC spoofing,
weak network access control

Flaws in medium-access control and communication process

Lack of security mechanism in 6LoOWPAN

Weak authentication and data security

Weak authentication and anti-replay protection

Weak network intrusion detection/prevention system, weak device access control
once the device is operational, inefficient identity management

Weak data authentication and anti-replay protection

Weak network and device access control mechanism

Weaknesses in network routing protocols

Centralized data storage, non-replication of data storage, no protection against
malware such as cryptlocker and ransomware

Weak link layer authentication and lack of anti-replay protection

12
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< Threats at Difference Layers of 10T Architecture (Application Layer)

S Threat Vulnerability Exploited

MAC/ Adaptation / Netwerk layer Malicious codes Lack of application/web security, authentication and authorization mechanism

* Data Analysis

* Business Modelling

* Knowledge
Extraction

* Decision Making

* Business
Intelligence

Software modification Lack of application/web security

Brute force and dictionary attacks, escalation of

. . Weak authentication and authorization mechanism
privileges and data tempering

Injection flaws in SQL/noSQL databases, OS and Lightweight Directory Access

SQL injection attacks Protocol (LDAP)

Identity theft and password/key/session token Incorrect implementation of authentication in application vis-a-vis session
compromise management
Disclosure of sensitive/private data Insecure web application and APIs
Cross-site scripting (XSS) Vulnerability in web applications and user unwareness

< Threats at Difference Layers of 10T Architecture (Semantics Layer)

Threat Vulnerability Exploited

Identity theft, compromise of user privacy Lack of data/application security




2. Threats to the 10T () Srmogrenryond s

< Security and Privacy Challenges to Cloud-Supported loT

> Data originating from a various devices will be available for open sharing across a range of applications, servers, users
v" Public sharing is achieved with the cloud technologies
v Most loT systems are developed for a particular application

v" The security aspects are also limited to that particular application INDUSTRIAL loT DATA PROCESSING LAYER STACK

A

» Security Considerations in Cloud-supported 10T CLOUDWER
v" Security of Data —— ey e

v Handling of Heterogeneous Data — .

v User Anonymity vis-a-vis ID Management s i foghode/Sorvr T fogNods /Srv o e/ Srver R g ode / Srr l

v In-Cloud Data Sharing B » a0 A Y H

v Large-Scale Log Management

v' Vulnerability to DoS Attacks DRIEE e i |

o Atz E=e= [ B B B B B R B
v The Threat of Malicious Things s T R R
e SIS INC IS I AL AN A Al

Sensors & Controllers (data origination) b O b b b b b b

< Security and Privacy Issues in Fog Computing for loT
» Cloud’s centralized data storage and computing framework could be single point of failure.
» Fog computing does compliment by reducing the latency and process load.
> Trade-off between security and availability

14
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@ Cryptography and

< Threat: constant danger that has the potential to cause harm to an information system
» malware, application misconfiguration, and humans

< Attack: successful execution of a malicious act by exploiting vulnerabilities in an information system
» Xafecopy, WannaCry, Cryptlocker, Mirai, Havex, Stuxnet

TRENDING IN MALWARE ATTACKS

Prepare
Gain exploits as
Intelligence per identified
vulnerabilities
TABLE III

Gain initial foothold/
access by sending

malware designed as a |

legal application (e.g.,
Battery optimizer app)

Malware
stays in a stealth
mode

Malware executes and
download additional

payload (e.g., T

Keylogger, network
analysis tools)

Propagation or
cleanup from
victim’s system

Transfer stolen
information to CCS
or take actions on

attacker’s orders

Malware Type 1981-1990 1991-2000 2001-2010 2011-2016 2017 2018
Virus 10 07 03 - - -
Worm 01 02 27 01 -
RAT + Rootkit - - 21 12 01
Botnets - - 02 02 -

Ransomware 01 - - 16 [99] 02 -
Total 12 09 53 31 02 01

Gain escalated
privileges and launch
further probes &

attacks (Delete files, [¢

encrypt victim’s data,
steal information)

15
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< Attack Methodology

1.

Preparatory phase

Initial exploitation
and infiltration phase

Execution phase

Propagation phase

Hideout and
clean-up phase

[

[

Preparatory
Phase

Reconnaissance and
collection of
information about
target system

- Social engineering
- Penetration testing
toolkits

- Corporate websites

|

[

I

Initial Exploitation & Execution Propagation Hideout & Cleanup
Infiltration Phase Phase Phase Phase
I
- Phishing - Zero-day exploits - Self Propagation (By - Hidden Malware Files and

- Spear phishing

- USB flash drives /
Removable media

- Watering hole

- Fire & forget
attack

- XSS

- Buffer overflow

- SQL injection

- Brute force
Password

- Dictionary attacks

- Hacking toolkits

Fig. 9. Methodology of a Malware Attack Targeting [oT/ICS.

- Escalation of privileges

- Communication with CCS

- Downloading of additional
components

- Arming (Installation of RAT,
Trojan, malicious payload)

~| - Intelligence gathering for

further attacks

* Network adapters
* Files & folders

* Services running

* Devices connected

- Execution of payload for
Sabotage

- Archiving of stolen data,
i.e., VOIP recordings, screen
shots, key strokes logs, bank
accounts & user accounts
details, web credentials,
emails, social networks
credentials, etc., ine.g.,
SQLite Database

- Compress stolen data (Zlib,
RAR etc)

- Encrypt stolen data and send
to the attacker through CCS
directly or through Bots or
proxies

exploiting vulnerabilities
e.g. Print Spooler, LNK /

and windows shell
vulnerability)

- Network shares

- USB memory sticks

- Attacker controlled
propagation

Folders

- Hooking ( Import
Address Table Hooks (IAT),
and Inline API Hooks

- Use of Direct Kernel Object
Manipulation (DKOM)
technique by Rootkits to delink
malicious objects from
windows doubly- linked lists of
objects

- Hidden registry entries to allow
execution of malicious code at
system startup

- Metamorphic code

- Masking of malicious code
execution

- Modification of original code

- Keeping all files/payload in
encrypted form on the target
system and decrypted
once, the system is identified as
a target system

- Deletion of payloads and
files at a specific time or after
detection

- Wiping off log data

16
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< high probability that 10T devices may be used to create a botnet army to launch various other attacks such as
DDoS and distribution of ransomware/spyware

Attacker
ccs Reporting Loader
Server
—_—
Z, g '
Controls Compiles scan Logs into
the bots results and vulnerable loT
forwards data to the devices
Loader for initial
exploitation
Infected loT devices scan
for other vulnerable loT MD
devices
" ﬁ l ) ] w
DDoS <« —— '
Attack - ‘, Distributes
* _ - ' malware/payload

among infected loT
devices

probable architecture of a botnet controlled by an attacker

17
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4. Gap Analysis and Security Framework

s DDoS Attack on loT

Preparatory Phase

ﬁ?econnaissance ;L

target system (look
for loT devices with
specific
vulnerabilities)
o Manufacturer
o Device hardware &
software
weaknesses
o Use of hardcoded
login credentials
o Weaknesses
web
interfaces/APls

in

Initial Exploitation &
Infiltration Phase

—

Execution Phase

« Malware access the

\‘
* Malware downloads

vulnerable loT device
* Brute-force/dictionary

attack to match login

credentials with a list

\ o Open telnet ports/

of default parameters

%, v,

additional payload
from MD server

o If some other
malware found, it is
deleted

* Device is
reconfigured to be a
part of Botnet

* Downloaded
malware binary is
executed

*Bot performs
specific  malicious
tasks

*Bots communicate

vegularly with CCS /

N

Propagation Phase

* Bots,
scanner and CCS
scan the internet for
more vulnerable loT
devices

* New victims can be
found using special
search engines
www.shodan.io and
WWww.censys.io

* The report is sent to
the Reporting Server

* Reporting Server
forwards data to the
Loading Server

* Loading Server logs-
in to vulnerable loT
devices

*Victim devices are

instructed to
download malware
from MDS using

wget command

Hideout Phase

external -

/

-

Malware in Bots\
remain dormant

Bots perform
DDoS attack,
once

commanded by
the Botnet owner
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4. Gap Analysis and Security Framework

< 10T Security Against DDoS Attack

Preventive Measures

Detective Measures

Responsive
Measures

Corrective
Measures

Limit loT devices to

communicate with
legitimate website/IP
address

By design, change of
default login credentials at
the time of device
activation

* Strong password

* Firmware/software
updates or patches

* Device activation through
vendor’s website after
verification of user and the
device

* Device certification based
on minimum  security
standards for that
particular device type and
application

*Use of network firewall
and IDS

* IP white and black listing
at the network ingress

* Egress filtering to allow
packets to legitimate
destination address only

*Sudden increase in the
volume of outgoing
network traffic

*Increase in CPU usage

*Follow a well prepared
incident response plan

*Disconnect loT devices
from the internet

-~

Aims at detecting the
presence of malware in the
system thus helping Iin
interrupting its  execution,
mitigating its effects and
further propagation

*Reboot the infected loT
devices

* Change default/current
login credentials

* Update the
firmware/software

. 2

.

-

Protect against attacker’s
preparations and initial
execution of the attack by
making it difficulty for him to
find weaknesses and infiltrate
the network

Aims at detecting the
presence of malware in the
system thus helping Iin
interrupting its execution
and mitigating its effects

As malware reside in the |
RAM therefore, restarting
the device helps in the
removal of malicious code,
even If it is dormant for
sometime

19
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<+ Guidlines 10T Security Framework Risk assessment for all processes, equipment,
stakeholders and information assets

Guidelines . How the organization is going to define its risk

TIoT Security Framework methodology?
Determining all possible information assets and
failures
Identification of threats and the potential

Defense-in-depth should be vulnerabilities
planned based upon risk profiles . Mapping the impact of risk against the likelihood
of their occurrences
Countermeasure, treatment plan and continuous
monitoring

Risk Assessment &
Threat Modelling

Defense-in-Depth

| | l |

) . . C dve M Penetration Testing /
Preventive Measures Detective Measures Responsive Measures orrective lvieasures Vulnerability Assessment
|_ Details in Figure -14 — Firmware/(‘ode _ Isolation of l_ Node Recovery E Device Attestation
Altestation Compromised Devices Self Recovery Network Testing
— Lo Mgt — Revoc&}li.on/Blacklisting Remote Attestation
L Hardened Gateway of Malicious Nodes
Devices — Anti-Tamper Mechanism
— Security Analytics — Disconnect Affected
Cognitive loT Security Part from Internet
Framework — Recover Important Data
Data Mining & Machine from Backup Files
Learning Techniques
SIEM

Edge Security Analytics

20
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4. Gap Analysis and Security Framework

< Guidlines 10T Security Framework — Prevention Measure

Preventive Measures

Security by Device Data Authentication Software Selfnl.gl;tl_\lreof secgg:tpyo?;go"- Key Network Visrtualized seﬁig_txff
Design Security Security & Access Control Integrity Applications Devices Management SEECIE ecurity Communication
Trusted  Device ID  Confidentiality [ Authentication During |: Whitelisting Min Security Key Generation
Environment - Security of | Authentication of Users/ Initial boot up Default Requirements Key Distribution
Security of Open Device ID & Integrity éPtD“CﬁtlonS/ Run-Time Restriction on At-least 2-factor Key Storage
; ateways ) i icati
:)c:m ity of Fi i E:vi‘greration - Availability i v Firmware Installation Authentication Key Revocation
ntegrity of Firmware g ) - Privacy 3 Rnulillsgn?;?::triun Updates Storage of Data in Key Updates
Multi-factor - Tamper Proofing | Security in Encrypted Form Secure Key
Access Control - Secure Firmware Transition from | Access Control Remote Access Provisioning
Update client-to-cloud | basedon based on ‘
~ Change of Default [~ Intra-cloud Minimum Security
Settings Security Role Requirements
~ Distributed Geo-location
Storage (Use of Department
E'C‘%kChla'” Device Type
echnology) OS/Firmware Version
Time of Access
- Secure Remote Access
|: VPN
Software-defined I
Perimeter

Human Factor Malware Protection

I: Reality of Threats - SED
User Awareness Secure Code Execution
TPM-based

- Secure Code Update
- Static Code Analysis

[~ Data Execution
Prevention

—- Runtime Stack
Analysis

[~ Threat Environment
- Attack Vectors
[~ Rogue Networks

[~ Un-Authorized
Applications

= Security of Corporate
Data

= Official Data Sharing on
Private Emails

- Use of default Settings

= Malicious Links - No Ransom

= Avoid Email Attachments

= Software Update

= Ransomware Protection

[~ Use of Security Software

= Periodical Backups
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< Snapshot of the impact of security

Physical / Perception layer

Transmission / Network Layer

Application Layer

Application
i Server
‘(\5‘2/
. e Application
@ L Wireless access network Base Core network (Standard IP) | Network | £ “ p:en,e,
| NB-loT Station | 4G/5G, Satellite, OFC, Ethernet |_ Server | . :
< & 5
[ Application
L - Server
Threats
* Node cloning/replication * Eavesdropping & MITM attacks * Web application vulnerability
* Device — Physical compromise * Network intrusion & traffic analysis * Trust in cloud
* Device integrity * Message Tampering * Data integrity issues
* Firmware / source-code integrity * Date forging * Unauthorized access to data .
* Key management vulnerability * Replay attacks * Data privacy issues during intra-cloud processing
* Battery drainage * Impersonation attacks * APl attacks
* Side channel attacks * Jamming of communication channel * SQL injection
* Semi-invasive and invasive * DoS, DDoS attacks * XSS
intrusions * Insertion of rogue devices in the network . DoS/QDoS )
* Disclosure of critical data (stored in  * User data privacy issues * Real-time fault and disaster tolerance
the device) * User/subscriber identity leakage * Data availability issues
* Malware threat

NB-loT Security

* Device updatability
* Key updation

Pitfalls
* Lack of device integrity check

Device authentication
Network authentication
Identity protection
Data encryption

Data integrity

Replay protection
Reliable delivery

* Trust in a single entity or a 3" party for data storage and
analytics (Data privacy issues and single point of failure)

* Weak application layer security

* Protection against malware attacks

* Lack of standardization on loT security

Fig. 15.

NB-IoT Security in IoT Threat Environment.

Incorrect authentication implementation

No application layer security
measures

A

Feature LTE-M NB-loT
Licensed spectrum Yes Yes
Device / subscriber | UICC/eUICC] UICC/eUICC
authentication
Network Yes LTE-AKAY | Yes LTE-AKA
authentication
Identity protection TMSI TMSI
Data confidentiality 128-AES 128-AES

. . - DoNAS
Data integrity Limited (Optional)
Control signal in- Yes Yes
tegrity
End-to-Middle No No
security
Forward secrecy No No
Replay protection Yes Yes (Optional)
Reliable delivery Yes Yes
Device updatability Yes Yes
Keys updatability Yes (Optional] | Yes (Optional)
Updation of long Yes (OTA) Yes (OTA)
term keys
Requirement of cer- Yes Yes
tified equipment
IP network Yes (Optional| | Yes (Optional)

22



5. Summary, Lessons Learnt and Pitfalls () Srmogrenryond s
Y

< 10T threats at various layers exploit different vulnerabilities and use different attack vectors to achieve malicious
objectives.

< Attacks at physical layer cannot be protected only by cryptographic security provided by l1oT communication
protocols.

< DDoS attacks are mostly launched through compromised 10T devices.

% Absence of anti-virus/malware detection mechanism in l1oT is one of the causes of successful attacks on the
integrity of the code/software of an loT end devicel8! [°],

< Security is not the primary concern while designing 10T technologies or products.
< Standard IT security protocols cannot be deployed on resource constraint 10T devices.
< Security is a holistic property. Hence, it should not be considered in isolation.

23
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< Baseline Security Standard

» taking into account the constraint resources of many loT devices, there is a need to develop lightweight fully optimized
cryptographic security protocols for 10T devices!9],

< Privacy-Preserving Data Aggregation and Processing

< Software/Code Integrity

> the most dependable solutions are hardware-based that require execution of complete attestation process in a secure
environment.

> there is a need to explore a secure software-based solution that can be easily deployed in resource constraint 10T
devices with the flexibility of timely upgradation.

24
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< Blockchain — An Instrument to Augmented IoT Security

< Challenges to Fog Computing in loT

» challenges in fog computing is to realize identity authentication
while ensuring low latency of real-time services, the mobility of
users, decentralized fog computing nodes and avoiding de-
anonymization attacks[210l,

-

Cloud
% ) \
' N 93

\ Cloud Server

-
v
0 ©
<S>

Application /
Data Server

Synchronized
Authentication Data
Fog Node A Fog Node B
X

N Blockchain miner
Blockchain miner / ﬁ | validator node
validator node G
Ry

~9 OH

o
Static Devices

Mobile Devices

BLOCKCHAIN for 10T

Transaction integrity &
authentication

Transaction integrity &
authentication

Bitcoin Blockchain Features Suited for loT &
Pros & Cons Research Challenges

Non repudiation

Non repudiation

No double spending /
avoids duplication

No replay

Prevents data forgery

Prevents data forgery

Decentralized control

Decentralized control

User anonymity

Identity management vis-a-vis
user privacy

Neutralizes affects of
Ransomware & Cryptlocker

Needs to neutralize affects of
Ransomware & Cryptlocker

Ideal for untrusted
environment

Untrusted Environment

Public Blockchain

Can be Public / Private /
Consortium Blockchain

No encryption

Encryption (data security at rest
& in transit)

Latency & low throughput

Near real-time transaction
confirmation

PoW consensus is
computation and energy
intensive

loT focused consensus with low
energy, computation and
communication overheads

Scalability issues

Should be scalable

Financial value based
transaction validation

Needs loT centric transaction
validation

25
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< Contributions
» Highlighted most of the known threats to the I0T systems by quoting examples of some of the real attacks
> Presented a comprehensive attack methodology for most common real-world attacks
> Deduced an attack strategy of a DDoS attack through 10T botnet followed by requisite security measu
> Presented a comprehensive set of security guidelines based on industry best practices
» Discussed open research challenges related to 10T security

% Future work: Blockchain

> Blockchain can solve most of the data integrity issues of 10T due to its ability to run distributed apps in the form of
smart contracts and storing data on multiple nodes.
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< loT Security =
Lower communication layer security (based on resource-restricted environment) +
Upper communication layer (based on security in data flow)

< For 10T Security
> Integrated and secure communication framework or architecture (from physical layer to application and semantic layer)
> Entirely modulated protection technique
» High quality of Semantics Layer (for defense-in-depth) with omnipotent data expression

< 10T Security with 5G
» 5G Is communication technology based on physical communication.

> When 5G is emerged with 10T, the trade-off between limitation of resource and performance of physical communication
should be considered.
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