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I. Introduction

 Nowadays, communication is an essential part for everyone.

 Many types of commincations are available such as M2M, H2M and others.

 Challenges of 3G and 4G: Network’s dynamic environment, manages lot of devices, security.

 Concept of network slicing, network softwarization, network function virtualization and software

defined network are used in 5G network.

 5G networks provide opportunities for the creation of new services, new business models to enter the

mobile market.

 5G security architecture is a extension of 3G or 4G architecture.
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I. Introduction

 Contribution of this research

 Provide security architecture for 5G networks that captures the relevant security issues about the use of

new technologies.

 Proposed security architecture serves as a pre-standardisation effort that aim to be useful for 3GPP.

 Present design objectives of a security architecture for 5G.

 Describe Architectural concepts with applications (Smart City) and components for 5G networks.

4



II. Security Architecture and Objectives

The security architecture of 5G networks is devided into four parts:

 Domain: is a grouping of networks entities according to physical or logical aspects that are relevant for

5G networks.

 Stratum (Strata): is a grouping protocols, data and functions related to sevices provided by one or

several domain.

 Security Realm (SR): captures security needs of one or several domains.

 Security Control Class(SCC): collection of security functions and mechanisms such as integrity,

confidentiality and so on.
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III. Security Architectre in Details
A. Domain

UICC: Universal 

integrated circuit card 

MEHW: Mobile 

equipment hardware

USIM: Universal 

subscriber identity 

module

ME: Mobile 

Equipment

IM: Identity 

management

IP: infrastructure

provider
6



B. STRATA (Stratum)

• Provide a high level view of protocols, 

data and functions. 

• Application, Home, Serving, transport 

and access.

• All parts have protocols and functions 

related to end to end applications 

provided to end users.
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C. SECURITY REALMS
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D. SECURITY CONTROL CLASSES
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IV. Analysis

 Backward Compativility

 Flexibility and Adaptability

 Trust Relations

 Virtualisation and Slicing

 Protocol and Network functions

 Security Control Points

 Security Controls

 Network Management
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V. Use Cases

A. Smart Cities and 5G 
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Table3: 

Mapping of SR 

to control 

classes in the 

smart city
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VI. Conclusion

 Proposed 5G security architecture that is combination of domains, strata inherited from 3G, 4G security

architecture.

 Introduced set of security realms to capture security needs for domains and strata.

 Security control classess provide security functions and mechnisms in terms of security concerns.

 Finally , studied the mapping of 5G architecture to use case like smart city.
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VII. Opinion

 5G is communication technology based on physical communication.

 When 5G is emerged with IoT, then it has many limitation such as centralization, accuracy, latency, 

load management.

 To mitigate these limitations, Blockchain and AI are used in 5G network.

 Security architecture of 5G used in many applications such as smart transportation, smart healthcare 

and CPS (Cyber Physical System) and others.
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