.lt SeoulTech UCS Lab

Ubiquitous Computing & “ecurity Laboratory

SEOULTECH




Mg We

+ Kleopatras 0| 8510 &7l 7| &= 2= O[3

B 271 7|0l 213t %53} (2K 7| US)

SN7 |12 H=2let H=E2 tHSsh=
M IS HiEA =S8} =+ QUC

371 710l 2jet ==

HAIX] HIAX]

e @

I 37171 & 1

37171 7H217]




[(ZAEW] =0 S7h 7=

- http://www.gpgdwin.org/index.html

- Download Gpg4win
- Certificate Creating

Welcome to Kleopatra 3.1.8—gpg4win—-3.1.10

kleopatra is a front-end for the crypto software GouPGE,

What's new

Version 3

High algorithmic strength of
GnuPG

Gpgdwin is the official GnuPG distribution for
Windows and provides the high cryptographic
standards of the GNU Privacy Guard. GnuPG
follows the recommendations regarding

algorithms and key length of the German
Federal Office for Information Security (BSI).

Gpg4win - a secure solution...

forfile and email encryption. Gpg4win (GNU Privacy Guard for Windows) is Free Software

and can be installed with just a few mouse clicks.

To create OpenPGP and X.509 certificates
Gpgdwin uses a key length of 2048bit by
default. The default algorithm for signing and
encrypting is RSA.

For most actions you need either a public key (cerificate) or your own private ke

» The private key is needed to decrypt or sign,

» The public key can be used by others to verify vour identity or encrypt to

You can learmn rmore about this on Wikipedia)
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™ ‘ou have imported a new certificate (public key) - Kleopatra ? *

In order to mark the cedificate as valid (green) it needs to be cedified,
Cearifying means that you check the Fingerprint,
Some suggestions to do this are:

& phone call to the person,

Using s business card,

Confirming it on a trusted website,

Do vou wish to start this process now?
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http://www.gpg4win.org/index.html

| o Plegse enter 2 name or ermail address,., 7100000, t=t, gpg: Encryption succeeded,
LEEOD ] Encrypt with password, Anyone vou share the password with can rel
ion succeeded,
Output
[] Encrypt / Sign each file separately,
= |r::,fu59rs,.fpr:mesktn
T

L

NN

JOI‘

o= MAE g dd, F0 SH7|2 ==t

MM =l E-class 1tA| Al A|ZHO|| =2 7]



™ Kleopatra

al

E=

=

sl
L

Lookup on Server...
Import...
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Decrypt/\Verify...
Sign/Encrypt...
Sign/Encrypt Folder...

Create Checksum Files...

Ctrl = Shift+]
Ctrl+l
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Key Pair Creation Wizard

Choose Format

Please choose which type you want to create,

— Create a personal OpenPGP key pair

OpenPGP key pairs are certified by confirming the fingerprint of the public key.

—> Create a personal X.509 key pair and certification request
#.509 key pairs are certified by a certification autherity (CA). The generated
request needs to be sent to a CA to finalize creaticon.
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1 Key Pair Successfully Created 3
& Key Pair Creation Wizard Your new key pair was created successfully, Please find details on the result and
some suggested next steps below,

Enter Details Result

Please enter your personal details below, f vou want more control over the i

paramneters, click on the &dvanced Settings button,

Mame: [LEECK| | e ApEh

EMail: |mwest0k@seoultech.ac.kr | (& AFER

Mext Steps
LEEDh <movestok@seaultech, ac, ke Fake a Backup Of Your kKey Pair, .,
Advanced Settings,,. =end Public Key By EMail,,,
g pinentry-gt —

2 Upload FPublic Key To Directary Service, .,
2N = 4

— Please enter the passphrase o i

) protect your new key :
A Passphrasze: || | =
r Repeat: | |

[ L 1= i &
Quality: Import,,,  Export..  Cerdify,.  Lookup on Server,..  Motepad
Cancel
Name E-Mail User-IDs Valid From  Valid Until Key-ID
{LEEQh movestok@seoultech.ac.kr certified 2019-09-... 2021-09... CB8---!
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JecryptSerify,

Mame

> i = = Q o
Sign/Encrypt,,,  Decrypt/Verify,,,  Impor,,, Cedify,,, Lookup on Server,,,  Motepad
|Search, . <Alt+0>
Name E-Mail User-IDs Valid From  valid Until ke
LEECh movestok@seoultech.ac.kr certified 2019-09-... 2021-09... 7B
2E s

Output

Encrypt for me: "3 LEEDh <movestoki@seoultech,ac, k> {cerified, creab «

Encrypt for others: | #% Please enter a name or email address,., |
[ 1 Encrypt with passward, Anyone vou share the password with can read the data,

[ 1 Encrypt / Sign each file separately,

!E [C:/Users/PC/Dasktop/abed, . gpg al R/
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