SeoulTech S Lab 20192 HHHD =

Tel: 970-6702

Email: jhpark1@seoultech.ac.kr



13 7| bz 2
28 37 7| Y=

3 H4E

44 RSA

531 RSA0| CHEH B2

68 CIE S| &=
7H 3 7] =0 &et Q&A




H1& 7] IS =Xl

1.1 7| HiS EXE?
1.2 7|2| ARH S+0ll 218t 7| BiE =x2] o=
1.3 7| = MIE{off 2|2t 7] HiS =< ol

1.4 Diffie-Hellman 7| 12 &0]| 2|8t 7| & 282 si&

1.5 371 7] &=0j 2J8t 7| S =2 si=




1.1 7| HiS EMIEE?

- J| Bil& 2 Al (key distribution problem)
— W& LSS E AtEotHdSE S&Ae =4&IADF HEDJIE MENH S7
ofl OF ot= &2
- & JIE BUHAl H2LH B2 =32t == gt
— OH&GHH JI1E BEUlfe= Y27




J12 At =70l 2|t of
I B S0 2t off Z
Diffie—Hellman 3| &

3 2 &S0 28t ol Z

4
=




O7 6-1 - 712 EU B2|H SXX} 0|EE 25518 4 QIcHF| tid 2A))



ol &

S =M9

— —
==
m™

51

ofl 2

OF
[H0

- JI AHM

AFE O AUl+==, A

KJ

oJ

0lJ
ol
KJ
KD

RT

HOF &

Ol OIS 22l 6

~ ol




AL 1000H S|A}

- 10002 AHE &t AIE & AFE 0l AHAl 01212 999 1t S&lg
Jtsd0l JALtL) otH, SAE Jl= 1215 999J1I) 2R

. BIAEHZ BRS Il £
1000 x 999 + 2 = 498+ 9500}

- S&FO[Al ZotCh




1.3 7| HIE ME{0] 2|3t 7| HiS ERI2| SHZ

« J| I AIEH (key distribution center; KDC)
— & SA [HOICH Ss4alE2 I I BHE SN 2260 A JH el 1t
I BHE A AIOIGIACGH 912 AIE0 2%

— J| BHZ Mo A ol= AFHE A&

o shH=
= =
- MY Mo I PE




M| AT} oAl 2= MY ELH7] (1/2)

1. ¥elAsE I BHE ME0 "2l SAIGHD ACH 1D AFESEH

2.7 HHE dE= ML MEIIE MA HlE 31(K)E BHEC 0l H 2
LA 80| 0| SAIBtE Figt Al H 2l 30|

3.7 tHE ME= QIOIEHHIOIAZRH WelA 3((KA)2 &2 3](KB)
£

4. 3| BHE e = HelAL IIE MA HIE 31 LS3HCA = EKA(K))
ol Al Zel AN 2HLT

5.7 HIE dE= &2 I8 WA M&E 318 2S3HCB = EKB(K))dH A
20l Hl 2L




HE|ATL HioA 2= MY EHLHT| (2/2)

6. YclA= Il HHE HEHZRH 2 HlE (L
UAS)E =SS 3HK=DKA(CA))SHA HlI& II1E

ol I8 d55E ¢

el A
A=C}.
[ s Y

7. EelAE NIE JIE WA B0 2 Higs 2S3HC=EK(M))HA
2O 2O
8. 242 I HHE HEHZSFH 2 M&E 3(&2 312 2SN AS)E =

S3HK=DKB(CB))aI A HI& 31& &=L,
9. 22 M&E 318 WA LA 2 252 553HM=DK(C))&tCt.
10.&clAg B2 AlE 312 ArMIStCh




7| Bi2 MIE{O]| 2]t 7| H{S

‘ " e O MM 7| K M
‘ KDC DB | @ KA®} KBE %5

® C; = EpKIE &

| SAIRHARIA) l @ C, = E,(KE Mg

KA J:;&ﬂ ® M 3| 23 © K 7| 27| KB qz
S L

L&

| k=D = D) K = DlCo) = DialEali) |
K K

2l
E |
.
=] B
B 1%

J% 6-2 - 7| HHE MIEjoll 28t 7| S



7| BHZME 2] EMIE

. PR A

JEAI 21 BHE dIE 2] 26t

O[

« JI HHE dEH2 AFREI LA &8 dN2 2= S4l O0td]

- Il HEHEIF SHS a0l 2 = UL




ol &

S =MQ

F 7| HY

©
| S

ol
=3
fof ]
E
™
c
©
E
o
+
@
=
)
™

« Diffie—Hellman 2| uw &t

Ol
JUN

= 5 ALEO0|

ofl

i

0.
o)
E

0l

-l

n0

Ut

el Lt

X
U

un




Alice Bob

—

Common paint

Secret colours

I gUl

\
A

\
A

Public transport

(assume
that mixture separation
15 expensive)

=]

+

=]

—

Secret colours

Commeon secret

o

Clo|-&gt 3| wetel Ji= &cdl

15




=Ml sHZ (1/2)

- 23 Y5
- 0E 25

- 3 I &=
> ¢339 I, & '=33 3, =2t
> 233t I, E 0K U= ALF0I2HH =2EX 2S5 g = US
> otXlBt T2s3st 31, € It YUHE E35te == et
> =33 g A A '=3S I, E AL U= AtE 2







Kapup: 22 371 71

S7hE S

C: g 374 712

: [ USsEE M 7|

s |® jo|oman oy
i C: el & 7|2 |1 P ;
| ABSIE Al 7| | ; |
: C = ElKgtoupy K | | K= DKggr O :




H2&E 3 7| &=

2.1 371 7| &=E?
2.2 3l 7|18 AlSEt Sl S&

2.3 0{2{ 7}x| &0f

2.4 31 7| ==X ol e = 8l= =H




« 2l 71 &S (public—key cryptography)

rets gt 9| 9P ‘2353 9|, JF 2¢
= Jl, E WA BIAIKIE &S3atotl], ==4LAt
23539 E MA SS2S 253

rir




o

X0 €A X

=

-
T

o

A0 EHAHE

= T

23} 9|

el
o




-
S71712] 2|0]

2

(public key)

331, &
| = oldy
2SOl H S IJHoH &
OH_L —llj—to”-
&=

il

- 3K

=)
i
2
>
Il
2
g
.
H
O3t
tn
i
Y




JHe1712] 2jof

« Jie! 3| (private key)

ol
‘23533, = 0I3M

- 0] Jl= 222 AIE
- Qe 3= GhE A0 20l HLE, HUI=HLE oA = o S
- QI A S4&l AUoHE 20HAM=E 2 &




« I| & (key pair)

&
3

N 212k Jh

L1
o

Ol &= JHel 31t OF

Mt

S 22

0l0

3

Uln

JH 212t H

)
o




SM7| =2 HAl

« Whitfield Diffie 2+ Martin Hellman(1976)
— 2 2] €59 0l0ICIHE & &
- 53 I =23 7|2 FelH
- BMH I AHES EHZ2 =10 A O0E dt=KXKIE HAl

« Ralph Merkle 2} Martin Hellman(1977)
— B (napsack) &5

 Ron Rivest, Adi Shamir, Leonard Adleman(1978)
— 2 I &= 21125 RSA EXH







i i i Kapuor 22 271 7|

: Kaipri) - gl 2Hel 7|

—| C: US2

R

I
|
I
' p——— ‘—l |
|
' = KB(pub) :
. - wto| hol 7| | |
e — :
| |
|
| |
|
|
|
|
|

_________________________________________________

8 6-4 - 37 718 AESHAM Bl A7t oA HIAIXIS HHCH



2.3 0i2{ 7}Xx| =01

- & &S (symmetric cryptography)
AMENA S22 =3t &=
— oo =3I 0Kl H=EHE O A

— I|: Bl1YI|(secret key)ct 2 &

— & A4S 29 thy|
— 2SS =30 CE 9| A=
— I|: JHl 9| (private key) 2t 23| (public key)




Lt =S

~

O

o S
ol © Bl
m_.ora m oK
= ol 2 ~
3] f
" i _m H
o n o qr
o] OoF = 5]
Al R C =
Al RS H =
o ™ & =
ol & xr N =
> __H._Jo zr o =
of [0 o0 0]
m 10J I_|_AI ~ mur_”_
= kA ™ R
0 ol KK ~ Wu
[0 _




M3& I=+=

3.1 &8 MEL

3.2 2Ea] oik
3.3 H20}2} 2212{e] Ma|
3.4 O A




3.1 242 MELS

.« 2kZ~(divisors)
— ™ 2= moll CHoll Al a=mbctH

OF A
=

> b0 Z{ b= a& Li=U=>

o A

> 3JIA a, b, m& 8=
> Lh=d0AH LIH XD SiS M ©r==2t)

0

— 0l) 249] 2o o=

> 1,2,3,4,6,8, 12,24




. OFA(JZ)
— OFoF gf1 OlctH, O a==+1
— 0% alb 0l bla 2t™, M a=+b
— et 00] Ot b= 0= Lt=L
— Ot blgOl2 blhet™, M 222 mit nOll CHoll b|(mg+nh)
> Qhek p|getd, O g= S == g1l CHoll g=bxg1= Bt=

Q _l

> 2ot plhet®, O he e = h10l tHoll h=b*xh1S B2t=

_l

Y
E
o

mg+nh = mbg1 + nbh1 = bx(mgi1+nh1)
=> b= mg+mh € Li=C}



o4 (%)

— 0ll) b=7; g=14; h=63; m=3; n=2

[
2

OOF | g0l blhetH, O &2lS mt noll CHall b| (mg+nh)
> 71142 71630 CHAH A 71(3%14+2%63)

> mg+nh = mbgl + nbh1 = b*x(mg1+nht)
> g =Db*gl, gl=g/b=2
> h=Dbxh1, h1=h/b=9
> (3%14+2%63) = 7*(3%2+2%9) H| A
> 0] HALS 7|7%(3*2+2x9))0F 4 & &




« AZ=(prime numbers)

~ E % p>10] DHOF CHI| QtAS2 A 211 4pBHS JHRICHR p= Ak
Ol Ct.
— st 3+ a>1iz Usd &2 72 822 o2 Jts
> a= D1OL1DZOL2_“DtOLt
» D> P> .o P E AT, o >0
> Oll) 91
v 2,3,4,5, 11,13, 17,19, 23, 29, 31, 37, 41, 43, 47, 53, 59, 61, 67, 71, 73,
/9, 83, 89
v 7*13

> 10164 = 7x112 %12




A EAIE == UL

@)

OF

HAXE

=0

a=7par HIIAN ap >

> a2l (i S8E S0l UHMH H A=+ ap2l HF=2 0

> (i) 3600 => 24 » 32 * 52




JESSC B

- H& 12
> {a2 =2, a3 = 1} => 223
M4 18

o XI=E Got= A4 2L
(23*83) =216

=
32) =




(%)

Xt

777

| —
—

2=S2 Z2HUA albll 20|

5t
> pk S EN

— 0led

JHAl

=
=

> =, 2E plil tiol alb —> a, <=b,

> 0l) a

12, b=36
22*81

02437

36 =

12 =

2=,
2

\/32:

b3

v a3 = 1<




« N2 (relatively prime number)

ofl

0K

K
Ui
S+

oJ

3

oJ
Rl
140
[H0

4
U+

=l

&)

0
10J

> GCD

EA —
= =

ol
[H0

CH

)

4§

oJ

<

oJ
Rl
10
[0

max[k, Ol k= k|a0l 2 k|b]

— GCD(a,b)




« NZ2A(H=S)
- USBHM QT F B U4
» GCD(a,b)=GCD(a,~b)=GCD(-a,b)=GCD(-a,-b)=GCD(lal,|bl)

» GCD(60,24)=GCD(60,-24)=12

> DE 00| Otbl BAE2 02 LS| 20 GCD(a,0)=|a]

- B= 89 4o HEHE 0|=otH 0 S+ Z2FHO

» 300 = 22x31%52 18 = 21%32
» GCD(300,18) = 21x31x50 = 6



> 15 &=+== 1, 3, 5, 15 JI&
(@)

=> S AAE JNK 2502 A2 A




H®™ 20| H=xnit HE = aJl =HAILL, Bt a8 nCe =2 U
=LA CSd &2 HHE K= & q% LHIH Xl r& et
a= qn-+r 0<=r<n
q / a=rmodn

=> 0IIA x=ExBCLBAHL E=22 013 2 35




« Ol AI)

a=qgn+r

a=11, n=7

11=1*x/+4=4mod 7 4=11 mod?7
11=4 mod 7

a=-11, n=7

11=2+x/-3=3mod 7 3=-11 mod 7

-11=3 mod 7




« DEd &= AU

— mod n & Al
> LS9 ¥ => {0, L (n-1)ie=z E8)ls
> =, 0|2t & 8.=.*9| H | LHO1I/H M= HAO| JIs

> B=d Aol A

(a mod n)+(b mod n)] mod n = (a+b) mod n
(a mod n)-(b mod n)] mod n = (a-b) mod n
[(a mod n)*(b mod n)] mod n = (axb) mod n

1.
2.
3.




112=121 =4 mod 13
114 =42 =3 mod 13
117 =11%4x3 = 2 mod 13




3.3 H|=0}e} 22i2{e] M|

- H 20} Ael(Fermat Theorem)
Orof pJt A=2tH a= plll 26 LISHXIXl &= 29
= Z4=0|Ct. O H
a =1 modp
b A& st}




« OlAl) a=7, p=19
aP =1 modp
72=49 =11 mod 19
74=121=7 mod 19
78=49 =11 mod 19
716=121 =7 mod 19
ar 1 =718=716%72=7x11 =1 mod 19




« HE0I2 O #Ect SEf
Ot pJI A== gl &9 H=2lH
aP=amodp
bt d& sttt

« 0f) a=3, p=5, 3*=243=3 mod 5

« 0f) a=10, p=5, 105=100000= 10 mod 5=0 mod 5




« 2229 Totient &=
HZ2B0AM 2229 totient &= o(n)et) EI|ECH

o(n): NECH =D nIt N2 AQI 29| H40| I

10 11 12 13 14
4 10 4 12 6

n
o(n)

1 2 3 45 6 7 8 9
T 1 2 2 4 2 6 4 6




. Q22| &40 EX
— (1) =1
— 2= n0l CHoH A
o(n) = n-1

— 22 p2 g0l ol A n=pg
o(n) = o(pa) = o(p)* ola) = (p—1)(g—-1)




e 2212 A
NZ2AQ0 DE a%t n0fl CHSH 2H E LIEFHCH
a*h) =1 mod n

a=3; n=10; ¢(10) = 4; 3*=81=1 mod 10
a=2; n=11; o(11) = 10; 3'%= 1024 = 1 mod 11

. 292 Felo 2Nl sS4

¢+ = 3 mod n




3.4 O] AHCH

T

y =g*mod p
g, x Adeld pIt =UHEICHH, yE Hbtol= A2 ¢S SHO0ICH =<
ol AR, BIEX0l ZANFS xB L8l 0Fe

Uy, g deld pIt =HECHLD ot xE Hl Aol A
HeAS2 SHOICH O HHAS

2 RSAZ1Z|I&=2 2| floll 2+
=Zoll HHASIU &2 Hdd=3

= JH&lL



=
- =2t ==
PA

3t
= HAIXIM=19 & &%
> @S = 1192 =66 mod 119 = 66
» 23= 166"=19mod 119 = 19
&S 3t =33}
AS2
2 g - 2476089 _ 20807 66 s X100 1.06 ...x10138
—> = = =
19 \ 119 LIOIXI 66 +— \ 119 LIDIX ;19 —
N < |
KU =5, 119 KR =77, 119




X4 RSA

4.1 RSAg FA201?
4.2 RSA0] 2jtt 4S5}
4.3 RSA0] o2t 553}
4.4 7| 82| 44

4.5 HIH Atk




« RSA= 2l 7| &= 2112lS9 oLt
— RSA 0| S
> N X 382 0l &
> Ron Rivest, Adi Shamir, Leonard Adleman<2| O|L|&
(Rivest—Shamir—Adleman)







« (E, N): 2 21

oll
T

i
ol

JI

JUN =3

1104
1104

ol

F

— E2F NOI RSA







a
~
o

o3
O
ol
=
ol
()

« (D, N): JHQ! 3

HOl AFZ &l = D

[
110f
Tr

— D2t NOI RSA







|||||||||||||||||||||||||||||

Hr ¥l =

oK 3

ol d ﬂ % €

& o o

]

a
m z
| o o B 2
_ B0 | & e o | £ “

[ 3 K ol N md _.mr
| Dl .e .s '
_ - 1 T
" 5% Q!
M “
, of €25 “
I m :
" ~ !
_ o “
: = :
" W “
1

|||||||||||||||||||||||||||||

|- 28

28

% 66 RSAL &




4.4 al MI-OI é‘)l

)

=
o
4
0
O

,_

0
4
rol
[
":
r10
N
0=
1lo
0=
0L
[t
2
=
ln
0z
ol
rr
y'e
o
[w

{J
rol
[w

1

2. L=

3. EE tetlh
4. D=




¢
B S
= &
Al

w o
G+ X
<1







e« gcd(E, L) =1 (E&A L2 M2 L)




0

e« 1<DXKL
e EXDmodL=1




1<D<L
ExD modL =1




RSA 7| &

______________

27 7| : 749! 7| :
: :
FRNG) | :
E:  f— EXDmodL =1 —t D ;
A ] |
: :
(PRNG | PRNG | § |
A p Ad g :
4 : E
E SR N=pXgqg ST E :
PRNG [T /
L = lem(p—1, g—1)
gcd(E, L) = 1
1<E<L
=8 B ]

8 6=7 - RSAQ| 7| &



4.5 7HIE ALt

- HHMAEC =2 WA RSA2 J| & dd - 253 - S53E &AM
=
« LR 2 =(p2 q)E AIE6IE A0l 82D 20 &2 =8

Ol =ot0d A&k




RSA of

« p 2 qg&dEioH)|
2IMC A== p=17, =19 & &
« N 26}7]
N=pxqg=1/7 x 19 =323
« L ol)|
L =lcm(p—1, g-1) =lcm(16, 18) = 144 (161} 1829 XA Z2HH=%)
- E FOIII(HE451D1)
— gcd(E, L) =10l &=
C

- EJE & Us 2=

-5 7,11,13, 17, 19,
- fel= E=HE L (Tt

« D FaolJ|
EXDmodL=5X%29mod 144 =145 mod 144 =1 0|BZ D=29



RSA of

« 21 31: (E, N) = (5, 323)
« Jiel 31: (D, N) = (29, 323)




1S3t E o2 At

123° mod 323
225

Ok
FIrE
=
O
Q
=
]




2SS =P mod N = 22529 mod 323
=123




2252° mod 3232| Al

« 29=10+10+9

e D0K29 = 90F10+10+9 = 929510x DD510x DDK9
22510 = 332525673007965087890625
2259=1477891880035400390625

225'% mod 323 = 332525673007965087890625 mod 323 = 16 --+-- (1)
2259 mod 323 = 1477891880035400390625 mod 323 = 191 ---+-- (2)

22529 mod 323 = 22510 x 22510 x 2259 mod 323

= (2259 mod 323) x (2251 mod 323) x (225° mod 323) mod 323
=16 x 16 x 191 mod 323

= 48896 mod 323

=123

- [MekA 225%° mod 323 = 123



M5& RSAO0| CHst A

5.1 ASEORRE| HE T8
5.2 A 34

5.3 EQI N2 25 E{ D 715}7|

5.4 SIx 34




H
0
Rl
™~
m
™3
Tr
Ho
3
IHr
o

M Il=2 A =N

)
=)

— EQFI'N:




i
THH
=
=

U]

- HIA == HolAH OIM U= =X
- Ol& Ui~ EXHE 2 28
« SMDEAl OFS Ol & Chi== —716}5 bk

rn
o
I
Mo
o
|
0
0]




5.2 MAl 54

« HAIZ22(brute—force attack)

- DY EEI EHE £2 =NUE 25 ANTHN =258 H=C
- DO HIE It 3% 24= A0
- HIE 4Dt 325/ 20 MAIBAOZ 4 DS FOILHE 22 BAX

C=z= 2lts
— RSAUA= p2t 92l BIE == A 512 HIE Ol&= AME
— N2 1024 HIE 0Olat= Ol =
- EU4De Nt &2 &2 dllz g = UAL2= DE X2 HH
024 HIE Ol&f2 MAFSHO 2R

_ HANOR 2Ils



5.3 EQI N2 2R E| D 11517

EXDmodL=1

« L2 Icm(p—-1, g-1)0I12 2 EZLH DE HAE M= p2t g2 AIE

- RSAS| ot d= ol 2= p2 g€ = SAIF 22 oliOF &




7

= — —
2E A os A

- NOZ2EH p2 g

PO 22 X

=
=

« p2tg= &=0/J] MZ20 Ne=2FE p2 g

s

0
i
)
I
$

ol

4
ol

4
fe)




ol

——
o

- LS 2

5%
o’

m._
ol

Kl

—
o

I

ol

A

REL

HE | dietCh

H AlEo

3

10J




IXl 20t p2t qIt 2 S IS A0 & Dt

o

Ol 2f At HdD|

121 &

e MAI|2 MAS

L
-

= 2A

- p2tq

Kr

i

o] Z&0| Lt¥H pet g

KIr

p—
o

—
o




Il
mﬂ
ol

4
=

A<

)
o

=
1o

jild

« NS 201225 5Kl &
OLZ (pSt B B2HE) EYA N2
oz [




5.4 SIHXt 54

« =2tXHman-in—the—-middle) 2=

- RSAE oll=ot= 2l OtLICk

- J|24dE oot &3

« SAA E=22|F S XL =&KX ALOI 0l A
=AM AAE, =& A0 Uk =s S XK E

SAAH0| Ciol A=

gg
>
ol
rr
o &2
J¥




O B I 23

=]
=

3) &2 Xtale 3IH I1(KB(pub))E LI AN &S

4) Y=g

]
o)

=2
=

2ol 0| B0l HeIAMNAH =EotXl 2ot

N 3

=
(-

2o SHIIctd S0 A

i

o0 I1(KM(pub)

AHdle] =

=
(-

5) W=

LolANAN &S







Mm

§ X 2
gy Wy 2P o
ol 5 © "@
m g2
SR
ol = 3 5
M%M =
F 2 W ol
ol <]
S W o K
0o — = 0
wE 8 50
mmn_lo ol =
A_Mo____ Wmﬂ_.
M= ol on
-
wm_.\m mﬁ_wE
___mxu o
||Cr._o_.. m._._{\
A F R
X = D M




H22|0f 2Jet

© C = EKgpuy P
xE PE 250
go| Bl 712 ® ol Axs
Asst Y452 CE Mg

Bzx =2
| @ Eoi : 2
LB 23 o=
E T ® Kyjpus:
i X I
| O Ky M :
i el JH 71g M :
| 4 ‘
e Km(pub)ﬁ%: : :
gto| Zj 7| thAl i :
® C = ElKgpe) P Y=22| xpAlQ| : :
w2alol i 7= a7 Ma i i
WAIR 258 : :
© Boi| | ® C& Ky 2 &
s O M E233EIM P 8= :

Rpelo] 7l 7|2

E{}ill ]
0

1% 6-8 - W22|0f| /st man—in—the—middle 32



=)
—/

- Z22 UOIHE &sdlotH 1= 82=22= =

S Q2t2(Decryption Oracle)

o

= AldlA
He o5

Qli

— T

ULt JHE

1) 2| Al

& ol ==

tol
ol

S D2
O T

—




=55 222 AMH|22| 2jO|

 HHATE 201X 2
- AF UEKINA LRHAIX BHEtE AR5t 22

. Y AS2S 03 Xial LG PHEE Q3 HAIKIL EHO
0 HHE SR H2S ==
- RSAS| A2 HEUS 2 BAOR 4240 HE HS Jts




R0
— —
]
o
Ll
<
?
<
{p)
oc

=

Al
[0 *

) o0
A N
m. )
H =L
0J
- LH
udl
ﬁﬁ W
| —
50 =
OF %0 >
N W mo
o oo S
Kl 1o EE
SYE] O
:__u A e
A
_A._O __o;_ m
ol 10y -
0k 10} N3
50 o0 ujt
IS B
mswk OH
o7 K B0
<~ U.
Ki < % _xﬁ =
0H d_. ™ 8 s
ul zo Hr & 1o
l AN a0

RSA-OAEP

INE=

w] =g
==

;
;

o

=
S

=0

KIO
B

oll
RI
[l
o
J|J
R
X0

T

<

OH
1of




w

x4 -
ujJ %0 =
ol 0] H
= o) %0
o) ). K
v S __m,_ o)
-~ _
o We W
i o O
H M_._ o0 o
Ol g U0 HA_.n_._ _._m_.
Jm 0 P I
;

o0 _ oy >
ar o K i o] B
¥ & Uy
z =& R I

Ll'-l_._l_l_
— = 0}
LI

)
=
©
©
©
o
c
o
..".
o
>
S
o
c
LLI
o
-
e
()
S
S
>
(7))
<
©
S
.._u
Q
o
a
LL
<
?
<
({p)
o



msaq 01| 00..0 rand.

SS3A SHIE 0IE HE I} ? i
LIEILIR $O8 222 BE y
l (s ©

plaintext to encrypt with RSA_] ={o,1}""

« RSAJI EE TN XIE(HAIOIZHH, H2t GO 2 &t oiAI& =L T
RSA-OAEP= & &8 2SS E23H(CCA)Ml oA

« HZ2I GOll= SHA-256€ AIE




M7& 7]el SIH7]| &=

7.1 EIGamal H}&l
7.2 Rabin Al

7.3 E[HZEM oS




7.1 ElIGamal 2iAl

ElGamal & 4!
RSA= A0l
ElGamal 2412 0|4 tH+=Z +16t= 20| H8@Clle XS 0|8
ElGamal &4 2 t0llA=

o Helll= Z2&
GnuPGOllAl AFE




K

e

=P ]

et

M. O. RabinGil 2

0l

A
Al

« Rabin &t

00

ofn

80
KIO

s




A 2t S (elliptic curve cryptosystems; ECC)e Z2 +=
(@)
AA

= 20K 7| ¥5 ¢elE
3




H8d 37l 7| ¢¥=0f et Q&A

8.1 371 7| ei=9| 7|2y

8.2 371 7| &i=9} O 452 7] Ao|
8.3 CiE =2 oj2f

8.4 RSA%} &+

8.5 RSAQ} 201 3|

8.6 RSAZ2| HIE Z0]




8.1 3l 7| &¥=2| 7|2

« o2 3 I &=

rr

& 23205E V240l =217

« & 0N BICZ2= 8 4+ ST AILIGHH 312 HIE Z0lo O
ct JI2d2 d-= Batol)| M=




. Ct:
OLICE.

PN
x
t”mél-

1> OH
W
e
oh
1o
W
W
o
2
o
O
e
oh
10
W
W
=)
i




M

m Im

m

34 2| &2 3| Z0|
2304H| E
17928l &

/680
5120
38440

=

m

m




A8 =712

[ -

SN2 ALR 7|2 AMZL AL 7| ZH

a7 = gaeE HIZ7| z|Cf 24 z|tf 54
=3t 5747 z|Ch 24
=22 5717 z|Cf 24

77 Y= giels
B85E 5717 z|Cf 24

MNBE 57171 z|tf 24




(Ror ) EjglR oS

(HIE) (HIE)

112H|E 112 112 2048 2048 224 224
128H|E 128 128 3072 3072 256 256
192H|E 192 192 7680 7680 384 384

256H|E 256 256 15360 15360 512 512




@
= m
i O
o [0 L)
i R p )
o0 OF = 3
R0 A 5 0
" 10
3 o @ g
0 o Rl ™
0] e 2
of A =
> = ~ Uk
_”__.._ Dx |__ Fm _.__.2
i o — 190 ol
70 3 =
~ 1=
oll = ol =
R ~ ° i
> a5
< ol GK m mrl
= H oW = D
%h o o = o
ol ™ R
oy LB
= NI _._rg I =
m R ol I =
~ = 0 O =
B 595 = =
o JLr NS
ST B Gl ol 1o MO Of




8.4 RSA%} &~

« O|2: RSAL J| = 2501 A 2F= 0 Ot 21 A0l &==D}t
A0AH Hele A2 OLEN?
« B4 A= QUL 512HIERZ HEE = U= &9 ==

et 10122 & 201 &XHot

OICt




oll
oy

NLD?

Mt

S3H0AME, el I

AT, =

=)

« & OtLICH. RSASl &

O dHAE




<k
o

4
31
<
(/p)
o m
O
)

—
—

J

o}

H=

0

« O|2: RSAE

QIJ}?

A%

. 262 210IK| OtLIX| OFE D=

(o
=

s
o

10
b

0

DH

0l =
a o
- R
K0 o
_ Il
mu 30
1 J
=5 03
m <}
) iofl
5 r
or =
w U
S it
”_”__-._ (@]
<k =
ol 10
< N
. IS
) DH
o) <}
r ol
= <4
mw
S 3=

[

A




8.6 RSAC| H|E Z0]

« =2 AQeFoll Z Al &I FoiA N2 2 HIE

N
=)
N
[UE
[0
0

- £: 0I5l HIE It HX A8t AQ0+=F

H =Lt

ol




29 ZEH HD AIZS SOM HR 11 2

=< 19994 8 0l AQl+==0l
5.2 20l Z2&l 292012 &E =




640H|E N

« RSAARJL MIAISt 640HIE N(193Xt2] 10&I =
310741824049004372135075003588856 7930
0373460228427275457201619488232064405
180815045563468296/71/72328678243791627
2838033415471073108501919548529007337
7248227835257423864540146917366024776

52346609
= 2005.11.22 01l 2l+=25H = ACH




704H|E N

« RSAADL HIAISH 704HIE N(212Xt2] 10& ==
74037563479561712828046796097429573142593
18888923128908493623263897276503402826627
68919964196251178439958943305021275853701
18968098286733173273108930900552505116877

06329907239638078671008609696253793465056
3796359

= Ot Ql=3F0oll &I Xl & UCH

. N3

38t=. e B Aol 22

r0

110




X152

« "2 2 BEES HE”, SIZA 23| M(0ITHZ 2 2 3, 2lI|L|
EI=4, 2017 - =1

FS PN X

- "HERZ 2o flMdE 3T, 22l ASEA H(NELY S), u2
=1

- “JOIAEEBO 2S3 XX CHHA”, KISA, (2017.01.)

 “lllustration of the idea behind Diffie-Hellman key Exchange”,
Wikipedia. (2018.05.08.)

« “The RSA Trapdoor Permutation”, Dan Boneh, Stanford University

e “ASANCT X II20| 0|ESAHUAT, UED|I=BESAE/KISA,
(2019.02.)




.
Thank You!

Q&A




