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(Perimeter Security)
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2. 5G Security

« Security Challenges Ahead of 5G
— New Business Models

— |T—Driven Network Architecture
« \Virtualization and Software Defined Network (SDN)
« Network Functions Virtualization (NFV)

— Heterogeneous Access
 WiFi and LTE, multi-network environment — D2D Communications

— Privacy Protection




« 5G Security 8
— New Trust Model and Identity Management

4G Network 5G Network
— Hybrid Authentication Management




* A Uniformed security management framework for multi—

vendor environment
— EZ2E security protection
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Generation 5 -Approx. 2017, large scale, multi-vector, E" |‘7° _"Lcl;
Gen IV mega attacks using advanced attack tools and is = A| Zt EHB‘
Payload driving advanced threat prevention solutions.
Generation 4 -Approx. 2010, rise of targeted,
Gen I unknown, evasive, polymorphic attacks affected most ————» E{IO|§E/E|>31§ =4
Applications businesses and drove anti-bot and sandboxing
PP products.
& " Generation 3 - Early 2000s, exploiting vulnerabilities x| 0FX4 7
Gen I s in applications affected most businesses and drove App Tl - |=L|' IPS
Networks intrusion prevention systems[IPS] products.

Generation 2 - Mid 1990s, attacks from the internet

; : EE—
affected all business and drove creation of the
firewall.

HER3 =21} Firewall

Generation 1 — Late 1980s, virus attacks on stand-alone ___
PCs affected all businesses and drove anti-virus

HhO|2{ A 9F # 41
products
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Healthcare Master Data Management (204 S U D4R

(BWAA0f=221)

loT Security

(Z1E} ICT #8299
Automobile IP Nodes

(xEs @RI

Operational Technology WLAN IPS
Security (BM =3 2o
(MRATHOIA| A E20)

Digital Security
(ADIEE AlE|EOH

Blockchain/Distributed
Ledgers

(38 - Ve =220

Data Loss Prevention
(AIAES 5290
(GIolEf 22h

Vulnerability Assessment
(M4 WA SWi2eh

E-Discovery Software
(Cixiey 2204y

Next-generation IPS
(R HEYUT 22H

Mobile Malware Protection

| =] 4
(QMTCRAY)

Video Analytics (CCTV- S213X}2IA))

Externalized Authorization Management

(QI1x/0171 718) As of July 2017
Innovation I‘::;f’;::é Trough of Slope of Plateau of
Trigger Expectations Disillusionment Enlightenment Productivity
|
o . | o ) N _ AIZ!
QY7 |MXIS] 7|12k : © 244 oLk ® 2190jA 54 @ 5904 A 104 A 104 O|A @ Bl

(R=) IITP, ICT 7|sZEXAE 1A, 2018. 5.
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IEL, 2020 10CH M= 7= S7H

Top 10 Strategic KA i
Technology Trends zog B
for 2020
Democratization Autonomous
Things
People-centric Smart spaces
@_-J:, C1-C
10 _
éf‘\:/> 101 - O-C
Human Practical
Hyperautomation Empowered Edge Augmentation Blockchain

08 ah [

Transparency and Al Security

Multiexperience Distributed Cloud Traceability
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- DS, BYHE, UBASE EES 2= Y S
Jl=sa dE8SAII8EIME, 2019

« 5G Security: Forward Thinking Huawei White Paper, 2019

« WE|=HEBESAE, S5HU(G) SHA M 1000 Al Al
5CH sHAl MHIAY, 2019
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https://www.industrynews.co.kr/news/articleView.html?idxno=35017

