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1. Finite Field Arithmetic



1. Finite Field Arithmetic

AES is based in 𝐺𝐹 28 .

• Finite field(called Galois Fields) are “field” that contains a finite number of element

Field

• Informally, field is a set, along with two operations defined on that set

• There are axioms in additional and multiplication operation

AES is presented using polynomials : 

• 𝑓 𝑥 = 𝑎𝑛−1𝑥
𝑛−1 + 𝑎𝑛−2𝑥

𝑛−2 + …+ 𝑎1𝑥 + 𝑎0 = σ𝑖=0
𝑛−1𝑎𝑖𝑥

𝑖
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Additional operation in 𝐺𝐹 28 : bitwise XOR(⨁)

Multiplication operation in 𝐺𝐹 28 : Irreducible polynomials and moduler
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2. AES Structure

1. General Structure

2. Detail Structure



2. AES Structure - General

AES is included  in the ISO/IEC 18033-3 
standard.

Original name is Rijndael.

• Developed by to Belgian – Vincent Rijmen and 
John Daemen 

• Submitted a proposal to NIST during AES 
selection process.

Block size  : 128 bits(16bytes)

Key length : 128, 192, 256 bits(16,24,32 bytes)

• AES-128, AES-192, AES-256 depending in key 
length

6
AES encryption Process



2. AES Structure - General

State that 4*4 bytes array(128 bits block )is used in encryption/decryption process

Key is presented by array 4*4 array that expanded by key scheduling algorithm

• 128bit -> 44word(4byte)
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Key length 128 192 256

Plain text size 128 128 128

Round 10 12 14

Round key 
length

128 128 128

Expanded key 
length

176 208 240



2. AES Structure - detail

1. Not Feistel structure

2. Key expanded to 44 word(32bit). Words are 
used to round key.

3. Consist of 1 permutation and 3 substitution 
process

4. One round consist of 9 round that consist of 
4 process

- Substitute Bytes

- Shift Row

- Mix Columns

- Add Round Key

5. Key used only in “Add round key” process

6. SB, SR, MC provides confusion, diffusion and 
nonlinearity, not security. ADD round key 
process only provides security.

7. The whole process is reversible. Reverse 
function is used to decryption process.
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AES encryption Process



2. AES Structure - detail

8. Decryption algorithm is not the 
same as the encryption algorithm. Use 
the reverse order of the expanded key.

9. At each point in the horizontal 
direction in the right-hand figure, the 
state arrangement for encryption and 
decoding is the same.

10. For both encryption and decryption, 
the final round consists of only 3 
process. It is necessary to be able to 
reverse.
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AES encryption/decryption Process
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3. AES Transformation Functions

1. Substitute Byte Transformation

2. Shift Row Transformation 

3. Mix Columns Transformation

4. Add Round Key Transformation



Substitute Bytes

Called SubBytes.

S-box is 16*16 array.

Byte in state substitute another byte in S-box.

11Substitute byte transformationS-box



Substitute Bytes

The S-box consists of the following methods:

1. Byte at row 𝑦, column 𝑥 initialized to 𝑦𝑥

2. 𝑦𝑥 is mapped to its multiplicative inverse in 𝐺𝐹(28)

3. Byte to bit column vector and transformed using 
following affine transformation : 
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Creating inverse S-box

An example, 95

95 −1 = {8𝐴}. 8A = 10001010

Using upper affine transformation, result is 01010100

01010100 is {2A}



Substitute Bytes

The inverse S-box consists of the following methods:

1. Byte to bit column vector and transformed using 
following affine transformation : 
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Creating S-box

2. Bit Column vector to byte

3. Inverse 𝐺𝐹(28)

{2A} is 01010100

Using upper affine transformation, result is 01010100

8A = 10001010, 8𝐴 −1 = 95 , 



Shift Row

Called ShiftRows

The first row of a state array does not change

The second row moves by 1byte, The third row by 3 bytes, and the fourth row by 4 
bytes.

14



Mix Cloumns

Called MixColumns

It appears as a matrix multiplication of the state array.
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Mix Cloumns
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Add Round Key

128bit round key XOR with State.
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4. AES Key Expansion



Key Expansion Algorithm

There are 11 round keys based on 128 bits and each 
key consists of 4 words, total of 44 words are 
required 

Key Extension Order

1. Divide the key by 4 bytes into 4 words.

2. XOR the previous words and the fourth word before 
creating a new word.

(For the drainth of 4, pass the previous words to the g 
function.)

3. Repeat until 44 words are generated.
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Key Expansion Algorithm 

Pseudo-code
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Key Expansion Algorithm

Key expansion algorithm consists of the following 
methods

1. 𝐵0, 𝐵1, 𝐵2, 𝐵3 → [𝐵1, 𝐵2, 𝐵3, 𝐵0]

2. S-box substitution

3. XOR Rcon[ j]
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Example of key expansion subfunction G
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5. An AES Example



Avalanche Effect in AES 
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Change in plain text Change in key



Thank you
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