AES (Advanced Encryption Standard)
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1. Finite Field Arithmetic @.‘:;ﬁ’::s;zﬂ“gm

Laboratory

AES is based in GF(2®).
« Finite field(called Galois Fields) are “field” that contains a finite number of element

Field
« Informally, field is a set, along with two operations defined on that set
« There are axioms in additional and multiplication operation

AES is presented using polynomials :

 f(X) =ap 1 x" Tt an_ x4+ Lt ax tag =Yg axt

8 bit 1 0 0 1 1 0 o 1

A
polynomials I + 0x8 + OS5 + Dt + 13 + O +0x +1x0

|

Additional operation in GF(28) : bitwise XOR(6®)

Multiplication operation in GF(28) : Irreducible polynomials and moduler




2. AES Structure

1. General Structure

2. Detail Structure
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Cryptography

2. AES Structure - General

AES is included in the ISO/IEC 18033-3
standard.

Original name is Rijndael.

» Developed by to Belgian — Vincent Rijmen and
John Daemen

« Submitted a proposal to NIST during AES
selection process.

Block size : 128 bits(16bytes)

Key length : 128, 192, 256 bits(16,24,32 bytes)

« AES-128, AES-192, AES-256 depending in key
length

N)

Information Security
Laboratory
Plaintext—16 bytes ( 128 bits) Key—M hytes
ITTTTTTTTTTTTTTT] [ITTTTTTTTTTTTTTT]
Input state A Key
(16 hytes) Round @ key (M hytes)
(16 hytes)
Initial transformation I
State after
initial
transformation
(16 hytes)
Round 1 Kound 1 key =
14 transformations) (16 h!‘t':!l“ %
=
I S
| | 5]
| =
&
Round 1 =
output state
{1y bytes)
-
-
I
Round N — 1 “““‘:‘: l:' _t' II'“:!"
14 transformations) ¥ cT
|
| |
|
Roumd N — 1
output state
{1 bytes)
Round N key
Round ¥V (16 hytes)
{3 transformations) I
| |
|
Final state ] Key
{16 hytes) I Length
rounds [byies)
O T 1 L
Cipehertext—16 bytes (125 bits) L 29
14 12

AES encryption Process
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Laboratory

State that 4*4 bytes array(128 bits block )is used in encryption/decryption process

Key is presented by array 4*4 array that expanded by key scheduling algorithm
« 128bit -> 44word(4byte)

ing | ing | ing |ing; S00 | So1 | Soz | So3 S0,0 | So1 | Soz | So3 outy | outy | outg |out2

ing | ing | ing |in.3 S10 | S11 | S1.2 | S13 S10 | S11 | S12 | S13 outq | outs | outg |outys
) ______ > )

ing | ing | ingg | ings S20 | S21 | S22 | S23 S20 | S21 | S22 | S23 out; | outg |out glout,,

ing | in; |inqgg | ingg S30 | 531 | 532 | S33 S30 | S31 | S32 | S33 outs | outy |outyq|outys

kO k4 kﬂ klZ

> Wy Wi w2 o & @ Wyaz2 | Wy3
k2 kﬁ Ikl{) k14-
k.':l k7 Ikll k15
Key length 128 192 256
Plain text size 128 128 128
Round 10 12 14
Rolund key 128 128 128
ength
Spansiznlley 176 208 240
length 7
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Laboratory
. Plaintext — 16bytes (128bits) Key — M bytes
1. Not Feistel structure (I IIIIITIT] LLI_I_LI_I_Id’_I_I_I_I_I_I_I_I
A
2. Key expanded to 44 word(32bit). Words are Input state Round 0 key o' e
used to round key. ] (16 bytes
. . . . Initial transformation [« <€
3. Consist of 1 permutation and 3 substitution ===
rocess initial
p translfr(])Irlr:ation Rauﬁngylelé?y
4. One round consist of 9 round that consist of ~"*®[&——¥—
4 process @ wansformation 1€ €
. y
- Substitute Bytes Round 1
. OUtpUt state
- Shift Row (16 bytes) = Key
- Mix Columns : Round N —1 key
- Add Round Key e expansion
R dN-1 P
: " " (4 tr(;LrJ]rs]formation) € -
Key used only in "Add round key” process ¥
. . . . Round N —1
6. SB, SR, MC provides confusion, diffusion and output stae Round N key
. . . es
nonlinearity, not security. ADD round key i (16 bytes
1 1 Round
process only provides security. Bt N on) <
7. The whole process is reversible. Reverse Final state [T
function is used to decryption process. (16 bytes)
A

Cipertext — 16bytes (128bits)

AES encryption Process

8
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Laboratory
Key
8. Decryption algorithm is not the Plaintenxt Loe Plaintenxt
H . (16bytes) I Expand Key I (16bytes)
same as the encryption algorithm. Use " —7 »
the reverse order of the expanded key. [Add round key Je—+ wios1 —>[ Addround key ] ©
¥ Zi)
| Substitute bytes | | Inverse sub bytes | "
CL . R 72 7y d
9. At each point in the horizontal o | Shiftrows | [inverse shift rows | 10
. . . . . u B /2iaiaieieielieleniuiniu ettt/ Sl
state arrangement for encryption and g v ) R
decoding is the same. | Add ro\LI:nd key je—+ wia71 —>] Add ro/Lrind key | o
. | Inverse sub bytes | 3
b 9
i ) _\V | Inverse shift rows |
10. For both encryption and decryption, . [Substitute bytes ] 7
. . [ ]
the final round consists of only 3 o o] :
process. It is necessary to be able to . v A
reverse. g I Mix C(ih_lmns I ¢r I |nVE|’SE4|;nIX cols I R
| Add round key je— wi36,391 —>| Add ro’Lr{nd key | :
W n
5 | Substitute bytes | | Inverse ijb bytes | d
T 1
. L__shiftrows | V% | Inverse shift rows |
v X
?0 | Add round key J&— wi40,43] —>{ Add round key |
v 7
<Encryption> Ciphertext Ciphertext < Decryption >

(16bytes) (16bytes)

AES encryption/decryption Process



3. AES Transformation Functions

S-box

2 03 01 01

0 1

01 02 03 01

01 01 02 03 —)*
03 01 01 02

MixColumns matrix

. Substitute Byte Transformation
. Shift Row Transformation
. Mix Columns Transformation

. Add Round Key Transformation
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Substitute Bytes VEE

Laboratory

Called SubBytes.
S-box is 16*16 array.
Byte in state substitute another byte in S-box.

[EA] 04 65 85 F2 4D 97

83 45 5D 96 EC 6E 4C 90

5C 33 98 BO 4A C3 46 E7

FO 2D AD (5 8C D8 95 A6
Soo  Soa  Soz | Sos EaEaEn
S1o [S]S12 | Sus S0 [S3] 512 | S1s
S20 S21 S22 Sp3 S20 ‘ $21 ‘ S22 5'2,3‘
S3,0 S3,1 S3,2 S3.3 S'3,0 S'3.1 S'3,2 S'3,3

Substitute byte transformation
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Substitute Bytes VEE

Laboratory

The S-box consists of the following methods:

1. Byte at row y, column x initialized to yx Byte at row y,
2. yx is mapped to its multiplicative inverse in GF(28) mitilived 1oy Lo

3. Byte to bit column vector and transformed using
following affine transformation :

Byte to hit
column vector

81 1 1 0 0 0 1 1 1 bl 1 i o0 1 00 1 0 1)y 1
i3 1 0 0 1 0 0 1 0]k i)
S9 ]- ]- ]- 0 0 O 1 ]- b? 0 b o1 00 1 00 1k I
S3 1 1 1 1 0 0 0 1 b3 0 h 1 o 1 0 0 1 0 Offb 1]
= + gl fo 1t o1 001 offe] o
84 1 1 1 ]- ]- 0 0 0 b4 0 i oo 1 0 1 O 0 1flb i)
Ss 0 1 1 1 1 1 0 0 b5 1 b 1 0 0 1 0 1 0 [y 1]
b 01 00 1 01 0fby i)

s 000711111 0

- - 4 LP7 . - Bit column
vector to byte

An example, {95} @.HD
in GF(2%)

{95}~ = {84}. 8A = 10001010
Using upper affine transformation, result is 01010100
01010100 is {2A}

Isiyx)

Creating inverse S—box ]
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Substitute Bytes

The inverse S-box consists of the following methods:

1. Byte to bit column vector and transformed using
following affine transformation :

bo 001001
by 100100
by 010010
byl [1 01 00 1
b,/ |0 1 0 1 0 0
bs 001010
b 10010 1
;] 01 0 0 1 0

2. Bit Column vector to byte
3. Inverse GF(2%)

{2A} i1s 01010100

Using upper affine transformation, result is 01010100

8A = 10001010, {84}~ = {95},

= O O = O O = O

o O =R O O = O =

50
S1
52
S3
S4
S5
S6

S7

o O O O O = O =

Cryptography
Information Security
Laboratory

Byte at row y,
column x yx
initialized to yx

Inverse
im GFi2%)

Bit column
vectnr to byte

Siyx)

Creating S-box E
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Shift Row

Called ShiftRows

The first row of a state array does not change

The second row moves by 1byte, The third row by 3 bytes, and the fourth row by 4

bytes.

No
change

Shift 1

S

-

ift 2
-

-y
*

Shift 3

T

%,0

%,1

al,D

%0

A

]
%0

F2

EC

(4] ol

)

4A

C3

Ef

8L

1

Ab

[ShiftRDws]

—_—>

N)

Cryptography
Information Security
Laboratory

%,0

0,1

0,2

0,3

a1,1

1,2

1,3

1,0

%2

e

2,0

“h

a3,3

3,0

3,1

&7

F2

4

-

fhE

AC

Q)

EC

| Iy

4A

C3

Ab

BC

B}

95

14
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Called MixColumns

It appears as a matrix multiplication of the state array.

—

02 03 01 01 Sop Spa Sz o3 So0  So1 Y02 o3
01 o2 03 ol S0 %11 %12 B3| _ | Sie S Si2 Sia
01 o1 02 03 §20 S21 S22 23 530 5§21 S22 833
|03 01 01 02 || sy 535 %32 333 | S50 Sy S32 Si3
'i';lill._.I = {E‘-'I"-LI.;} @{3'51.;} E_)ji._.- Q':'._:I._f
'i'.li.._.' = ‘!'.[LjEEI {2'5].;} @{.3-"'.1_.'@53__f
-""_'r.; — S, ¢ ® 5., (2 -‘"1.;} @ (3~ 1'-'_1_;-]
'!'..:r'-._.' = (3- 0, J] EB ¥, @ ¥2 E {2' " ‘l"'-.:l._f:I
27 | O 4D a7 47 40 A3 4C
6E 4C o) EC 37 D4 70 ar
46 BT 4A 3 — a4 E4 3A 42
A L D 93 ED A3 Af BC

15
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Mix Cloumns

02

(3

01

01

0]
01
03

(2
01
01

03
(2
01

U1
03
02

{87}
(87}

&7 | 4D - I
6E 4 a0 EC
46 | 2N 44 3 —
Ab B D& 05
(102} - {87)) @ ({03} - (6E)) @ (46} ® (A6)
@ ({02} - [6E)) @ ({03} - {46}) B [A6)
& |6E] & (102} - {46}) P ({03}-
({03} - {87}) @ [6E] P [46] ® (foz}-
[02)-[87) = 0001 0101
(03)- [6E) = 1011 0010
[46) = 01000110
[A6) 1010 0110

N)

Cryptography
Information Security

Laboratory

47 40 A3 4C
37 4 0 uF
94 E4 3A 41
ED Ad Ab BC
= 47)
= 37
(A6]) = [94]
{A6]) = [ED]

01000111 = {47)

16



Add Round Key VEE

Laboratory

128bit round key XOR with State.

+

AddRoundKey

¥
Key word
State State
47 | 40 | A3 | 4C AC| 19 | 28 | 57 EB | 50 | 8B | 1B
37 | D4 | 70 | 9F 77 | FA | D1 | 5C 40 | 2E | A1 | C3
94 | E4 |[3A | 42 | P | 66 |DC| 29 | 00 | — | F2 | 38 | 13 | 42
ED | AS | A6 | BC F3 | 21 | 41 | 6A 1IE | 84 | E7 | D6

17



4. AES Key Expansion
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Key Expansion Algorithm

There are 11 round keys based on 128 bits and each

key consists of 4 words, total of 44 words are
required

Key Extension Order

1.
2.

Divide the key by 4 bytes into 4 words.

XOR the previous words and the fourth word before
creating a new word.

(For the drainth of 4, pass the previous words to the g
function.)

3.

Repeat until 44 words are generated.

graphy

1ation Security

Laboratory
k 12

'H_I

43

19
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Key Expansion Algorithm VEE

Laboratory

M Pseudo-code

KeyExpansion (byte key[16], word w[44])
{

word temp;
for (i=0; i<4; i++) {
w[i] = (key[4*i], key[4*i+ |, key[4*i+2], key[4*i+3]);
}
for (i=4; i<444; i++) {
temp = wl[i - I];
if i mod 4 =0)
temp = SubWord(RotWord(temp)) XOR Rcon[i/4];
wli] = wl[i - 4] XOR temp;
}

20
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Key Expansion Algorithm

Key expansion algorithm consists of the following

methods

1. [By,B;,B;, B3] — [B1, B3, B3, By
2. S-box substitution
3. XOR Rconl]]

Cryptography
Information Security
Laboratory

01102

04

08

10

20

40

80

1b

36

0000

00

00

00

00

00

00

00

00

00 | 00

00

00

00

00

00

00

00

00

00 | 00

00

00

00

00

00

00

00

00

21



Example of key expansion subfunction G

cO

do

e(

fO

70
el
8¢
ba

01

N)

Cryptography

Information Security
Laboratory

02

04

08

10

20

40

80

1b

36

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

dO 70
e( 4> el
Sub Byte
fO 8¢
cO ba
00 /1
10| |[f1
20 ac
30 8a

22




5. An AES Example
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Avalanche Effect in AES itormation Security

Laboratory
Round Number of Bits Round Number ?f Bits
oun that Differ that Differ
0123456789 abodor feacbassT 6543210 0123456789abcdeffedcbad876543210
0023456789abcdeffedcba9876543210 g e 0
0e3634aece7225b6£26b174ed92b5588 0 2o dmece/ iihatobiidedninh oot :
0 0E3634n0007225b6 £26b1740ds2be08S 1 0£3634aece7225b6£26b174ed92b5588
572707 50EcIFESEo0cBosonaad0900e ; 657470750fc7££3fc0e8e8caddd02adc »
1 c4292d090fc7FE3Fc0e8e8caldd02a9c 20 c5a9ad090ec7ff3fcle8e8cadcdl2a9c
So7BBA9a6n72349505a2317FF46a1294 5 5c7bb49a6b72349b05a2317££46d1294 -
2 fer00569F7008bboc Foa2bbaTors3ds 58 90905£a9563356d15£3760£3b8259985
. 7115262448dc747e5cdac7227da9bd9c
3 7115262448dc747e5cdac7227da9bd9%¢ 59 18aeb7aa794b3b66629448d575c7cebf 67
ec093dfb7c45343d689017507d485e62
P " 4 f867aee8b437a5210c24cl1974cffeabe
4 B e e e e 61 £81015£993c978a876ae017cb4deTeec e
43efdb6972444f808e8d9364eelaeb6fs
152005206306 actaibon 0as e s 721eb200ba06206dcbddbce704fa654e -
e a C ce a e
5 7b28a5d5ed643287006¢099bb375302 68 5955¢c91b4e769£3cb4a94768e98d5267
0ad9d85689£9£77bclc5£71185e5Eb14 6 gagzd;if}izj:Zgilzggllgzesjbi‘l 70
6 3bc2d8b6798d8ac4fe36alds9laclsla 64 €258 edsbid3 1460240
Sh18a8Ea16d30a5285008d7 7 7badonn 2 db18a8£ffal6d3045£88b08d777badeaa -
7 9fb8b5452023c70280e5c4bb9e555a4b 67 fatag hefatbet0bcanied] 70005800
- £olbAEbEo934cOnEsrare5812D084980 . £91b4fbfe934c9bEB8E2£85812b084989 7
g 65 da7dad581d1725c5b72£a0£939d1366a
ccal04al3e678500££59025F3bafaa3d 9 ccal04al3e678500£f£59025f3bafaa34 59
9 e Lo 61 0ccb4c66bbfd912£4b511d72996345€0
££0b844a0853bf7c6934ab4a364148£b3 10 ££0b84420853b£7c6934abd364148£b9 -
10 6121L8939840600cdel16227ceT2433£0 58 £c8923ee501a7d207ab670686839996b 53

Change in plain text Change in key

24
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