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« DES: 56HIE
« 3DES
— DES-EDEZ2: 112HIE
— DES-EDES3: 168HIE
« AES: 128, 192, 256
« RSA: 1024, 2046




(*NIST SP 800-57 2 1)

20110,
112H[E 112 112 2048 2048 224 224 EGBGHg:;l
128 HIE 128 128 3072 3072 256 256
192H|IE 192 192 7680 7680 384 384 20308 0|=
256 H|! 256 256 15360 15360 512 512



« 281 HE(56HIE):
01010001 11101100 01001011 00010010
00111101 01000010 00000011
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« 168 E&(1024H|E):

00:bc:04:e4:fa:13:39:f0:34:96:20:6b:6¢:68:bb:fa:db:77:ff:27:f7:ac:e

c:2f:e7:fd:f0:7f:6d:6f:8c:2a:cd:25:09:5b:24:f4:a1:68:fc:28:ec:c9:25:

e2:ac.ed:de:c8:33:84:f5:b0:a5:09:3a:a/7:b1:47:48:c5:cc:4f:8c:79:9c:
f9:06:57:7d:dd:ee:38:f6:cf:14:b2:9c:ea:d3:c0:5d:77:62:f0:47:0d:b9:

1a:40:53:5¢:64:70:af:08:5a:c0:f7:cf:75:f9:6¢c:8d:64:28:1e:20:fe:b7:1

b:19:d3:5a:66:83:72:2:b0:9b:bd:d3:25:15:0d:32:61:64:37:94:85:46:
c8:72:be:77:d5:6e:11:28:2f:c7:69:ed:e7:83:89:33:58:d3:de:a0:bf:40:
e8:43:50:ee:dc:4d:6b:bc:ab:ea:ab6:c8:61:8e:f5:c3:64:af:06:15:dc:29:
8b:3f:75:8c:bc:71:44:db:fc:ad:b5:17:1d:6d:89:83:cf:c6:33:bd:bf:45:
a2:fe:0a:9f:a3:11:5f:0f:b9:1f:9c:1a:c2:46:cc:9¢c:28:66:9f:70:26:3c:2

e:df:aa:80:fe:8c:c5:04:09:25:4f:cd:93:47:3c:37:ea:02:67:92:fe:fc:22
:24:5c:ac:d2:2c:e0:5¢:01:33:8a:¢c1:19:db
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« JIAIE &0 IE &
— MHI& I (session key):
o =N MHOICH BF HBF A= &= I

— OFAHE Il (master key)

« BIEEO2 AIEE = I




« JIE AEE [ =t HANH HE 2F
— CEK(contents encrypting key):
) I—I I:l(:r_E-HE)jl_ OI-§§|._’| EH/\l‘

— KEK (key encrypting key):
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- KEK(Key Encryption Key)
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5.1 Diffie-Hellman 7| 11&l

5.2 Diffie-Hellman 7| m&e] =&
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5.5 & 7| e of
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5.1 Diffie-Hellman 7| ul&l

 Diffie—Hellman 3| w&H(Diffie—Hellman key exchange)
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5.4 A|22| ojOj

« 22=(Order)2t A2 (Primitive Root)

— 8/+(Order)
XA nit ged(a,n) =1 = 2EGtE = all 222 =0 H=M,
a® =1 (modn) S CtE6t= JHE &2 AL kE Y n0l OIS a2l <
2= (Order)2t) 82 = J|&: ord,(a)

Ol) &st 49 ¥£=E otLt PHEHn=8 & [,
gcd(3,8) =1 0112 3% = 1(mod 8)0I2Z ordg(3) = 2

— S A2 (Primitive Root)
ne MA0110 a= ged(a,n) =12 2t5otle 82 M,
B2 adl ord,(a) = 0(n)= 2tFSIH nE B n2 JAAIZ2 (Primitive

Root)0|2tD & o
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2" mod 13 AIAH
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22mod 13 =4
25mod 13 =8
24mod 13 =3
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2117 mod 13
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02 E3 2913 2ADO
E5 2162 FE 7277
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18 1C48 22 E6 EF
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