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$ authentication
(1) The process of verifying an identity claimed by or for a
system entity., (See: authenticate, authentication exchange,

- RFC 2828 authentication information, credential, data origin
authentication, peer entity authentication.)
(C) &n authentication process consists of two steps:

1. ldentification step: Presenting an identifier to the security

;£§$§§Q§§§ system. (ldentifiers should be assigned carefullv, because
:é§£§§§§§§§& authenticated identities are the basis for other security
;;55§§§§§§§:5§ services, such as access control service.)
%%;;=~Q\ X\ NN 2. Werification step: Presenting or generating authentication
/ ”(k;\\ NS inf ti that b t the bindi bet th tit
‘”%%W”“7§§ééﬂ\ information that corroborates the binding between the entity
e / an e identifier. ee’ verification,
{,(/,//// X)) d the identif (5 fication.)
4 —
| =
‘ NS ee: ("relationship hetween data intearity service an
(“ N (C] 8 ( lat hip het dat t t d
W \>\ authentication services" under) data integrity service.
Shirey Informational [Page 15]

AFC 2828 Internet Security Glossary May 2000







N e
g1 e As et F  HERZ PIN, 220 Ot &
(Something you know)
LrE= s 2T EZ, A0E 7tE, ™X} 7| FtE,
(Something you have) OTP, SMS
WA ZHZ S OlE XIS BY, BH, A2, HY

(Something you are)
HES E3| O|=
oo =2 OL- L-O

(Something you do)




Xt A8 X} lF H

« AKX} QOIS HO
— M™Xt @1F (Electronic Authentication, EA): MAI A2 X} 015 & M
H AIAEIY MAPEC E HA[=l AFRXE AEXE0| et AMZ[d
=2 I (Electronic Authentication Guideline, NIST SP 800-63-2)
20134 3, 2017.6 A=
- NIST SP 800-63-3 Special Publication : Digital Identity Guidelines &, 2017. 6
- AAEIZ2 OIS E JHQI0| HIO|HH[O|A ETHMO|L| A|AE] XF2
O Ciet 82 €2 58 7l =90 tigt #ot= Ed8st=0 25

— = = = O
=
= AEXF AL

—- MXRIB(EA)2 CIX|E 21T (Digital Authentication)2 80 HZ
AHEE, NIST SP 800-63-3 Special Publication

The process of establishing confidence in user identities presented
digitally to a system. In previous editions of SP 800-63, this was
referred to as Electronic Authentication.

- Digital Identity Guidelines, NIST Special Publication 800-63-3
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*EE Y27 52 7HEAE AEE o U HetE H RS

- UEY MHIAS RIS MEA= 7tEAIR SES ugt
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>

-_Oo —

« AZXt (Verifier) : AHZ 2ASSt= &
- AR AEEO UK S BE
- AS A= 7HEREe] AR CHe = QIS 2 || X0 M E
2015 . 7HXL O| 8, S5 Al 2= MEXL 22 55 A| 25 7t
A 22 7R
Al HH 5 g

« AL Haotes S SES HT MoL S EZ0 AME

ot

o - O =
. NE|7|F, AR S0 DY S




- Digital Identity Guidelines — Digital Identity Model
- NIST Special Publication 800-63-3

Enroliment and Identity Proofing

Authenticated Session
‘ -4 -
‘ Subscriber ‘
Applicant Claimant

—>
Authentication
| Assertion
AE,:ET,:’;?S' Enrollment and ‘
Identity Proofing Authenticate
Issuance |

Validate Authenticator/Credential Binding

4

Verifier

Attributes

Digital Authentication
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Challenge-Response 7| 2! &5

« NE-SE HeAE Z=2E2

e Client2 Server)t 33 secret key K € 3%

« E is a public encryption function e.g. DES ; hash function
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