3
[~

x
o
10t
N
>
2
Jo
El
oY
3H
m
HL
re

H} == o
RN

II=J
n‘ll
=
N
(1]d|
ok
t.J_

SER e

jhpark1@seoultech.ac.kr



mailto:jhpark1@seoultech.ac.kr

i

=<

— ok

I-I.-.__IL

o Hd <

m ST gl

TG

s HHML" =

W KRR

= & i 7 5 5 %0 n)

=M RNKNRN <&

) = of % %0 A ofl ok
kD K- o0 3r <ir < <4 < r

1
2
3
4
5
6.
7
8
=]

._A“AL.M.

mr




|
of
=
rd
Pl

I
o)




1. 82 N &g

« M2H|0f |2|(Access Control Principles)
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— 2 (Access Control Situation)
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M2 M0 ™A (Access Control Policies)

« Qo] M2 H|0{(Discretionary Access Control, DAC)
22 2785 = Aol MJ, O AtE0| 2 5010| &|=X&§ ZiiF= 2 &
7|8tsk= 2 MO

of

m|n

- ZH M "o (Mandatory Access Control, MAC)
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. ™ ATt (Access Rights)
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3. &2 E< MO{(DAC)

« DAC(Discretionary Access Control)
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- 71274 E|3 (Capability tickets)
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4. Agt 7|9k M2 A 0f

e Role-based Access Control (RBAC)
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RBAC &1 BHE(RBAC Constraints Model)
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5. 58 7|8 B2 M O{(ABAC)

e Attribute-Based Access Control Model (ABAC)
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« Capability Based Access Control (CapBAC)
. E2X
- RBACZ LC|HIO|A0| HE82 8% Ao FEXY 7t 89}
7l &
— ABACZ Cr==o| C|HIO[AT} A S K|
S oAl EX[AIZ|7] O3 =
- = YE2 ot /Y2l o5E =4
« S. Gusmeroli = ArZQIH Yl AABS| HZHOAZ fsH A4 7|8 2
MO 7] Eol MetE

. A[APTHAK T WS Q
Ll

rr
>
Mo
ro
m
pars
ot
(O
]
b
0x
u[n
[0

|
Mol it g ol 2
. BN 2AAS ASE 4 Qb WY 9H A E22 250 S
& A7 B
-
A3 9, XH M| 5 X/

AHS S AN 7| 4 AS




CapBAC HE A|LIE|2

mg&wm = / Information Details Control

'Hesourse 1D Car Location

Assignar ID: Bob Smilh Bob's Car Location
Assignee |D: Alice Cooper - ; Access C bility al
* Query (Delogabiee="| Pisourne 10 Car Locaton

Granularity: Block le

Ao Spenre DAL . Seimmi?
/fmm

Auth Capabilty. Root Capab

| Assigner Sgrature: $%8

Granulanty: Nigh Assigner ID: Bod Smth

Since: ddVmm1yy? Alice Cooper | Assignes 10: City Traffic Mgm
Untit_da2imm2lyy2 (Bob's wife) | Rights: /
Auth Capabity: Root Capab Query

Bob Smith
(Car’s owner)

Bob's Car Engine Data
Access Capability p1 | ity Traffic Mgm Service

Resowrse 10 Car Conteol Unit
Assgner ID: Bob Smith
Assignes 1D: Maint. Srv Mgr
Rights

* Quary (Defogable)

* Change (
Granularty: High
Since: dd1 timm?1 1yy11
Untt:  dd22/imm22/yy22
Auth Capability: Root Capab

hngmv Sygnature: $%40

Operation Request

Resourse 1D: Car Control Und
Requeser ID: MaintSev@FIAT it

Operation: Query ‘Engine RPM
Roguester Rights: Capabiity (12

Roquester Signatise: $%48

Bob's Car

Bob's Car Engine Data
Access Capabllity fi2

Resourse ID: Car Contrad Unit

Assgner iD: Dave@FIAT 2
Assgnee ID: FIAT Maint. Srv

Rights
* Quary €= Greater End User Control

Granularity: Migh

Since: ad1 1xmm1 Ioyy1x
FIAT Maintenance Service .
(Car’s Manufacturer) | OZ2xmmazayzx

Auth. Capsbity. Capab. (i1

Assgner Signature: S%A8
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« |ICAM(Identity, Credential, and Access Management)
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— Digital Identity

— Credentialing
— Privilege Management
— Authentication
— Authorization & Access
— Cryptography
— Auditing & Reporting
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R3

R4

R5

R6

R7

R8

a*}toS X
altosS, X

AtHl a from S, X

w<-8J|S§, X

AH 484 X

2 AHHN X

=X 44 S

=i AHl S

‘a*’ in A[So, X]

‘AL in AlSo, X]

‘A8 in A[So, S]
or
‘RO’ in A[So, X]

‘A9’ in A[So, S]
or
‘RO’ in A[So, X]

3

=1
(=]

‘2% in A[So, X]

[0z =1
BA O

‘2% in A[So, S]

H& {ax*}inAl[S, X]
MZ&{altinAlS, X]

M&E{ax}inA[S, X]
M& {alinAlS, X]

AHl a from ALS, X]

SAFALS, X] intow
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« UNIX L} 22 inode(index node) & AtE9oI0 Zt2|

~inode & 3 o] Zash 84 HEIt e Ao FE
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o
5 O EBHE UAHOZ AS M

—

« & ID 27 (SetGID) :

- 0| 0] Slofofe AHS B 4 2 TSl 29
> 1 NS YAHOR THAS UL YU ALBXIS O ROIEL7| YUBh AR

. Stlcky H E

oHQIof| AT mf: A|AEIQ] Al __c|>': i
|:|E-II E-| E| I—I_E’_ol- [[H |:|E-II E-| E| |
AMR| & 2~ ojo

2 LES HE20 #X|3HO0F 2
A AFRHO| TS| O|§& HHEALE OSSOt L

AT

« Superuser
ZEPH Ol H2H O KMieto| M A 25t

—

A28 FHOf Chet B2 2 5+ UAS

‘—— o




UNIX2| B M 5= (ACLs)

« HCHO| UNIXQ} UNIX 7|8t 2 HX| X (FreeBSD, OpenBSD,
Linux, Solaris) & X| &

e FreeBSD

— ZFE2| X}V setfacl HHONE AIES2ZM UNIX AHE XL IDRF &2
222 XA
-/ | = o

- Ot g2 E3 HEE= 97|, 47|, A

— L}Qof| ACLO| = 2R 93

— Y2 2 E ACLO| U=X| EE LiEIL = 7180 E3 H|IE
7t =

— e st



— FreeBSD2t &g ACLAE = A& St= UNIX 712
970 HIE S{7FEE0AM ARA A0t HHX| S =0l XA ACLe| Z

29t ze olojy

A SdiA ds SdiA LIHAl SefiA
r'w= W= ———
N N N
. <
ATt rw-
AL jcer rw-
As 1 r—
OtA : rw- <
LEHXI : ——- <

H2 I B2 HO|(ERE B2 Mol 28

— e sampiada

40



El
|

2 Al

Z M| AZF IO}

i

70
T
ol
ol _.t
Al
o &)
100 O4F

-
o
o

—t

= ACL
CFOlI
L =

2X|o
=3
o

Xt
o

T2 N 20 7}
AL X B E ALEALDE

278 ot=
A O
2T

ACL =2

— 1EHA -
— 2CHA -

ol
o

K
[

o3

o
r
100
1|

—

10

1ad
oll

=X AAL

o3

B

—_—r

10
jol
I
|
iy
%0
o
<lo
10l
T4
Kio

@)

Hr
100

LA

]
x

<

4 o
R
4r B
— i
)

ufg 1 0l
r o7 O3
o1 <0<k
2om
o NK
U 751 O
1 Ju o
< <o
= W._OO
MH MH N
3 H|




1A
=
10
F
o
Mo

o
ro
~
o

HT
1o
Ok
30 |m

ol TAT 2+ QI ALR AL ALO|Of A= Al

—

4o
o H
Lo

g
~ T
me

¥
o

€ > rot
o

> 0f
_o'_|-EI

a1l [

Il

o

ME

o=

mot -
>
>
Ot
rr
1R
rlo
bl
hL T
2
id|
Ty for
n
Hr H

2tO|EH A Of5+0f CHSk

r>

| 2| SALX}

- AR O FE ASE
M2 M SAHZE Y=t A
gerot,

M MH[ A HSAH= O
CHolf 217tEl {55 27

- ME ME|A HSA
- ALEXLO| Tl ‘St SES 7HX| 2 R4,

- A ME[A K S AL A2
SAARZE Qo FEO| oo ol Z|yn
M-EXS| s 7Al

- AF2X ZBlO|HAIZ EFE 20|
et BE2 @7




A

| M

oH
=
o

ME| T LA (Open Identity Trust Framework)
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