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. G|O|E H2|0{(DDL : Data Definition Language)
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— CREATE, ALTER, DROP, CASECADE, RESTRICTED
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[ W &2 (Inband Attacks)
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FE2X F4 (Inferential Attack)
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- AlAYA 7|8t (Signature based)

= 71 T o o
- £F 3 IEHES XS

- 2t YHIO|E E[0{0F St XA =8 =40(= CS0| OjH|g
- H|™H 7|8t (Anomaly based)
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. CHEXMOI DB &5FM
— MySQL : LE LA DBMSA|HO|AM BO| AFE, oI 22t 1t g
— 22}F : DBMS A& CHCt=E KtX|2t
— MS SQL Server : 00|32 AT E0|A| BL= DBMS
— DB2 : IBM 0| A BF= DBMS

— PostgreSQL : 2 ZAA DBMS, TA| MySQLYF 2V E AL £
& DBMS A|EHO|M BEO| AtE S

[T MySQL Workbench = ITE
Fle Edt View Model Database Scipting  Communty

9 # i
ORACLE’

DATABASE 11g

5 ORACLE’ _

Readv.

PostgreSQL

the world's most advanced open source database

sy Edit SQL Script Create EER Model from Existing Database 9 Manage Security
L] & ”

« Manage Connections Create EER Model from SQL Script | Manage Server Instances
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4. GiO|E{H| O] & F = M|

. ALBXPTL HOJE{HIO|A HE Mo ZEX| Y MAHO H
Rlof AlAES AL]

. G[O[E{HO|A AL ABHS QUZWS ALGXO|H| BIO|E{H 0|20 U

of B2t 58 5% 20

- [I2 82 doh 49, & e, YH0lE, 7], 7|8 78

- OIO|HH|O|A H HMOf 2| §H

~N

— ZYB2|(Centralized administration)
a4o] B3 ABRS0| B ABE Kol I

- 27d 7[8te| £t2|(Ownership-based administration)
AR EOlE YT 2erg $0, 1

HOlS &7 At7t CHE AFEXOA HIOlE E2 #ets 73 (grant) 3 It7|(revoke)
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1. Grant
e OlL B2 0 E2 o2 SISt HLE AFE X 92 BC
O1|) GRANT SELECT ON ANY TABLE TO ricflair

2. Revoke
e M HobZz my|

0fl) REVOKE SELECT ON ANY TABLE FROM ricflair
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. B2 W B2=

1. Select
- 517t = MA| HIO|EH |0, ZH7H2| H|O|=

=¥ 48 97l 7t

Jiot

= HIo[=2

2. Insert
- S{7tXt&= H|O|=0f & & ¢
- HOo|lE EM 42 4= €50 & &¢

= =0 M= = = =
3. Update

- O|0|2X O 2 INSERTR S AL
4. Delete

- o{7tAt= HIO|=9| & A 7ts
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Azt 7|14t M2 X 0{(RBAC)

- g2 7|8t 2 MO{(RBAC)= HIO|HH|O|A FH2 HOojof Mgt

- OIO|EH|0] £~ RBAC2 Lt& 7|50] H&EO{0F g

1. Go| ddut 4K
2. 99| 57t Fol
3
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- T2 CI2 SIS JHRID BN Mol MY KOS EI|SHK| Y
OBIA EAAIZ

- GlOJE{HO|A FE|XHs DYE MH TS of2 AZOA CHE Y
QDE YISO ALBY & U8

. DNE HO[E{H0|A S
~ 7l Glo|EfH 0] A Mol S

— O™E MHAEnt 20| db_accessadmindt db_securityadminZ 2 &t
© DBAC| SUME MOl HELT| O3 M

— db_datareader®t db_datawriter= AIEXAL0|AH 22X HotZ N5t 2
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Fixed Roles in Microsoft SQL Server

Role

Permissions

Fixed Server Roles

sysadmin

Can perform any activity in SQL Server and have complete control over
all database functions

serveradmin

Can set server-wide configuration options, shut down the server

setupadmin

Can manage linked servers and startup procedures

securityadmin

Can manage logins and CREATE DATABASE permissions, also read
error logs and change passwords

processadmin

Can manage processes running in SQL Server

dbcreator Can create, alter, and drop databases

diskadmin Can manage disk files

bulkadmin Can execute BULK INSERT statements
Fixed Database Roles

db_owner Has all permissions in the database

db_accessadmin

Can add or remove user IDs

db_datareader

Can select all data from any user table in the database

db_datawriter

Can modify any data in any user table in the database

db_ddladmin

Can issue all Data Definition Language (DDL) statements

db_securityadmin

Can manage all permissions, object ownerships, roles and role
memberships

db_backupoperator

Can issue DBCC, CHECKPOINT, and BACKUP statements

db_denydatareader

Can deny permission to select data in the database

db_denydatawriter

Can deny permission to change data in the database
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1. Software as a service (SaaS)

— AEAtE 2ERENA dHE[D = 58 SEEEH
ATEQOCE NS EHa
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0fl) Gmail, Salesforce.com &

2. Platform as a service (PaaS)
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3. Infrastructure as a service (laas)
— AEXOA SRR E 7|8 A|20]| Oiot 22 M-S

— APIE Sl MOlZl= 7t 7|A, =&3tE SIE 0 F 2ENAE XS
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3. HARLIE| 2R E(Community cloud)
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o M Mobd D AR et 42 nEAId S S/
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