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(ICS Super DriveLock)
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(ICS ImageMasster Solo4) (Logicube Dossier)
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device
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ROE =Y S8
(Helix 3) (Paraben Device Seizure v3.3)
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(Guidance Encase v6) (AccessData Forensic

Toolkit v3.0)
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- g 2N 45 CDY MEotn =&t HIO[H= USB N EXo A
got7 Lt HIEHZE 0|80t0] SA =8 MHO| TEe
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_I
L EAY 20| MRS FHAL

USB Thumb Drive 0| 75}= HiH

- IEEO| HIO|HE &Y 5= U0 Z|Z BEO| ALEE
« Windows?2| Plug and Play 7|5 &dzt= O{8{& Sl0| ALE 7t&
« Windows A|AHEI0| 21 HE HZ(setuplog.txt, setupapi.log)

~
o

- USB M X9 257 Sd= M
.I

ZAMOM HSStE 17 == 0[&510
CDFS(CD File System)2 278%t & =& X&ot, =8¢t OO|E & O
Ol EF0f| M&st= LAIE 0|8
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o C:WWINDOWSW system32Wcemd. exe

and Setting

« S =8 Al AlZH7[E0] &
.19 52 848

e Real time
« A|AHEIO[ ALFAIZHUp time)

T Yy
- date, APIE O| &g} Perl script
- date (/t: S| A[ZHHIZ E5])

- FOIE=} A

IZIP% o™=

icrosoft Window
(C> Copyright 1985-2881 Micro

ments and SettingsWmenhal69)>

HEHeH A|ZbaL H|@B}0] A|ZHALE 7|28

\J

-

-

Console Command
5.1.26001 - date /t & time /t

soft Corp.

s KP [Uersion

stmenbhal6?>date /t & time /t

—

SEQOULTECH
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lm*ﬂ“

¢lxl 212 4" (Logged-on user)

o =X A|AHIO S| AHNE HE =t
« JEO| M7t F7IKX| HOtOf &

All-hé"l

T

« net users : netbios W& O]
« psloggedon : Sysinternals AtO|A X Sdt= S/H =213

« net sessions : netbios & 2

e




« Di BEO0{(Windows) - LtE|M 719 E =0l 7t5
« Unix

e ioscan —fC disk

o C|AMER - (cat /proc/diskstats)

« ME[MHEE — (cat /proc/partitions)

—— e S sampiata
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D:Wloolstcode>di

File System Path Free Space

31.38 GB
8.808




LDFS
ClASLIEIM B

B LDFS - [20090202]

RUN-~  REC . PAGE V) | nZgE 2w 2w =2TH x
i r B PELS F
[ I RUN~~ REGP \ikig. PARGE [ﬁJEK?P’J ee® I RERORT ANZZ
: AlLE EE gl [£7 20090202
=EHH 22 B JEEEH EE
= FFERT —
ZJESEEHA o AR CEHE @ Basic Information
g:H f;, I‘H:HA_ =2HH EE 1P Configuration
] g%;iﬁEﬁﬁ ----- M IE HEEE [ Disk Information
r IE_I :ED_T """ ol B0 24 = Partition Information
..... SRE =N W R TP ==
R e - | 435 £ZEYD o
L1I§i=li 5”‘5 """ &A= SHEAI Partition Type MNTFS
i{:‘; CE!H E:E!E SEEAUENI 2= Bootable YES
= HEH3 3= - -
TP AHEH AI2E HOE Parh.t_on Leng;h 81GE=85096273Eyte
IDP £+EH SRP HIOIE F‘armlmn Mumber 1
TCP ZEQIHAE T4 A TCP 2+ Physical Number 0
UDP ZE HE T2 H - UDP &HEH BE:
QIE MEHI MAE HENETY TCP ZERt ARz T2 & Partition Type NTFS
=8 22 R & 2 (NETSHARE) UDP EEQ HEE T4~ Bootable N
A ME =0 ST EENETS EE IJJE-?_JEO ,J\xtﬁigl HEMNETYI Parh:t?on Length 151GBE=153093727Byte
Y= ME =0 DFLNETFILEY | g DEJE -é.-g Iﬂg_ll .:.E(NIJEJSHAHE) Parttion Number 2
METITHAE S0 2/ FHINET] g -o.:; )\P; 2.0_ i};ﬂ HEMNETS Ph3:'S|caI N-umber ]
== 0 ANER EY HA ME 2 DHE(NETFILE) PhysicalDrivel
D=k b MEAIE AEE0 215 ARINET] PhysicalDrive2
A= E_EJE.:.“ =8 I ng" 22 PhysicalDrive3
Iz2E=2sed Wl ﬁiigﬂ:ﬁ Logged-on Account Information
EH B2& A2 0| iI—El s —E—?d Win32 Account Information
N i ] | AEO 25 AS 0/ =3 I¥e b2t
MHSD IDPassword(Protected 5 B[ ZIEY AEEE — MDE SHAT
HMAH ==
81 410i Protected Storage) K O 2B ID/Passward(Protected S)| 4x 9D GerifdiadHacchIEI4T43EERCld2ce _ 2cadfl T5b0445h23c423bdbic de BA5E5Ge 535
-0 4 {Protected Storage)
5
Log Time Message [
009 78 732, 05A) 475 262 H2 4 M3 HH 43 212 i
- _— 20094 028 232, 050 428 275 £ 2 29 B BHE F AT
< >4 | 20094 02E 23Y, 054 422 26 FHZ B2 2M EE T 2E ) |
Ready < > | 20033 D22 232 00 doF 232 HZ S M BE =R AR (]

Ready
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3, TrE[ 8 5 (Unix)

—_— b —

-

SYSTEM INFORMATION - XM Z&%&X| - ioscan —fC disk

1HP-U= | 2 HP-UX | 3 Ubuntu
# loscan -TC disk
H/W Path Driver 5/W State  H/W Type Description

CLAIMED DEVICE TEAC DV-28E-N
disk ' sdisk CLAIMED DEVICE SEAGATE 5T373405LC
disk ; UflflfU.l.U sdisk CLAIMED DEVICE SEAGATE 5T373405LC
#

-f : full listing

-C class : Restrict the output listing to those devices belonging to the specified

class
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£

=4 Hl

O| A=A

= = =
= T =

A O| K}Al

otof &A%

|Xf(Wlndows) Process Explorer(Windows), top(Unix)

ZZMA0

T2NA B 5

' Process Explorer - Sysinternals: www.sysinternals.com

15

root

CPU Usage: 2%  Commit Charge: 29,76% Processes: 82

SEOULTECH

Tvmkd

File Options  Wiew Process Find Handle Help Thu Mar 26 01:42:45
o= B s 68
Procass FID| C. Description Company Name running
= 1 explorer.exs 2972 windows Explorer Microsoft Carporation
] seasp.exe 3528 AhnLab Common Architecture Ahnlab, Inc, e "N o eve
& AhnsD.ens 2064 ARNED AhnLab, Inc, SYS IDLE BLOCK SWAIT INTR SSYS
41 RTHDCPL.exe 3872 Realtek HD Audio Contral Panel Resltek Semiconductor Corp, 5 g 5 0.0% 0.C g
[ GronveManitor,sxs 3324 GrooveManitar Utility Microsoft Carporation
[ serotray.exe 2220 AcroTray Adobe Systems Inc, . .
[ rundiizz,sxe 308 RUR & DLL &% an App Micrasot Carporation virtual, 991992K free
&) VolPanel exe 860 VolPanel,exe Creafive Technology Ltd
[T STHELPER.EXE 39z CtHelper Application Creative Technology Ltd Y o )
CTXFIHLP EXE amz CTXfiHIp MFC Application Creative Technology Ltd STATE TIME "WCF u COMMAND
Scheduler.exe 1420 Scheduler Application SIGMACOM Co,Ltd root 198 -H\ run 8 ] \;/f
{af SMManager.exe 2088 SMPlayer Traylcon Application SIGMACOM Co,,Ltd root run
| rundiiszexe 2156 Run a DLL as an App Microsoft Corporation 3 -~
= Alap exe 3608 root run
[ etimon.exe 2332 CTF Loader Microsoft Corporation root Corun
Q) LClock.exe 1880 LClock Application oot ;o
[nMEgHonitor.exe 2300 Nero Home Nero 4G roo run
[ root run
»/ CTCMSGo,exe 976 Creative MediaSource Gol Creative Technalogy Lid root ¢ run r daemon
= ﬂg) SetPointexe 2616 Logitech SetPoint Event Manager (UNICODE)  Logitech, Inc. N _ -
IKHALMNP R exe 2744 Logitech KHAL Main Process Logitech, Inc, root run
3 Powerhiate exe 1948 Powerkate 2.0 Griffin Technolagy root run
[ windowsSearch, 2808 windows Search System T M ftc i - o
indowsSearch,sxe findows Search System Tray icrasoft Corporation root swapper
[i7s ONENOTEM,EXE 3360 Microsaft Office OneMate Quick Launcher Micresaft Carporation .
L DriveXpertexe 1588 Drive Xpert Valume Manager Silicon Image, Inc, root init
ldgsies Bl root vhand
(o WINWORD,EXE 2895 1 Microsoft Office Word Microsott Corporation root
0c
Type Name _
Deskiop whefault root
Directory #windows root nfsktcpd
Directory #EaseNamedObjects N y
Directary #nownDlls root Tvmkd
Event #BazeNamedObjsctsWusersny: User Profile setup event - r
Event “BassNamedObjectsWmixercallback root Lvmkd
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il
Jmu
e

XMl (eProcess) =&

« EIst SCHZ2HMH E2MHA X
N 78 L7t Ct= EX

- ZRM2 AEME ZHA 2O
|

e 2L Egk”)\ El-xl al OlI-lO-l Al SH S} Hgk" = xg jl.h
— M — — 2 O -/ T o
0 C} |. | PO &) |:|-|| |0-|| 1T -”AE | ol =< O] |A =
- MEEZ KLt i= 8% HE2E0f ZENA =50 €52 Ol TR
W 22N 22 Win32 eProcess 47| = | (] :Z:
C:Documents and SettingsYradministratorHHER SHBIEMNETELUE- 1023 MB ZE5
B i
Mo, Type Status PID PRID  Process Create Time il
00000000 Process 920 B80 WMUpgradeHelper 20109 038 242 054 302 01E
00000001 Process 0 0 Idle Unknown 05
00000002 Process 1156 620 svchost.exe 20109 038 24 05 2982 35
00000003 Process 1288 /30 spoalsy,Bxe 20109 033 242 05 292 35
00000004 Process 1356 1580  cmd.exe 20104 038 24 05A 358 122 P 7
00000005 Process Q95 A20 swchost.exe 20109 038 242 054 202 35%
00000006 Process 1060 388 Miranda.exe 20109 033 248 05M 378 13
00000007 Process 1764 1580  WhwareTray.exe 20109 038 248 05M 298 42 |
00000002 Process 200 1580 crmd.exe 2010‘—=I 038 24Y 05M BE 4% |5
jmm T, o jmp ) : =} =4 UJ.U._ U\Jm
00000010 Process -Hidden-- 2012 1740  wanguish.exe 20109 033 242 054 D42 47 =
L1 FIOlE = oy EApIESSaET ”_l:.‘. L ) uam [ | =l -JJ_-_
00000012 Process 1372 1580  DiFront.exe 20109 033 242 05M 492 46
00000013 Process 280 &80 Msavsve.npc 20104 038 248 0S4 2982 53 % oI e 27|
00000014 Process 520 g0 yrtoolsd. exe 201049 038 242 05A 302 00
00000015 Process 328 a20 NSYMOr.Apc 20109 038 242 05 292 53
00000016 Process 630 636 SErVICEs. exne 20109 033 242 05A 292 34 eProcess 24
00000017 Process 1096 1372 mdd_1.3.exe 20104 038 242 054 492 55%
00000018 Process 564 4 SITIES B 20109 038 24 054 292 33%
00000019 Process 612 S64 C5F55, B4 20109 038 24 054 292 345
00000020 Process 636 Shd winlogon, exe 20109 038 24 05M 298 34 %
00000021 Process 1404 1372 mdd_1.2.exe 201049 038 242 05 M SOE 25%
00000022 Process 895 630 swchost.exe 20104 038 242 05N 298 352 i
00000023 Process 1740 1580 cmd.exe 20104 038 242 054 S42 252
00000024 Process 1808 1580 msmsgs.exe 20104 038 242 054 208 425
00000025 Process 1800 1580  ctfmon.exe 20109 038 24 05M 29 425
00000026 Process 1580 1520  explorer.exe 20104 038 24% 05M 208 425 [V
< >
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=X ol HERKZ A2 Sl A BFE S Hge = HQIF H& THE
AN I AZE P FLQ4 ZE S0 Ot 4, FE JEIQ T2 E
SE ZEZS =0Io5t0 o 7tEX| 2 AHE §EE HE

CTOI-

« &= netstat, netbios (Windows), Fport (Windows), netstat -an

B C:WWINDOWSWsystem3Z2Womd. exe

K:%#[Tools I#[ForensicTools I#0pen Forensic ToolsWFoundstone ForensicloolsWportWFport-2.8
FPort v2.8 — TCP/IP Process to Port Mapper
Copyright 2880 by Foundstone,. Inc.
http:=//wuww.foundstone .com
Pid Process Port Proto Path
1296 —-» 13% TGP .
] Syztem -> 139 TCP Netstat (UnIX)
4 System —> 445 TCP 1HP-UX | 2 HP-UX | 3 Ubuntu
1288 rapimge —» 798 TGP C-HWPROGRA™IWMI 3AA1L ~1trapimg # netstat -an
- bl ol 2 e LLE Active Internet connections (including servers)
3328 BatervApp —-» 1848 TCP C:WProgram FilesWBaterylBat g idviiat-tetmRT-1 0 B B I T 1 R Ve [« [=T-11 Foreign Address (state)
3328 BatervyApp -» 1857 TCP C:WProgram FilesWBaterylWBat efss 0 * t%?%m
BUSLEm = 11’8 I1.r LISTEN
System - 1185 ICP LISTEN

Fport (Windows)

.165.119.22
2.165.119.22

L M
SEQOULTECH

LISTEN
LISTEN
LISTEN
LISTEN
LISTEN
LISTEN
LISTEN
LISTEN
LISTEN
LISTEN
LISTEN
LISTEN
LISTEN
LISTEN
LISTEN
LISTEN
LISTEN
LISTEN
ESTABLISHED
ESTABLISHED
LISTEN




o2

B

netstat —ano

State
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
ESTABLISHED
ESTABLISHED
CLOSE_UAIT

LDFS
-Win AP| O|&

-— 1 — (e
L— —
D:%ToolsWcode>netstat —ano
Active Connections
Proto al Address Fore
TCP .8.8:135 8.8.
TCP .8.08:445 8.0.
TCP .8.8:5084 8.8.
TCP .0.9:6084 8.0.
TCP .8.8.1:1835 8.8. =
TCP .152.146.233:139 8.0. :8
TCP .152.146.233:1641 2@7.46 111.65:1863
TCP .152.146.233:10850 .234.239.138:5084
TCP .152.146.233:1842 .69.247.1:88
UDP 8.0@:445
ubDP .8:508
UDP .8:1825
uDP .8:1831
UDP .8:1063
uDP .8:45008
B LDFSAn - [20090202]
Eile Wiew Window Help
‘ MFI‘ﬁ EB' PE/' ME RE ."ﬂ._ér -
[%) 20090202
e netstat —ano S0 | MSRAZHASSID = AL AR | 2R T ZEEEE
2P 23 XE EEER 2R ZE
of BRI R
7 T CTTH T3k ST S 2 ETE S0
e al IPE :I:I'_Al T3, 152, 65, T16 3707 133,60, 100243 5004
a. - =y an 127001 1025 0.00.0 i
A S
o:Process ID 0000 5004 0000 0
[IRININ] G004 0000 0
- s ol @ omm
° E |:” —?—_I O:|7E:| ng %!; N 51103 0.00.0 i

ct2E HOE B8

Blolk 2=




o HEHI ZEQt Z2ML BE

C:Whocuments and SettingsWluke369x2>"H:WITools I#[ForensicTools IWLive ForensicsWF
port—2 . AW Fport _exe'’

FPort v2.8 — TCP/IP Process to Port Mapper

Copyright 2088 by Foundstone,. Inc. fport

thttp: /7w _foundstone.com
Process Proto Path
b ICP
System ' d TGP
System - TCP
EX M TEQOTIE TEMA MY -> TCP
a I
Sl G — |- Ho = = 1|_ &) NATEOMMain - TCP  C:WProgram FilesWNATEONWBINWHATEONMain .exe
— — Melon -> TCP C:WProgram FilestMelOn PlayertMelon.exe
L = =
e 9—|AI:! 7|-t iikllﬁjr iEE OE:‘_I__' E-Ilol E'IE 3Y NATEUNMa1n -2 d/H, H CiWFrogram FilesWNATEONWHEINWNALEONMALN .exe
. NATEOHMain C:WProgram FilestNATEONWBINWHATEONMMain.exe
—7|<—_T|_ lel'ttl'g Qll'Ac-)l _—T"_E 9_|A|:I NATFNNMain H CeWPpoaram FilecWNATEOINBRTNUNATFANMA in_eve
suchost C:HHITNDOWSHsystem32suchost .exe
P3IMELO™1 C W INDOWSWs ystem3 2WPIMELO™] _EXE
MEProx C:WProgram FilesiihnLabt3I182807HHESProxy.ah
20090202]
Fie View Window Help x
’ MF.{T \"EB Proc/ ME; RE-_G
Eﬁzomozoz LDFS
=013 UDP S2 TEQIHEIEI T2 YA HE | TP B2 ZEDIHAL EEMI&EEL —W|n APl Ol-g-
EHIP 2EH ZE HIX P 2, IZZHAD0E FID Z2H
e FpOI’t 0.0,00 135 0.0.00 0 N/A 172 N/A
0,000 445 0,000 1] M8 4 /8
AFOIA R SHe 7Y HiHo a0 M wa @ WEwense % Cpeem ARG o
—_ —_— RIREN RIREN ain, exe v rogram riles ain, exe
+ Foundstone A0 A XS 3= S70 HEQ| 0000 3080 0000 0 svchostexe 1104 CoWINDOWSHsystem3zieychost, exe
0.00.0 56E 0.0.0.0 0 PIMELO~1.EXE  EBIE C:WINDOWSY sy stern 32WP IMELO~1 EXE
H 24 O-I 00,00 51103 0,000 1] MEProxy, ahn 536 C WF‘rogram Files ahnLabW 35200 M EProxy, ahn
o o 177001 10075 N000 1] WPy 2R
1h3, 15, TRS, 116 133 [INIRIN] 1) [ 8 4
163,152,165, 116 2136 211,234, 240,216 5004 MATEOMMain, exe 3924 C:WProgram Files#hATEQMNWEINSNATEOMNMain, exe
163,152,165, 116 3707 133,50,100,243  HOO4 MATEOMMain,exe 3924 C:wProgram FilesWNATEONWEBIN®NATEONMaIn, exe
Feady




LS —

« O17F BA| B2 AAEAZE B2OHA AHAS ARESEA] =l 2R

AL
SR

e netfile: 35 Lt 2 =3 HHY

o
« psfile : sysinternal A0 A M|S5t= 2& BHY
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- T oY AL - HH0AM FH2E
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v C:HWWINDOWSWsystem32Wcemd. exe
C:WDocuments and SettingsHcomputer>"C:#Documents and Settingstcomputerttt

WToolstToolstPsToolstipsfile.exe"

WWINDOWSW ssystem32Wcemd. exe
AP [Version 5.1.2600]
' psfile vl.B2 - psfile

Microsoft Windows
(C> Copyright 1985-2881 Microsoft Corp.
C:WDocuments and SettingsYcomputerdopenfiles
Copyright 72001 Mark Russinovich
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[221 C:%kwon
User:
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Access:

BROMPTON

a
Read
ppt
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a
: Read
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C:Wkwontt]| &
Usep:
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BROMPTON Windows
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fAccess

C:WDocuments and SettingsYcomputer>
C:fDocuments and Settingslcomputer>
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» nbtstat —c (c : Cached NetBIOS Name Table)
< IP HEYI0| HAE & HKYMK|Q| AlZH 52| HH ZAt

C:WDocuments and Settingstfcomputer>nbhtstat —c

[163.152.146.2031 Scope Id: [1]
NetBIOS Remote Cache Name Table

Name Type Host Address Life [sec]l

163.152.146.233<26> UNIQUE 163.152.146 .233 295
DONCOM <28> UNIQUE 163.152.146.194 422

C:WDocuments and Settingstcomputer>
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GREP(Globally Find Regular-Expression and Print)

- Unix A g2 2EHHMOIAN HMS s AHAIIL g + Us
o FEHo

- Yt BYA S ALBOIM CiYe HEjQl 7| EE StLiel Aoz 47
’ts

|¢|

Mew Keyword

Search expression | Code Page | Keyword tester |

Search expression GREP Svmbols
| ¥hwFFFF Unicode characker -
WheFF  Hex character
Mame . any characker
# Any number [0-9]
Y Repeat zero ar one Lime
[7] case sensitive [T Unicade E.;'.-Z] iiﬁgﬂ;ﬁ !_?ast onee
i Repeat zero+ times
GREP [~ Unicode Big-Endian [#vz] Fither ¥, or 2
[~¥¥Z] Meither % nor ¥ nor 2
AMNST Latin - 1 [(JurFs L Literal character
{ah) Group ab together Far 7, +, *,
[CJuTE?
{m,n}  Repeatmtontimes
Unicode Wiew alb Either a or b
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 GREP(Globally Find Regular-Expression and Print)
HAESA o| g ALE O H|
~ =Xgo| M "aaa @ TALE Q] AL aaas ¥331E v A
$ =Xtge| &8 aaa$ : TAE Y & aaas £33 wf A
StLie| X} Of A lue : alue, blue, clue ...
HIZ O|FH EX}e| ¥lx7t 0 £ 19 4
? forensics? : forensic B+ forensics
< Ojd
HIZ o|™ EXI2| BI=7} 0 o] &l AL
* o digital_=for : digitalfor, digital_for, digital__for ...
HIZ o|™ ZX}o| HI=7} 10[4Q AL
+ digital_ + for : digital_for, digital_ for ...
oA
[ABC] A, B, C 9 3}+e] 4 o A digleiltal : digetal, digetal
dig["iltal : digetal, digftal ... (digital#l]$])
[*ABC] |A, B, C °]9)¢] &4 w3 )
[fa-z] : 2R} o] 9|9 £} WA
} N [a-d] :a, b, c,d
[A-C] AFE CF 3] A WA
[0-2]:0,1, 2
W ETEXIE YUEXE A8S= S [ [?2[W1]: 2, [, ]
X{M} =Xt XE MH Y5 h{3} : h7} 39 o] W& (hhh, hhhh ...)
I X2 A
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« GREP(Globally Find Regular-Expression and Print)
Name Kim Number 870101-1234567
Name Lee Number 802110-2894561
Name Park Number 841218-1236874
Name Han Number 835577-1654789
Name Hong Number 880202-2345678

« FHAOA GREP BE0 AtE0I0 Z A
# grep .*[0-91{2}[01]{1}[0-9]{1}[0-3]{1}[0-9]{1}-[0-9]{7}" DataFile

A B Z

Name Kim Number 870101-1234567
Name Park Number 841218-1236874
Name Hong Number 880202-2345678
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. —l— ch for "Security'" in * * Fihwdownloadss javas jzsdkl. 4. 0hdemos JTCWFia
[ | j j AT Tet.java - hed
— shdownloads® javas j2sdki. D\demo\ch\ FontzbTestapplet. java - Matched &

sdownloadss javas jzsdkl. 4. 0hdemotplug

-]
4,
sndownTloadsy javas jzsdkl. 4. 0 demot, jfich,
4
.FontzOTestapplet.java - Matched &

4

28 @ SecurityManager security =
29 @ if ([ security != null 3 {
IosECUrity heckPer‘mwss'lon( Hew ¢
23 : catch eption e ]

Sysl

\down10§d5\java\j25dk1. - Ohdemaiplug 28 @ security.checkPrintlobaccess(l;
-Tools. java - Mat.ched 1 . 40 @ catch [ SecurityException e J -
\down'loads\;!ava\;!dkl. .8\5r‘c\;!ava\aw F:hdownloadsh jawvas jzsdkl. 4. 0hdemos jfosJ:
hdownTloadsy jawas jdkl. 1. 85%5rch javasbe Tools.java - Matched 1

— WINGREP Search

Software )

Tool

(Hurricane

CHz ClaE2| 2

i_l‘;_cl’é. X-”Q_l 7-IAH

1

hdownTloads®, jawas jdkl.
hdownTloads®, jawas jdkl.
nodownToads®, jawas, jdkl.
L.Member.java - Matched 2
hdownTloads®, jawas jdkl.
Sdownloads®, jawas jdkl.
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Steganography is the art and science of writing hidden messages in such a way that no-one apart from =|jgd OIS
the sender and intended recipient even realizes there is a hidden message. By comtrast, cryptography

obscures the meaning of a message, but it does not conceal the fact that there is a message. Today, ot
the term steganography includes the concealment of digital information within computer files. For
example, the sender might start with an ordinary-looking image file, then adjust the color of every
100th pixel to correspond to a letter in the alphabet?a change so subtle that someone who isn't
actively looking For it is unlikely to notice it.

The word steganography is of Greek origin and means “covered, or hidden writing”. Its ancient origins
an be traced back to 448 BC. Herodotus mentions two exanples of steganography in The Histories of
Herodotus.[1] Demaratus sent a warning about a fForthcoming attack to Greece by weiting it on a uooden
panel and covering it in wax. Wax tablets were in common use then as re-usable writing surfaces,
sometines used for shorthand. Another ancient example is that of Histiaeus, who shaved the head of
his most trusted slave and tattooed a message on it. After his hair had grown the message was hidden.
The purpose was to instigate a reuolt against the Persians. Later, Johannes Trithemius published the
book Steganographia, a treatise on cryptography and steganography disguised as a grimoire.

Generally, a steganographic message will appear to be something else: a picture, an article, a
shopping list, or some other message. This apparent message is the covertext. For instance, a message
may be hidden by using invisible ink between the visible lines of innocuous documents.

The advantage of steganography over cryptography alone is that messages do not attract attention to
themselues, to messengers, or to recipients. An unhidden coded message, no matter how unbreakable it
is, will arouse suspicion and may in itself be incriminating, as in countries where encryption is

illegal.[2] Often, steganography and cryptography are used together to ensure security of the covert
message.

Electronic communications can include steganographic coding inside of a transport layer, such as a
File, or a protocol, such as UDP. Media Files are ideal for steganographic transmission because of

their large size, and are usually compressed either losslessly, as with FLAC or PNG, or lossily, as
with JPEG images, MPEG video, or MP3 audio.

A steganographic message (the plaintext) is often First encrypted by some traditional means
producing a ciphertext. Then, a covertext is modified in some way to contain the ciphertext,
Fesulting in stegotext. For example, the letter size, spacing, typeface, or other characteristics of
a covertext can be manipulated to carry the hidden message; only the recipient {who must know the

technique used) can recover the message and then decrypt it. Francis Bacon developed Bacon's cipher
las such a technique.
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— https://www.spo.go.kr/spo/major/forensics/forensics01.jsp
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— http://www.cfpa.or.kr/intro2.htm
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