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A (one - way hash function)
I 1

i ; (message)

i ; (hash value)
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A (collision)
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I (Preimage Resistance)
I (Weak Onewayness)

i y=h(M) () (M)
M: Message _
Hash: Hash function _ leen:f y
h(M): Digest Find: any M S}lch that
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T2 . Second Preimage Resistance
i ,
Given: M and h(M)
Find: M’ such that M # M’, but h(M) = h(M’)
M: Message —
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T : Collision Resistance
. , >

M: Message

Hash: Hash function [ Find: M and M’ such that M # M’, but h(M) = h(M") ]
h(M): Digest
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I (message digest function),
.
.
A
i N (pre- image)
A

I (message digest)
I (fingerprint)
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A APACHE website = SW
T http:// ws.apache.org/mirrors.cqi

C A Z°| g% | ws.apache.org/mirrors.cgi

Make a Donation ~ The Apache Way ~ Join Us = Downloads =

COMMUNITY-LED DEVELOPMENT "THE APACHE WAY"

/Ao

Projects - Pecple - Community - License = Sponsors -

We suggest the following mirror site for your download
https://downloads.apache.org/

Other mirr

downloaded file using the PGP signature { .asc file) or a hash | .mds or .sha* file).

download KEYS, PGP signatures and hashes (SHA® etc) -- or if no other mirrors are working
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HTTP

https://downloads.apache.org/

BACKUP SITES

Please only use the backup mirrors to download KEYS, PGP signatures and hashes (SHA® etc) -- or if no other mirrors are working

https://downloads.apache.org/

The full listing of mirror sites is also available.


http://ws.apache.org/mirrors.cgi

A (password based encryption;

PBE)
I PBE

I (dictionary attack)




A /|  (Masquerade)

A SSLITLS










A (one - time password)
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(one- time)
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3.1 MD4 MD5
3.2 SHA- 1, SHA- 256, SHA- 384, SHA - 512

3.3 RIPEMD- 160

3.4 SHA(Advanced Hash Standard) SHA- 3




3.1 MD4 MD5

A MD4
I Rivest 1990
I 128
I Dobbertin
|




3.1 MD4 MD5

A MD5
I Rivest 1991
I 128
I MD5 , MD5




3.2 SHA -1, SHA - 256, SHA - 384, SHA - 512

A SHA- 1
I NIST(National Institute of Standards and Technology)
i 160
i SHA
A 1993
I SHA-1
A 1995
A : 264
A




SHA - 2

A SHA- 256:
I 256
T 264

A SHA- 384

I 384

A SHA- 512:

I 512
i 2128




3.3 RIPEMD - 160

A RIPEMD- 160
T 1996 Hans Dobbertin, Antoon Bosselaers, Bart Preneel
T 160

I European Union RIPE RIPEMD




3.4 SHA -3

A SHA- 1

ANIST SHA-1 2007
" SHA-w’

A AES

A 2012
i KECCAK( )
I SHA- 3




SHA - 512

A SHA- 1

!

LUE Al B
1. HIAIX] oiE SHA-1
| £ i
2 BS | 23 BS | U3 B85
512H|E | 512H|E | 512H|E
I L
I 1 }
2.Wy~ W4 U g5 o g2 U 5=
512H|1E 512H|1E 512H|E
Wp ~ Wy Wy ~ Wy Wy ~ Wog
30H|E x 8074 30H|E x 8074 30H|E x 8074
%7| Al 1 LS A l L& A l 23 Hef
160H|1E 2% xa| 160H|E 2% X2l 1608|E E= X2 1608|E
3. (ABCDE[| goctAl T |ABCDE| 80&t [ |ABCDE[| 8oetAl [ |ABCDE
32H|E x 57) 32H|E x 57K) 32H|E X 57K) 32H|E X 57H)
160




4 SHA - 512

A SHA- 512

I : 512

A 1024
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3. MD

- 512

- 8 64 (a,b,c,d, e, f g, h)

a = 6A09E667F3BCC908 e= 510E527FADE682D1
b = BB67AE8584CAA73B f= 9B05688CEB3EG6C1F
cC = 3C6EF372FE94F82B g= 1F83D9ABFB41BD6B

d = AS4FF53A5F1D36F1 h = SBEOCDI9137E2179




4.1024-  (128- )

. 20 . B
i 512 W T
abcdefgh A rerrerriy

I l l L l

J ol d :l Lo
[TT o L]
I Al

——a

+++++++

lllllllll

H,
*1024 SHA-512




I N 1024- N 512-

Hy |
[V:Ho 3 + F o m—— sesssseses F + Al 2t




SHA - 512

A 2017

A
i
2256

2512




5> SHA-3

5.1 SHA- 3 ?
5.2 SHA- 3
5.3 SHA- 3 SHA- 3




5.1 SHA -3 ?

A SHA- 3(Secure hash Algorithm)
i SHA- 1

I 2012 KECCAK SHA- 3




5.2 SHA -3

A NIST
A
A

(Standardization by competition)




5.3 SHA -3

A NIST 2007 SHA-3
A 2008 64
A 2010 SHA- 3 S

SHA-3 z[& 2E(ZTfHl &)

BLAKE Jean—Philippe Aumasson, Luca Henzen, Willi Meier, Raphael C.—W. Pyhan

Praveen Gauravaram, Lars R. Knudsen, Krystian Matusiewicz, Florian Mendel,

Gzl Christian Rechberger, Martin Schlaffer, Soren S. Thomsoen

JH Hongjun Wu

Keccak Guido Bertoni, Joan Daemen, Gilles Van Assche, Michael Peeters

Skein Niels Ferguson, Stefan Lucks, Bruce Schneier, Doug Whiting, Mihir Bellare,

Tadayoshi Kohno, Jon Callas, Jesse Walker



A SHA-2 SHA-3

A KECCAK SHA-3
SHA- 2




6.1 Keccak ?
6.2

6.3

6.4 Keccak

6.5 Keccak- f{b]
6.6 R
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6.8 1

6.9 Y

6.10 ¥

6.11 KECCAK

6.12 KEccAK



A SHA- 3

A

A SHA- 2

A SHA3- 224, SHA3- 256, SHA3- 384, SHA3-512 4
SHA- 3

A

A SHAKE128 SHAKE256

(extendable - output function; XOF)
I SHAKE: Secure Hash Algorithm + KEeccak
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ASHA-1 SHA-2
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(squeezing phase )
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