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* Orientation Class presentation and discussion
Chapter 1 An Overview of the Artificial Intelligence Evolution and its
1 Fundamental Concepts, and their relationship with loT Security
Chapter 2 Smart City: Evolution and fundamental concepts Class presentation and discussion
5 Chapter 5 A Novel Framework for Cyber Secure Smart City
Chapter 6 Contemplate Security Challenges & Threats for Smart Cities Class presentation and discussion
Chapter 8 Introduction to Side Channel Attacks and Investigation of Power
3 Analysis & Fault Injection Attack Techniques
Chapter 9 Collaborative Digital Forensic Investigations Model for Law Class presentation and discussion
Enforcement: Oman as a Case Study
4 Chapter 10 Internet of Things Security and Privacy in Smart Cities: Status
and Challenges
Chapter 11 5G Security and the Internet of Things Class presentation and discussion
Chapter 12 The Problem of Deepfake Videos and How to Counteract
5 Them in Smart Cities
Chapter 13 The Rise of Ransomware aided by Vulnerable |oT devices Class presentation and discussion
5 Chapter 14 Security Issues in Self-Driving Cars within Smart Cities
Chapter 15 PhishFree: A Honeybee Inspired System for Smart City Free of [Class presentation and discussion
Phishing Attacks
7 Chapter 16 Trust Aware Crowd Associated Network—based Approach for
Optimal Waste Management in Smart Cities
Midterm
8
Discussion for recent research issues — Paper 1 Class presentation and discussion
9
Discussion for recent research issues — Paper 2 Class presentation and discussion
10
Discussion for recent research issues — Paper 3 Class presentation and discussion
11
Discussion for recent research issues — Paper 4 Class presentation and discussion
12
Discussion for recent research issues — Paper 5 Class presentation and discussion
13
Discussion for recent research issues — Paper 6 Class presentation and discussion
14

Final Exam




