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« 2l ZHlA EE CDY| Aot =8t HIO|E = USB INPSEFSPNIY(IPS
YotAL HESRAE 0|85t 54 =8 MHO 5
o LHA EH0| ME|HE TFHAZE = US
USB Thumb Drive 0| &5}= 'Y
- 19| HO|EHE MY £ A0 =T B0l AHEE
« Windows?2| Plug and Play 7|5 &dzt2 O{8{& Sl0| ALE 7t&
« Windows A|AH0| 21 HE HZ(setuplog.txt, setupapi.log)
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o C:WWINDOWSW system32Wcemd. exe Console Command

—
icrosoft Windows XP [Uersion 5.1.26001 - date /t & time /t
(C> Copyright 1985-2001 Microsoft Corp.

and SettingsWmenbal69>date /t & time /t

« S =8 AL A 7IE0] E

ments and SettingsWmenhal69)>

e 192 52 QA5

e Real time
« A|[AHEIO[ ALFAIZHUp time)

_I_

erl script

 date, APIE O|&73%l P
AZF HIZ EE)

. date (/t : S XY
CBOYHS} A|Z S HES A|ZHTL H|TSHC] AIZHAHE 7|28
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o =Xl A|AHIO| S| ANE HE =
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« net users : netbios & &0
- psloggedon : Sysinternals A0 A M| Sdt= S/ 213

« net sessions : netbios & 2
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« Di BEO{(Windows) - LtE|M 719 E =9l 7t5
« Unix

e ioscan —fC disk

o C|AMER - (cat /proc/diskstats)

« ME[MHEE — (cat /proc/partitions)
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D:Wloolstcode>di

File System Path Free Space

31.38 GB
8.808




ClA&3, ntE|M 8 E (Windows

LDFS
ClASLIEIM B

B LDFS - [20090202]

RUN-~  REC . PAGE V) | nZgE 2w 2w =2TH x
i r B PELS F
[ I RUN~~ REGP \ikig. PARGE [ﬁJEK?P’J ee® I RERORT ANZZ
: AlLE EE gl [£7 20090202
=EHH 22 B JEEEH EE
= FFERT —
ZJESEEHA o AR CEHE @ Basic Information
g:H f;, I‘H:HA_ =2HH EE 1P Configuration
] g%;iﬁEﬁﬁ ----- M IE HEEE [ Disk Information
r IE_I :ED_T """ ol B0 24 = Partition Information
..... SRE =N W R TP ==
R e - | 435 £ZEYD o
L1I§i=li 5”‘5 """ &A= SHEAI Partition Type MNTFS
i{:‘; CE!H E:E!E SEEAUENI 2= Bootable YES
= HEH3 3= - -
TP AHEH AI2E HOE Parh.t_on Leng;h 81GE=85096273Eyte
IDP £+EH SRP HIOIE F‘armlmn Mumber 1
TCP ZEQIHAE T4 A TCP 2+ Physical Number 0
UDP ZE HE T2 H - UDP &HEH BE:
QIE MEHI MAE HENETY TCP ZERt ARz T2 & Partition Type NTFS
=8 22 R & 2 (NETSHARE) UDP EEQ HEE T4~ Bootable N
A ME =0 ST EENETS EE IJJE-?_JEO ,J\xtﬁigl HEMNETYI Parh:t?on Length 151GBE=153093727Byte
Y= ME =0 DFLNETFILEY | g DEJE -é.-g Iﬂg_ll .:.E(NIJEJSHAHE) Parttion Number 2
METITHAE S0 2/ FHINET] g -o.:; )\P; 2.0_ i};ﬂ HEMNETS Ph3:'S|caI N-umber ]
== 0 ANER EY HA ME 2 DHE(NETFILE) PhysicalDrivel
D=k b MEAIE AEE0 215 ARINET] PhysicalDrive2
A= E_EJE.:.“ =8 I ng" 22 PhysicalDrive3
Iz2E=2sed Wl ﬁiigﬂ:ﬁ Logged-on Account Information
EH B2& A2 0| iI—El s —E—?d Win32 Account Information
N i ] | AEO 25 AS 0/ =3 I¥e b2t
MHSD IDPassword(Protected 5 B[ ZIEY AEEE — MDE SHAT
HMAH ==
81 410i Protected Storage) K O 2B ID/Passward(Protected S)| 4x 9D GerifdiadHacchIEI4T43EERCld2ce _ 2cadfl T5b0445h23c423bdbic de BA5E5Ge 535
-0 4 {Protected Storage)
5
Log Time Message [
009 78 732, 05A) 475 262 H2 4 M3 HH 43 212 i
- _— 20094 028 232, 050 428 275 £ 2 29 B BHE F AT
< >4 | 20094 02E 23Y, 054 422 26 FHZ B2 2M EE T 2E ) |
Ready < > | 20033 D22 232 00 doF 232 HZ S M BE =R AR (]

Ready
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SYSTEM INFORMATION - XM Z&%&X| - ioscan —fC disk

o?.".

a8 &2 (Unix)

1HP-U= | 2 HP-UX | 3 Ubuntu
# loscan -TC disk
H/W Path Driver 5/W State  H/W Type Description

CLAIMED DEVICE TEAC DV-28E-N
disk ' sdisk CLAIMED DEVICE SEAGATE 5T373405LC
disk ; UflflfU.l.U sdisk CLAIMED DEVICE SEAGATE 5T373405LC
#

-f : full listing

-C class : Restrict the output listing to those devices belonging to the specified

class




Yal

A O| K}Al
X
= K

EZ2MA FENE =25 AT
22| XH(Windows), Process Explorer(Windows), top(Unix)

£

ZZMA0

T2NA B 5

' Process Explorer - Sysinternals: www.sysinternals.com

CPU Usage: 2%  Commit Charge: 29,76% Processes: 82

24

15 root

SEOULT

ECH

r_daemon

File Options Miew Process Find Handle Help Thu Mar 26 01:42:45
H 32 =2E 8B LN oW R
Procass FID| C. Description Company Name running
= 1 explorer.exs 2972 windows Explorer Microsoft Carporation
] seasp.exe 3528 AhnLab Common Architecture AhnLab, Inc. e "N o eve
&, AhnSD.exe 088 AhnSD &hnLab, Inc, 5YS IDLE BLOCK SWAILT INTR SSYS
41 RTHDCPL.exe 3872 Realtek HD Audio Contral Panel Resltek Semiconductor Corp, 5 g 5 0.0% 0.C g
[ GronveManitor,sxs 3324 GrooveManitar Utility Microsoft Carporation
[ serotray.exe 2220 AcroTray Adobe Systems Inc, . .
[ rundiizz,sxe 308 RUR & DLL &% an App Micrasot Carporation virtual, 991992K free
&) VolPanel exe 860 VolPanel,exe Creafive Technology Ltd
[T STHELPER.EXE 39z CtHelper Application Creative Technology Ltd Y o )
CTXFIHLP EXE amz CTXfiHIp MFC Application Creative Technology Ltd STATE TIME "WCF u COMMAND
§ Schedulerexe 1420 Scheduler Application SIGMACOM Co,Ltd root 198 -H\ run 8 ] \;/f
{af SMManager.exe 2088 SMPlayer Traylcon Application SIGMACOM Co,,Ltd root run
| rundiiszexe 2156 Run a DLL as an App Microsoft Corporation 3 -~
5 Ailap,sie 3608 root run
[ etimon.exe 2332 CTF Loader Microsoft Corporation root Corun
Q) LClock.exe 1880 LClock Application oot ;o
[nMEgHonitor.exe 2300 Nero Home Nero 4G roo run
[ root run
»/ CTCMSGo,exe 976 Creafive MediaSource Go! Creafive Technology Ltd root ¢ run
= ﬂg) SetPointexe 2616 Logitech SetPoint Event Manager (UNICODE)  Logitech, Inc. N _
IKHALMNP R exe 2744 Logitech KHAL Main Process Logitech, Inc, root run
3 Powerhiate exe 1948 Powerkate 2.0 Griffin Technolagy root run
[ windowsSearch, 2808 windows Search System T M ftc i - o
indowsSearch,sxe findows Search System Tray icrasoft Corporation root swapper
[i7s ONENOTEM,EXE 3360 Microsaft Office OneMate Quick Launcher Micresaft Carporation .
L DriveXpertexe 1588 Drive Xpert Valume Manager Silicon Image, Inc, root init
ldgsies Bl root vhand
(o WINWORD,EXE 2895 1 Microsoft Office Word Microsott Corporation root
0C
Type Name _
Deskiop whefault root
Directory #windows root nfsktcpd
Directory #EaseNamedObjects N y
Directary #nownDlls root Tvmkd
Event #BazeNamedObjsctsWusersny: User Profile setup event - r
Event “BassNamedObjectsWmixercallback root Lvmkd

Tvmkd




EMA ME ==
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o2 N|A 23| (eProcess) &
A

- meNA RRHE ZUA BHOM S8 B} i E
. 24 D244 &) U o s

ol M3t TENA B2 25 7
- MYUS AT Y2 FR HRao ZRHA S20| AFY o4 TE

B 2222 Win32 eProcess 27| =i <

L=
C:Documents and SettingsYradministratorHHER SHBIEMNETELUE- 1023 MB ZE5
B i
Mo, Type Status PID PRID  Process Create Time il
00000000 Process 920 B80 WMUpgradeHelper 20109 038 242 054 302 01E
00000001 Process 0 0 Idle Unknown 05
00000002 Process 1156 620 svchost.exe 20109 038 24 05 2982 35
00000003 Process 1288 /30 spoalsy,Bxe 20109 033 242 05 292 35
00000004 Process 1356 1580  cmd.exe 20104 038 24 05A 358 122 P 7
00000005 Process Q95 A20 swchost.exe 20109 038 242 054 202 35%
00000006 Process 1060 388 Miranda.exe 20109 033 248 05M 378 13
00000007 Process 1764 1580  WhwareTray.exe 20109 038 24 030 298 42 |
00000002 Process 200 1580 crmd.exe 201049 038 248 0sM 262 04E | =
jm T, o jmp L : =} =4 UJ-UI|: Udm
00000010 Process -Hidden-- 2012 1740  wanguish.exe 20109 038 242 05A 542 47 =
L1 FIOLE = ooy EApIEsSaET ”_U. L ) uam [ | =l -JJ_:_
00000012 Process 1372 1580  DiFront.exe 20109 033 242 05M 492 46
00000013 Process 280 &80 Msavsve.npc 20104 038 248 0S4 2982 53 % oI e 27|
00000014 Process 520 g0 yrtoolsd. exe 201049 038 242 05A 302 00
00000015 Process 328 a20 NSYMOr.Apc 20109 038 242 05 292 53
00000016 Process 630 636 SErVICEs. exne 20109 033 242 05A 292 34
00000017 Process 1096 1372 mdd_1.3.exe 20104 038 242 054 492 55%
00000018 Process 564 4 SITIES B 20109 038 24 054 292 33%
00000019 Process 612 S64 C5F55, B4 20109 038 24 054 292 345
00000020 Process 636 Shd winlogon, exe 20109 038 24 05M 298 34 %
00000021 Process 1404 1372 mdd_1.2.exe 201049 038 242 05 M SOE 25% 22 T
00000022 Process 895 630 swchost.exe 20104 038 242 05N 298 352 R
00000023 Process 1740 1580 cmd.exe 20104 038 242 054 S42 252
00000024 Process 1808 1580 msmsgs.exe 20104 038 242 054 208 425
00000025 Process 1800 1580  ctfmon.exe 20109 038 24 05M 29 425
00000026 Process 1580 1520  explorer.exe 20104 038 24% 05M 208 425 [V
< >




=& AI HEQA AHZ Sl A EMEE HIECOZ H
I SiXl| HAE 1P AL ZE S0 Ot ™E, A&
A48 LEE 20| o
o &=+ netstat, net
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©

los (Windows), Fport (Windows), netstat -an

B C:WWINDOWSWsystem3Z2Womd. exe

K:%#[Tools I#[ForensicTools I#0pen Forensic ToolsWFoundstone ForensiclToolsWportWFport-2.8
FPort v2.8 — TCP/IP Process to Port Mapper

Copyright 2880 by Foundstone,. Inc.

http:=//wuww.foundstone .com

Pid Process Port Proto Path
1296 —-» 13% TGP .
] Syztem -> 139 TCP Netstat (UnIX)
W System > 445 TICP 1HP-UX | 2 HP-UX | 3 Ubuntu
1288 rapimge —» 798 TGP C-HWPROGRA™IWMI 3AA1L ~1trapimg # netstat -an
252 bl e LLE Active Internet connections (including servers)
3328 BatervApp —-» 1848 TCP C:WProgram FilesWBaterylBat g idviiat-tetmRT-1 0 B B I T 1 R Ve [« [=T-11 Foreign Address (state)
3328 BatervyApp -» 1857 TCP C:WProgram FilesWBaterylWBat efss 0 0 * t%?%m
BUSLEmn = 117’8 1.LP - 0 X LISTEN
System —-> 118% TICP c 8 9 8 LTSTEN

LISTEN
. C B 0 ] LISTEN
Fport (Windows) ° 8
C 0 B *. LISTEN
C 0 B *. LISTEN
LISTEN
LISTEN
LISTEN
LISTEN
LISTEN
LISTEN
LISTEN
LISTEN
LISTEN
LISTEN
LISTEN
LISTEN
LISTEN
.165.119.22 .165. .2622 ESTABLISHED
52.165.119.22 . 5. .2 ESTABLISHED
* % LTSTEN

L M
SEQOULTECH
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D:WTools¥Wcode>netstat —anc

netstat —ano

Active Connections

Proto Address
TCP B:135

al State
.8.
TCP .8.8:445
.8.
8.

LISTENING
LISTENING
LISTENING
LISTENING
LISTENING

o
@

ICP 8:5004
TCP .0.8.08:6004
ICP .8.8.1:1835 :
TCP .152.146.233:139 “ 5] LISTENING
ICP .152.146.233:10841 .46 111.65:1863 ESTABLISHED
TCP .152.146.233:10858 .234.239.138:5004 ESTABLISHED
ICP .152.146.233:1842 .69.247.1:88 CLOSE_MAIT
uDP .0.8.8:445

UDP a. .8:5008

uDP .0.8.08:1825

uDP . .8:1831

uDP .0.8.8:1063

UDP . .8:4500

N O

[\ ]
N0

B LoFS An - [20090202]

Eile Wiew Window Help
C C N ‘aﬂ i =3 = L[)[:S
85\ EB' - ne:aér, -Win API 0| &
[%) 20090202
e nNetstat —ano S03 | ASASHASSID Y= AS A | ST EEIE | plog HOE By b
= Nl 23 ZE AT P 2T ZE o
of 4 Y T 502 2165 =
. — 7 . —Al TTETET: P At T o
U B= 163, 152 65, 716 3707 13350, (00 2435004
a. — == nIPE s 127.0.0.1 1025 0.0.0.0 ]
0000 i 0000 0
o:Process ID 0.0.0.0 5004 0.0.0,0 0
0.0.0.0 BI04 0,000 i
- s ol om g o
— — 0.0,
° E |:” —?—_I O:|7E:| ng %!; 0000 51103 0.00.0 i




«cEFY g ZEQ I|HE ZEMA FHE
« Ol 7t ZEMAYI ZEE B4 HO|HE
ZFn W=CpH o FE oY
* Fport
« Foundstone A0 X[E35t= 7 B T2
FHO

C:Whocuments and SettingsWluke369x2>"H:WITools I#[ForensicTools IWLive ForensicsWF

port—2 . AW Fport _exe'’

FPort v2.8 — TCP/IP Process to Port Mapper
Copyright 2088 by Foundstone,. Inc.

thttp: /7w _foundstone.com

Process Proto Path
b ICP

System ' d TGP

System - TCP
b ICFP

NATEOMMain - ICP

Melon -> ICP

NALEUMMa1n -7

NATEOMMain

HNAOTFEMNMain

C:WProgram
C:WProgram
CiwProgram
C:WProgram
= WP sonmkam
suchost

P3IMELO™1

MEProx G : WProgram

20090202]

File Wiew Window Help

@ ﬂ h i
’ MF.{T e Proc/ ME HERORT

fport

Files¥NATEONWBINWNATEONMain . exe
FilestMelOn PlayertiMelon.exe

FilesWMAT EONWEI NWMATEUONMA 1N . exe
FilesWNATEONWBINWNATEONMain . exe
File-HHNAOTFEANHBRTNHNATENINMA in eve

C:HHITNDOWSHsystem32suchost .exe
C:WIINDOWS e ystem3 2ZWPIMELO™1 . ERE

FilestfihnLabt2IS2087HNEFroxy.ah

LDFS

E9 20090202
S013 | wp =@ FEQ HEE ZRHA RS | TP 28 EEY AT EEAM@EL -Win API O|-g—
EEIP 238 ZE | JZA IP #H.,. ZEHA0E FID Z2M2
0,000 135 0,000 0 A& 1172 N/
0.0.0,0 445 0.0.0,0 1] A& 4 /A
0,000 5004 00,00 0 WATEOMNMain, exe 3924 CProgram FilesWNATEONWBINWNATEONMain, exe
00,00 6004 0.0.0,0 1] MATEONMain, exe 3924 Co¥Program FilesWNATEON®EINWNATEONMain, exe
0,000 8080 0,000 0 svchost exe 1104 CWINDOWSH sy stem 32 svehost exe
0.00.0 56E 0.0.0.0 0 FIMELO~1EXE 6596 C¥iWINDOWSHsystenIZWPIMELO~ T EXE
0,000 51103 0,000 0 MSProxy, ahn 536 C WF‘rogram Files ahnLabW 35200 M EProxy, ahn
1270101 1025 0onn ] I 2056
1h3, 15, 185, 116 133 [INIRIAL] 1) [ & 4
163,152,165, 116 2136 211,234, 240,216 5004 MATEOMMain, exe 3924 C:WProgram Filesth ATEONWEINWNATEOMMain, exe
163,162,166, 116 3707 133,50,100,243  HOO4 MATEOMMain,exe 3924 C:wProgram FilesWNATEONWEBIN®NATEONMaIn, exe
Feady

SEQOULTECH
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e netfile: 35 Lt 2 =3 HHY

o
« psfile : sysinternal A0 A M|E5t= 25 BHY

OH

o

- openfiles : 2& HHO




e

T

T
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10

LIL
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HESS

« openfiles « psfile
- T oY AL - HH0AM FH2E
2=

v C:HWWINDOWSWsystem32Wcemd. exe
C:WDocuments and SettingsHcomputer>"C:#Documents and Settingstcomputerttt

WToolstToolstPsToolstipsfile.exe"

WWINDOWSW ssystem32Wcemd. exe
AP [Version 5.1.2600]
' psfile vl.B2 - psfile

Microsoft Windows
(C> Copyright 1985-2881 Microsoft Corp.
C:WDocuments and SettingsYcomputerdopenfiles
Copyright 72001 Mark Russinovich
Sysinternals
Files opened remotely on KIS:

[221 C:%kwon
User:
Locks:
Access:

BROMPTON

a
Read
ppt

BROMPTON

a
: Read

C:lkwon
C:Wkwontt]| &
Usep:

BROMPTON
BROMPTON Windows
Locks:
fAccess

C:WDocuments and SettingsYcomputer>
C:fDocuments and Settingslcomputer>
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» nbtstat —c (c : Cached NetBIOS Name Table)
1P HEYI0| HEE & HKYNK|Q| A7 SO HH ZAt

C:WDocuments and Settingstfcomputer>nbhtstat —c

[163.152.146.2031 Scope Id: [1]
NetBIOS Remote Cache Name Table

Name Type Host Address Life [sec]l

163.152.146.233<26> UNIQUE 163.152.146 .233 295
DONCOM <28> UNIQUE 163.152.146.194 422

C:WDocuments and Settingstcomputer>
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o A|AE! AtEfO] HAZ 2|A S} 5l|OF 522 CLI(Command
Line Interface)l| AFES AHE

. AAH B, 210|22{2|2 HHYo2 TYsD Y ETE
AHS, 719 Th5 3 ohRIOIN Mg e
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. C|A3 o|o|d | (Disk Imaging Hardware)
_ClEo=2 X ClATZ MAMSH & ol majlAl XH|

o= T
- LA3E AxHO HE0HX| &4 CHE StELAI0 At=s ¢ d
— LogiCube Talon, Dossier

— ICS ImageMasster Solo 3 & 4 &

Logicube Talon Logicube Dossier ICS Image Masster  ICS Image Masster
Solo3 Solo4

—— e S sampiata
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« EnCase
— Guidance Software Of| A 7H2ot M| AOA] 7+
— Jdej& 0,_|E-|E1|O|ﬁ HIEto 2 C|A3 o|O0|& C|A3 EZILH
- &7 0|2[E7] A GOl ZM/EM T|5 XS
- £ %, Palm OSS2| 31 &1} RAID &4] X[ &

2| A0|= ZEH A S/W

’ls M&

ESS EnCase Forensic Training .
File Edit Miew Tools Help
Y new = open [= Ssave = Print e Add Device J, Search n ase V . 1
ElE]Casesl LA]File Types &LﬂHash Sets X El TaHel = |Report | Gallery _}ﬁ‘l’lmeline QDISk "“fSCode
=3 Home |:& Enl:nesl [[JBockmarks 4k Mame VH;:hE FI|E |H
[%= Home| st=File Extents & Perm4 ¥ ([0 1 | cescC
= &&= Entries -~ = C=h SExtend
B ey C O 3 |CD$RmMetadata
B[] Iy SExtend = - Iy $Tacf
-] &) SRECYCLE.BIM W= = Ty eT>foa
ATI y
== S O = 1 eTops
B [ICh Boot
IE=y Config.Msi = 7 [ sTops-sT
EHERFTIC=) Documents and Settings ] bl [ sTxfLog.bif bif
5= All Users = ] [1 sTxfLogContainer00000000000000000001
[IC=h Default User = 10 [1 sTxfLogContainer00000000000000000002
[IC) LocalService (e 11 3¢ srRepair
B Luke369x2 | 12 [ $repair-sConfig
(i Application Data O 13 [0 &Txf-$TxF_DATA
LI Cookies O 12 | Dy souot=
[1I=) Eurekalog
) = e 3 sQuota-sq
[C1ICSh Favorites
ES) Local Settings — 15 [ squota-so
[1IES) My Documents = 17 3 sobjid e
[1IE=) MetHood o | ) [ | =]
§ =] Text |4 k il Doc ﬁTransaipt [ = |Report [ Conscle T3 =T Output [ Lock BT Ear E *‘T:gEnSG'i:)t klgHits I Filters [EEca»
|
000320 00 OO0 00 01 OO0 00 00 OO0 10 00 00 01 00 00 00 10 OO0 00 00 12 02 é_vﬁ EnScript
0z2Z00 00 18 0Z 00 00 00 OO0 OO0 OO0 1S 00 00 00 00 00 01 00 &0 00 4E 00 Examples
04400 00 0O 00 OB 00 00 00 00 00 OB OO0 D4 CE FT7 FE EE 2F C% 01 D4 CB =
0E6F7 FBE EE 2F €5 01 D4 CB F7 FE EE ZF €5 01 D4 CB F7 FB EE 2ZF C5 01 Forensic
08800 00 00 00 00 00 00 0O 00 OO0 00 OO0 OO0 OO 00 00 2§ 00 00 20 00 00 Include
11000 00 0§ 05 24 00 4F 00 &2 00 &% 00 4% 00 &4 00 00 00 18 00 00 00 Main
13200 00 01 00 €0 00 4E 00 00 00 00 OO0 OB 00 OO0 OO0 OO0 00 OB 00 D4 CB
44w 2% rs 01 na ~R TS FR ST 2E /oS 01 DA CR FT TR OSSR a8 n
IC) Case 1WCW$E}(tEnd (PS 6291478 LS 6291473 CL 78656434 S0 283 FO 0O LE 1) IEuirirlg C 1:28:00
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En2 k=t
B55,352KB
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Request Files
’ Remote Sendi F_I)
or API <en ing Files

MS ActiveSync

using JTAG Interface
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™ MobileDataAnalyzer - [EUWEAH
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File Tools View Help
SN0 =@ =1
Tree View P | /ween /BUSR | E30I8] / DaEEs| S 9E S HE 4bx
E-[F] SPH-V6900 BT A AR SUHT e
ol S F 1 RB 200802231357 OugRiRe  OLILIS Ji 201000 S 80| oLl w4 LI Lareiol 2 22
-5 abum_config F 2 HE 2008-02-23 13:59 o1t e 2, AN S S0HL0| HBUTHE QMOHY AHF REO2 HAHS DDA
@ apps H 3 HE 2008-02-23 14:13 01:§ﬂ§9 Th DE Q0 M3t HEn
B autoans & 4 HE 2008-02-23 14:29 . 3 LHH 2= B0k A SELIH A M
B cam ~ 5 AE 2008-02-23 18:37 OHLIOFANE JFHED 2SS HRE 010|120 22l L5 A CHEHE S8 D2
TR cin ~ 6 A= 2008-02-23 18:39 J2HIH HS 30HE I DI0PIS SHDES Itz Q0 018! ZA3 K~/
BH-E handynet M7 A 2008-02-23 18:41 e=e= r(_2) Lt 2 MO JH2EHRZDIEE....
& info ~ 8 k3 2008-02-23 18:48 Lt & TS O2LM X Tl
@ media ® s A= 2008-02-24 12:19 E9] 2HCH RIS
- mms & 10 HE 2008-02-24 14:41 LE STE H A0
- 5 F=
i ;ms F 1n HE 2008-02-24 14:52 %= 010 3231 80939 OnsuE | 24 ]
prefs.dat F 12 HE 2008-02-24 15:01 OHLI 0120 O Sul L
B0 sarset M 13 AE 2008-02-24 15:03 JY2EH 22152 [OFE=+1 20050101 v E8% |20070104 v
B shared & 14 A= 2008-02-24 15:08 LESTE HFECHAHD) 3
B shortaut F 15 AZ 2008-02-25 09:20 SO AIUM BAE OEXHE
[+ x oo o - A4 Al TU A1H Aoy o
Image Viewer e URIE BR k1A LHE (BEAIZH o
1 LR 20060405 15:01 01638 memm b
o2 2N 2 S 2T 2006-040515:02 01671 -1
R2 00N 3 S ST 2006040521:01 01929 HOILIEE
- 4 ~ 4 W2 SX  200609-2320:27 01954
5 = 2006-11-04 16:22 01648101 BHEICIDHCH SLICH S REZARLICH IFEREFHE
6 we s 2006-11-0500:13  HEN what are you doing % am sieeping!$ r+ rare you working now?you cught to sieep
7 2 2% 2006-11-06 12:54  01954i m QAL SHINRUIX DALOLIAMAT SN B I e R I HEBHE
8 WESA  2006-11:06 13117 MBS UG WiHE01521 e )E 28 HEWASLICLMSLARI2HI Z3 <
< 7 3 22 S 2006-1106 15:00 0112307 LIPS 2 3618 S XIS BN S SUHE S 2| L12| 012 SurE 2.0
000000139 Thurb. 09 10 w2e 2006-11-0700:02  HE 1 1 thank you for help me | | am thinking now,brother!  do not worryiget to
L__|SEEN (200611070555 |006298 L R v
<| e >
SMS & Call History Statistics
OO D STkt PO pa TNy ORI Thakis 4, WSMS_RECV  [1SMS_SEND 11 CALL_SEND  E1CALL RECV 1 CALL_NOT
5
3
§ 20
a
Encod: Unknown 15
°;’= % Jpeg Qualiy) a
A% g3 £
$HOIE g2 Urknown <
L8 0L 0w ; s
180 32 0 3
32 ]gﬂ 0,00m < 0 I [o1
ZclM & ae 0163620 01671000 | 0192830 0195474007 01648] ' VIDSlm | 0112300002 01046200027 0119305779 0308 0"
ol 0.000 ch it oom
%,2 ).'EZP i 81/'214‘.’48’.543]
m Equivalent
CCD Wi 0.00mm 2]
Focal Les 0. 0mm
HAl AHE O1% No
Is Color
W 5 $1(Orlentation) 0
YEL N2 (o) 18
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. C|A3 Hel23(Disk Browsing)

- NEOfN| EE= StEC|AZ O|O[X|e] LHFE X M A|AHES =
OISLi, TN AT LR ZRSLs TUol (fS5s 38 Z21
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1= 04 = [

02|27 7|ls &
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Id
ro
i
1

I
o I= Last File Last Enkry
I Re=gikicn Deleted Accessed Creaked WWritken Modified
=0 $Exkend Faolder, Internal, Hidden, System 1221009 11:31:22 2= 12/21)09 11:31:22 2= 12/21/09 11:31:222 = 12/21/09 11:31:22 2 =
L2 AP _Setup Folder 12/30/09 0751402 5 12/24)09 04:142: 11 25 12/24/09 04:143:02 25 12)24/09 04:45:02 2=
=) Documents and Settings Folder 1230009 05:00:20 2 = 12/21/09 02:55:45 9= 12/21/09 02:56:49 T = 12/21/09 02:55:49 7 =

ez

File Edit Mew Tools Help

LA mew [ZFopen gl Save < Print ‘e Add Device X Search

: [E3 cases x| =]

123 Home [[)Bookmarks “ =< »fi| [ Ll (13153 w_s22[1].gif 1 |l (1316) w_sZ1[1].qif [ L €1317) exk_gulim[1].0iF |3 28] (1318 ext_doturn[1].0if [ [ [ (1319) 1238_z009-lef... [ [ |[&] (1320) luwrygirl_1261... -
oi= File Extents @ Permission 4 »| OPEN

b5 &% Entries 2009 o 5
S © | =] [ ZAAR A 0.3
e $Extend u .
155 APM_Setup
[C3) Documents and Settings [ [ (15210 bg_fort_setup...| ) [oa] (1522) btn_swe_sl[1]....] (] |28 (1523) btn_next10[1]... | ) L& {152+ ico_photo[1].aF | () [l (1525) bg_aside_hotn...| ) [ (1526) h_sad_cast_wz[1..
1E He
[1h MSOCache
[(C) WWIDTA . p—
[1iC=) Program Files R 2 - ADH "
(| ‘gﬁ RECYCLER

[1(E) Swstem volume Information
1) WINDOWS [ Ll (13273 bo_help_ad2[1...| [ & (1528) btn_login_2[11... | [ @ €13259) h_security3_ts, [ [ 2@l €1330) htm_2o0s1229.. [ ] (@ (13313 7005 _right-12... [ &l

I WPI T LT
e ®ecuressL
- i m

[ Ll (13330 12621674649, | [ @l (1334) ico_dot_2x2_b...| [ L&l £1335) @h_content21...| ] @ (1336) bg_tab_seckio... [ & (1337) kxt_category9... [ |l
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R E mjots Hk| Aoz HHE =

. SA O|CIE|E ALRSY|E SHR|OH O &3t
G|

E8 H=D -

|3t Aadministrator WTUSER DAT]

Sol 7|20 We

Jhu

) Eile Edit Search Miew Analysis Extras Window ¥
e ] Li ++ 1B 1 » hex -
& Administrator, NTUSER DAT
offset(h) 00 01 02 03 04 05 0Og 07 08 09 0A OB OC 0D OE OF
Qoo7o02Do DS FF FF FF 76 6B 02 00 AC 3F 00 OO0 20 80 1o 00 ekpiivk. ..—=2.. €..
OO00702Z2E0 03 00 00 00 O1 00 07 00 44 6F 63 6B 49 6E 66 6F  ........ DockInfo
OO00702F0 30 1D 07 00 80 F2 06 00 DS FF FF FF 76 6B OB 00 0...£€4..@ vk, .
Qoa7o300 04 00 00 30 01 00 Q0 a0 04 00 00 00 01l oo 35 30 B . =10
Qoo7o031l0o 4E 5 6D 62 65 72 43 63 65 63 6B 74 Y4 6F 6D 00O NumberCheckttDm
0007032Zz0 B8 FF FF FF 30 1D 07 00 45 F2 06 00 FO FS5 06 00 ,44%0...Hd..&0..
Qoo7o3s0 60 F4 0 00 58 11 47 Q0 38 16 07 00 C8 20 07 00 8..%...8...E
Qoo7o340  FO 04 07 00 00 16 Q7 Q0 85 1D 07 00 D8 15 07 00 &....... " i .
00070350 EO 1D 07 00 10 1E 07 00 BO 1D O7 00 80 F2 06 00 &ueee... | L LE0..
Offset: 220 Dwerwrite
3 sl | e | ° —
sl A Of|C|E{ (hex-editor) 2 &Qlst =2 HX|AER| mtY

Pratected Storage

H&HA 232 2R

a2 g™

4 FRE

IE- 2HE HOIF
2ANAIECE
HEfIZ ECNIE HE
IE 2 E0

=2 2 I (opensave)
x| 2 &3 TF2(RecentDocs)
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- &2 7| et QALY grAo et M| CHE 240| &| 7| &0 &
DX Sl 7|/ Eo| HEE Z2HOA AMZ =2

- OIYU0|&, &4, L4 =AtE/A 4L ALY 52 d-Es5H =54
s €10 WEA = 7= (String, Index Search)

Bi4] 248

— 7|&0 =& L7l ool sl M (Reference Data Set)= ALE9}
Oof, A} 24 &S AMEHSI D M =2 MES = Q= 7=

A

a2y 2
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GREP(Globally Find Regular-Expression and Pr
— Unix Al€2| 23N A

A
T

Search expression

Mame

|:| Case Sensitive
GREP

AMSI Latin - 1

Unicode Wiew

Search expression | Code Page | Keyword tester |

[T Unicade
[T Unicode Eig-Endian
[[lutrs

[Tlutez

GREP Svmbols

¥hwFFFF Unicode characker -
WwFF  Hex characker

. any characker

# Any number [0-9]

Y Repeat zero ar one Lime

+ Repeat at least once

[&-2] & through 2

+

Repeat zero+ times

[=v2] Either ¥, ¥ or Z
[~¥¥Z] Meither % nor ¥ nor 2
Literal character
{ah) Group ab together Far 7, +, *,
|
{m,n} Repeat m ko n times
alb Either a or b
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ZHAM 7= _F|QE ZAH
= =1 =2 =7 1THa=—=— =@ .
« GREP(Globally Find Reqular-Expression and Print)
HEsy o| O ALE Of| |
n =XEe| M2 "aaa : TAE 9 A9 aaas ¥ &34 vf A
$ =XtgEe| & aaa$ : TAE 9 &9 aaads ¥ 3 uf A
StLte| X} Of A lue : alue, blue, clue ...
HI2 o|™ EXe| #I=7} 0 E= 191 &4
? forensics? : forensic %=+ forensics
< O
HI2 O|H EXIe| "I 7} 0 o]l AL
* o digital_=*for : digitalfor, digital_for, digital_ for ...
o
HI2 O|FH ZX}e| HIx 7} 10|4Q AL
+ digital_ + for : digital_for, digital_ for ...
oj &
[ABC] A, B, C 9] 3l}e] £z} nf 3 dig[eiltal : digetal, digetal
dig[*iltal : digetal, digftal ... (digital#l|<])
["ABC] |A, B, C o199 &4 w3 .
[fa-z] : £2FA o] ¢ <] £AF vl A
i} N [a-d] :a, b, c,d
[A-C] AF-E CFl 3] A WA
[0-2]:0,1, 2
W ETEXIE YUEXIE AL8S= S [ [?2[W1]1: 2, [, ]
X{M} =Xt XE MH 5 h{3} : h7} 3§ o]’ W= (hhh, hhhh ...)
X{M,N} | EX} XE M3| 0|4 NZ| 0|5} Ht5 h{3,5} :hhh, hhhh, hhhhh
alb a, b & F9 < FS w1 A webW.(com) | (net) : web.com, web.net

SEQOULTECH




g4 7lE 715 E 845

« GREP(Globally Find Regular-Expression and Print)
Name Kim Number 870101-1234567
Name Lee Number 802110-2894561
Name Park Number 841218-1236874
Name Han Number 835577-1654789
Name Hong Number 880202-2345678

. QUAIA GREP HHO| ALB510] HA
# grep ".*[0-91{2}[011{1}[0-9]{1}[0-3]1{1}[0-9]1{1}-[0-91{7} DataFile

Hajo] 2 Aq}

Name Kim Number 870101-1234567
Name Park Number 841218-1236874
Name Hong Number 880202-2345678

—— e S sampiata
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Tool

(Hurricane

CHz ClaE2| 2

i_l‘;_cl’é. X-”Q_l 7-IAH

&5l WIinGREP 4.0 Standard Edition

File Wiew Results Help

ch for "Security" in *.j *.i55%. ]
hdownloadsy jawvas jzsdkl. 4. D\demo\ch\
sndownTloadsy javas jzsdkl. 4. 0 demot, jfich,
sdownloadss javas jzsdkl. 4. 0hdemotplug
.FontzOTestapplet.java - Matched &

sdownloadss javas jzsdkl. 4. 0hdemotplug

downloads' java'jzsdk1.4.0%

=10l x|

F:\down'loads\java\jzsdkl.4.0\dem0\jfc\Ft§
FontzDTestapplet. java - Matched &
28 @ SecurityManager security =
29 @ if ([ security != null 3 {
IosECUrity heckPer‘mwss'lon( Hew ¢
23 : catch eption e ]
25 @ security.checkPrintlobAccess();

Sysl

-Tools.jawva - Matched 1

40

1 catch [ SecurityException e 1 -

1 |

Sdownloads®, jawas jdkl.
hdownTloads®, jawas jdkl.
hdownTloads®, jawas jdkl.
hdownTloads®, jawas jdkl.
nodownToads®, jawas, jdkl.
L.Member.java - Matched 2
hdownTloads®, jawas jdkl.
Sdownloads®, jawas jdkl.
-RMISecurityException.java - Matched
-RMISecurityManager.java - Matched &i
hdownTloads®, jawas jdkl.
hdownTloads®, jawas jdkl.
Sdownloads®, jawas jdkl.
hdownTloads®, jawas jdkl.

LENEPCh Javan aw
LENERCh Javasbe
LENErCh Javasiol
LEhErCh Javasla
1.8%5rch javasla

1
1
1
1

1.84%5rCh javahne
1. 845 javahrm

1. 845 javahrm
1. 845 javahrm
1.8%5rCh javahse
1

F:hdownloadsh jawvas jzsdkl. 4. 0hdemos jfosJ:
Tools. java - Matched 1
226 @} catch (jawva.security.Accessci
F:hdownloadsh jawvas jzsdkl. 4. 0hdemosplugie
FontzDTestApplet. java - Matched &
28 @ SecurityManager security =
29 @ if ([ security != null 3 {
21 @ security.checkPermission new :
22 @ catch [ SecurityException e 1 -
25 @ security.checkPrintlobaccess();
40 @ catch [ SecurityException e 1 -
F:hdownloadsh jawvas jzsdkl. 4. 0hdemosplugie
Tools.jawva - Matched 1
226 @} catch (jawva.security.Accessc

Sysl

L ENE I"C\J avaise
O _’__I

F:hdownloadsh jawvas jdkl. 1. 8450 ] ava\auiill
3

Text | Binary I Word I Debugl

7| EHE Z| A2t AFEA} QIE I O] A
O2[27] 7|s

2=/Hto| 2| mHUof CHoh ZHAH
PDF/MS-Office It ZHM 7|&5

’ls

try 1
sacurity

SECUHt

m.out.
.[ a
SBCUrity.

Securitye
m.out.pr

print

new AwWTPermi

F'IIIIT'Im.-

Directory: IE'\Java j _’ Project: IJDK Faurce Code j ﬂ Match: Search in:
Desktop = = R ey oy = » [~ Ewact Case ¥ Sub Dirs
h%jg‘ My Computer I iciacs I J J I~ whale werds W Archives

-8 3% Floppy (&)

Search Type: I Fiegular Expression

j I~ | Litie Start v

Search for: ISecurity j 3 r L?ne End
[~ First match
[~ Beplace IhSi j ﬂ ¥ Use Excludes
g Start I Open | O Excludesl @deancedl
Click to show optians |Found: 886 |t Fies: 32 |Searched: 1336 |Time: 19.7




= 1 91l Lol =
Y 7|E-o Y
« Hashed Search 2]
L AAE R ,| B Hash Set
o278 MYy [Well kKnown)
20
5#” a DB U %
Mo OH4] Himl 2
Ui ak
| HIOIE BREIES T
aco|me | ' oH4 lib.

| ves

no | =AM

=1
o M2l

2XIok=J

FQEA A
s=

es

. no
Il libd QIHEE A} [HAY
aixoisIr S ==




oy
Iz
N
>
|
El
(©

« & NIST &5t CFTTO| M M| SSt= =27F & &2 H[0[H
« Justice's National Institute of Justice (N))2| X| &l

« NSRLO| 24X

|0 MAEE= BrE OtEe 48 Xtz
- S0 ZetEl o ZAE 28X E X3

« NSRLE| M| & L&
« CHEZE 218 S/w R &e{fl mhE =3, o[of gt E Ll hash 242 DB 5532}
(TOTAL 50,121,818 files, 15,722,076 unique hash values)
o TMA 80 7 S/W, 357l= AHO{ OS2| &ZE H|O|Ef M(RDS:Reference Data Set) 7+&

TEHA-1T, THDET, "CRC32™, "FileName™, "Filefize" ,"Productlode™
TO0000FeEDS0DA46C05YESS 54559 7C31251DCE4E4"  "FAlZ0ACTTFE06601EDD 4462001767 5ET” " 33CC50EY ™, "0041iE00r. gif™ , 1551,228, "IN
"O0000FFSDO0ED AAGE S3ECEAS36ACOT0TADEL 56 5F3" , "ASDASDEDASD TS FD IETCS 2D 53ECTALGFE™ , "EDTZ941E™, "cunres . pdb. AL1™, 76600, 2471, "IN
TO0000FFSDOEDSAGE S3ECEASIEACOT0TADELS6SFa"  "ASDASDEDASD TEFD IETCI2DSEECTALGFET  "2DTZ041E"  "counres. pdb. . ALLY, Y6800, 2704, "IN
TO0000FFSDOED SAGE SZECEASZEACOT0TADELSeSFa"  "ASDASDEDASD TEFD IETC3 2D S8ECTALFET  "ADT2041E"  "oconres. pdb. ALLY Y6500, 274] "IN
TO0000FFSDO0ED AAGE SEECOASIEACOT0TADELSaSFS"  TASDASDaDASD TS FD IETC 32D S GECTALLFET  "EDTZRALE"  "ocounres. . pdb. ALLY, Y0E00, 2797, "IN
"O0000FFSDO0ED AAGE S 3ECEASSGACOT0TADELS65F3" , "ASDASDEDASD TS FD IETCS 2D 53ECTALGFE™ , "EDTZ941E™  "counres. pdb. AL1™, 76800, 291, "IN




<
XD
ol
ﬂu_q.
il
—
<
il

O| mpHLhE At

| Xt B Ef LK

20
o—

ol
H

2\

NSRL




i - e R

e MEZ Z4M J|=z0o| TIQM

- OIo|H 2| L EF=t
e SIELCIAT 7|& U2 S-ATA 1TBVFX| AT
- A, 38, 332l LYot HIoJHE AHUC =

Zostozm TN Zast GO[E 20| 27| 7t

- OS2t S8 Z2de[ 37| 7t s

— 28 Ao 7}
- HEF HOIHE 8ot =45t=0 H2 AZ0] 29 F

LS —

- AFH N2l £k 70 H|g Xelg Ho|He dELA 7t
. 5|2 utol

O L.
o C|A3 o|OjX|of CHSH QIHAZS MMSL0] OO S w2 H ZA
gogBB8gBaBs
B (e B
BB B 8B BB
B BBBEBE BB
2B 8B8828
BBRBEREBBEEBE




Bl
J%

. Eflatol B

- LE A[LE S0 &= Do AlZh 8
dE= A EE S BTt X0

(Timeline)= T-EYEM A|AH

File Edit M“iew Tools Help
uj Mew |3 Qpen .“—l-‘ Save = Prink e Add Device \-1@ Search B Created B wWritten B Accessed B Modified B Delsted B File Acquired
I} Cases » Table Repork =] Gallery éﬁ Timeline Q Disk "‘?.3 Code
= Home [ Bockmark 4 » 2006 2007 2008 2009

123456 7891011121 2 3 456 7 691011121 2 3 456 7 8 91011121 2 3 4 5 6 7 &8 9 101112
1z "% 13 &2 15 32 i S

oie File Extents i Perd b

|J:‘|—.|:|EE Entries <

BB g C W
1) $Extend
- AFM_Setup
=B ]ICT) Documents and Setting:

[1ICh Adminiskrator

—H®[IC) All Users
I_J—J—.C]E Application Data
FEHB ]I Adobe
FEHB[]IC) Microsaft
@ [ILT) Microsoft Help
=H®[]IC) Mera

L) orwen
t-@(]IC) MYIDIA Corpor ?g &£ o5 a4 @ 33 12
o) Office Genuine || 24 0 5 10" B gz |7 330 L. "= 148"%1715 &1y | " 1z&EER .. .. 10 18 &%
5@ ]IC) PGP Corporatic "z =" 18 7 2032 11 651
£ []ICT) PreEmptive Sol
e ICT) TEMP
FEHBICT) Yware
EHB [0 Windows Genu i

et =

Ll I | » < | »

=] Text -saHex t‘JDDC %L]Transcrlpt = 3 ¥ output [ Lock B Codepage [ 0f138679 i [+% EnScript \-laHits “F Filkers [£= Conditions 24 »

00000035017----_ PR TR 1 R Lis-cprcssOescc e oW ™ octargetdir.msprtos Y8 4 H;'p-v{g EnScripk
000108€ [€€0- 'Er3-enet 2508 eever I3FsBy¥-—AZ-ucOs*Ifiesd-se s {gBE: | g cOT- S8 (- - A0- && g—f- FLOZC" S -pp- —

AR

12 26 30 7

b 3 i . pl o " Py i L Examples
000210+0sTCE% {i+#f, 5 &% TFrax i~ Z6EnOMe i @00, Him; - d- Op5] E-Zaw—- | 10m- , F U2 -Ha $pma B30k &F ' 80pati—: tylyy - =
000315 -C-TUD-PiPikl+=sI/3—58s;* —29O3"R ~9- "FDed - - ci-7" £ 6% E*-k9{(0i{+i +5i-FoOneO. ANFOR4T- 244 -, =< —FhllOr $- (L Forensic
0004Z0&E0E8 a0t e 3 »0ri- 0 "EQAPE 1 -D- ) waCd” , 87 A8+ JHEET > VA&  EInd M- UNQ™an=- 0NS= Y g - 1TE¥ - —cl> »-se=- —;00=" L) Include

O00EZErh, 7-LiE"Lei-0- -M-4-8, d18: salWiza p (-0 2 |41k &) 748~ yab0- B0 kRS -Nrs Uiafels=ags0° Ta- 10-as-1300E9 w | dabey
000630: CkoJisAt-FR €07 w' Vuble & -siw JL.eiW2-3--§-<~B0¢H @--AT _AP- $-—-~L"1-E-€ .™ h-"1.0 i(-&--7 I-enel-erE A~
4 T | -

[ Case 1¥C¥MWINDOWS W SoftwareDistribution WDownload Weddeac360c0d4sc 92FEF25604b LdF 3o Wt arget dir, cab (PS 53246232 LS 53246232 CL 6656029 SO 000 FO O LE 1)

Main




£l

2(LoG)a?

— A|AHIO| M&BH AFRXIO Q| QU A|AHIO| MEIE FI|HOZ X

s =2 7|2

- 2E 0|83l0] Q& Ao =X
AHIO

—WS
=

lI'-I\II

FAFEAEIE 01[[1
X=X, Ag[2 A

- 1
N Aol BANIZNS T8 B9 1Y F|BHR eI
24 59| 8}

- 29| F®

— Unix A|AE AE 21, Windows A€ 21, #(Web) 21 &
- AAH”IOl SFO| et S8 478 R0 7|2HeE ddEksE 20
7t f= H._“l' AERS| H™HO| AOOFR HHE[= 2% EXY

_ RAPRHE ZH AJABIO| 7|2 ZOef AKX ¥S 20| 24 uys
& X|ofof &

e s dsawisaea



n

Elv

- A2E 2 =7 CHE e

>
|
DL
ol
|
M
%

4 A
=

(I
C

Ir-I\II
3

Unix A|AEY Cl3E 2|

HP-UX /usr/adm
Solaris, AIX /var/adm
Linux, BSD /var/log

. RO Yol 25 U 7|2HI IS

o g ¥ s
acct £+ pacct ALEXIEE ML= B E BHOE 7|5
aculog CHO|Y-OtR 2Rl & J|E(XtE & EA)
lastlog ZH AF8Xe| 71 2 29 AZHE 7|E
loginlog Amst 239 AMEE 7|5
messages £2E HAX] S A|2Re 250M SHE ANE 7|F5t1 sysloglil 2|5t0] HHE HAIX|E 7|15
sulog su B3 A8 WY 7|15
utmp X 2a0I% ZF AF8Xte| 7|5
utmpx utmp 7|52 &% (extended utmp), ¥4 SAE 2 HR 5 X8 = &
wtmp AMEXEC] 2391, 2O0HR A[Zkat A|ARIS| Z& A[ZH AMAR A AIZ S S 7|8
wtmpx wtmp 7|5 & (extended wtmp)
vold.log 21 C|A3L} CD-ROMI} Z2 25 DfAIS] A2OM HdsH= AR E 7|5

FTP M2 718

xferlog aT /1S



= = H Ad
L= L T-=
. O[HIE 27
— Windows= 7|28 22 O|HIE (event) ZE1E A|AH 2 THH
KA KA
— ZANA= O|HIE 2109| 2MZ Sl S| A|ABRIS| MEHMOl Z&f
=% =R, TAHKXNERE 25 T US
. oM 20| 22
_ggmzaY 2]
- SETZIHMO|L} V|Ef 2 OMO| ZAH0| Cfst O|HEI HEEH, 7|
ELjs O|HEE AZEQO JHEX}I0| oo 2™
— Hor 27
« QRSIALI S FBSIA| U2 22 AX Gl ot MM, g2 AH S0
ZHE OHEE 7|2
_ A2E 27
« Windows A|lAHEH 2 HQATF 7|ESt= O|HEZ A|AH”H Z2EI Al E2}0]
H7t ZEL|X| &= B2 20| 18940 EE 7|&




=|

vs A|AM 27 &AM

O|MIE | e

M'CD 5’4!&] A ERTH * o
+- OE SRR 86 HE o| Oj
== [ 2= . A EE - L] HFAHSE LF
EE] 2][6;1231 r:sscssafxrﬁ_ |E7”L|13 NA;AM wch = E'. RI' OIHIII—IE7I- EAO"?_I. Eul-
4| Infernet Explorer 25 2008-12-29 wmauthd 1m NA MYCOM
5] Microscft Difice Diagnostic:| €I 28 2008-12-29 wmautd Mmoo NA MYCOM
licrosoft Office Sessions: i - mal /i |
Bnmsn|ger  mos s o e Al ZH | O[HIET} wABH A|ZH
HE -9 MSSOLSSOLEXPR. .. %38 N/A MYCOM —
BE -29 MSSOLSSOLEXPR, 9655 N/A MYCOM
B -29 . MSSOLSSQLEXPR,, 9655 N/A MYCOM
o : : : = b =
DomoEnomiam o omum e Al 8 X} | O|HIEE HMA[Z! ALEXIQ| 0| &
EE -29 . MSSQLSSQLEXPR... 1736 N/A MYCOM
= -2 . SecurityCenter 1800 NA MYCOM
B -23 MSSQLSSQLEXPR... M2 N/A MYCOM — =] |, | — =
B mes s ummem @ MW ZRE |OMEJ AT ARES OIS
= -29 MSSOLSSQLEXPR... 260dB  N/A MYCOM
= -29 MSSOLSSQLEXPR... 018 NSA MYCOM
=z - PR o = S| it (o] ol L =
EommoanommeT s mm e = O|HIES 7|Ect AT EQ0| (O|HET} Lojt Z2A|L)
B -29 MSSOLSSOLEXPR... 137 N/A MYCOM
Das -79 SecurityCenter 1802 N/A MYCOM
B -79 MSSOLSSOLEXPR... N/A MYCOM k| : o E o-l- 2 H.l. — =~
2 e e R oIEID | ST AE2 E O|HE |FIS AESI= H
e -29 MSSOLSSOLEXPR. .. N/A MYCOM
HE -9 MSSOLSSOLEXPR. .. 1137 N/A MYCOM
S x wars enice o 1 H 32 =
2 el iom v e H F O|fiES| JZof 2Tt O|HIE RRE F=2 HOt 2T0|M AR
BE -29 MSSOLSSOLEXPR. .. 1485 N/A MYCOM
E-i-] -29 . YMware Virtual Mo, 1 N/A MYCOM
Y -29 .. MSSOLSSOLEXPR,., M’ NA MYCOM ]
I | @Ee 201269 . MSSCjSQEXER‘. @ 164 WA MYCOM  ~ -’g— .ﬁ_ O|“,'|_|E élZl‘Egl -E—%E g-ﬁ-' I°‘|E' 76'_7'_’ g-g—’ ?:II-AI', *EI'I'I'H E*I‘E -E—-ﬁ-
== E X OI ==
=5 =7 Nt e EE Q.  MER e B
Dze 9123 2= 22, Service Control Ma,. 2E W6 NA MYCOM HE O A
JEvE-1] 009-12-30 2= 22, Service Control Ma,,, 218 03B SYSTEM MYCOM OI I—I— L = %l
| AED MG 2T EE. WiTime a2 BN MYCOM
RIZ Gmis e e B2 0 wa oo HOJE| 2A0|L} 7|5 AHM 22 SOig 2H|2 A|AWS ASHels SO A
il 08-12-29  2Z 62, hemon e} 0 N7A MYCOM = . ro il =
AZD 2008-12-29  2F 62, hemon EE 0 [ MYCOM HAZF 2EEE|X ol = o &2 O|HIE 7
Drw MMG12P DETE.  Service Control Ma,, SIS WE WA MYCOM I ] |X] RAE Zeet Z2 o |5
Dae 209-12-29 2= TE. Service Control Ma,., 22 MWENA MYCOM AEl o HIAHSE A Ol= OT= oF =1 E A
DEe 2003-12-29  2F T Service Confral Ma,, 212 0B SYSTEM MYCOM 74 = A|_n0'|| —.I_—I'||7|- EOE T Mo —,._—I'"E DIEI EE:I T = 0|H|i|_E El_ﬂ
Dae 208-12-29 2= 75, Service Control Ma,, E2 ME GYSTEM MYCOM S L = " £y to
L 209-12-29 2= TE.  Service Control Ma,. 212 WENA MYCOM S7t0| £&F¢ met 22 o|HE 7|5
D 2009-12-29 2= 7 Service Control Ma,,, 218 T35 Administrator  MYCOM co m an e N M A B0 oloo rMmHE
Dag G228 25 T5.. Senice Contol Ma.. 213 WE WA MYCOM 28 =213, 20| EE= AH|AYL HB3EHoz L3E|AUSS MHG]
OFL 209-12-29 25 75, Service Contral Ma,, 22 WHE SYSTEM MYCOM My
OFE 208-12-29 2= TE. Service Control Ma,, 22 ME  GYSTEM MYCOM © L o|HIE
Dae MMG-12-29 2= TE.  Service Control Ma.. ZE WE WA MYCOM = =
D= 91229 2= Th. Service Control Ma,. 2E WH SYSTEM MYCOM AE = o o St
Dae 208-12-29 2= 75, Service Control Ma,, E2 MW NA MYCOM = AEXPIL A|AHIY M3Hoz2 EO2 S A2t 20| EQF o|HIET} /d
L 2009-12-29 25 TH.  Service Control Ma,., 22 WH SYSTEM MYCOM MZZHAL e LN
Hue 2009-12-29 2ET Service Control Ma,,, 218 ME NA MYCOM SN E= Ll'EI'.:.
=] iy . netuseri =iy =4
e M0-12-29 @S TE. UM i EE 4 N/ MYCOM ”» ”
-12- =7 i = Al &= o F Al o
BT 031278 @ TE. YMnstuser 28 1 NA MYCOM o AFEXIZL A ARG 202 HMIiS 2ot 20| 2Q O|HETL MIj3S
T ZHAL 2 L}E}LH
= =




=0 et CrE e = A A

« CLF(Common Log Format)E IS MM, ¢l MHe| S5t Mo w2}
ZaH 210|

CLF % M5 5 A&

20 My M o
Host Z2f0|UES| S AE O|FO|L} IP FA&
Authuser | 250| Eo%t 22 AI8X} 0| & 7|&
Date e Al zZhat IR 7| &
Request S2I0|AUETI 2 ™ot HAIX]|
Status 278ct Aof s Mol Me|Atd (MEf 2 E)
Bytes M-S E Bytes?l| 37| (8l M2l

e s dsawisaea



B EQ ¥ R W] 57 208 SEW -
File Edit View Tools Help

] < N & & ~ . :
& % [ R Q ¥ y [ {Ben 25 0pen [ 501 @@ print ettt Device. D scarch

1
W@ Mo (D) W2 HE Bl 8 | BEW OA NS wWH3 N - =
i . |: @Fﬂesquatures X ETab\e ERepavt EJGaHery - Tmeln
28 ¢R
FIT] {53 Home [ Buckmarks 2, Search Htsd » ;g:gig:ig )
X EI ! e FileExtents @ Permissions [IRef4 )

pr— DE| s = 8 T OX 293040592
293040666

{28 EN C 25N & andaE (@A T sumay 3 # [A] R WO waR B W aE « & Sogt b 253040740

- - ™ 293040814

T A0E FEr] 200 DqC 293040988

3 293040362
293041038
293041110
293041184
293041258
293041332
293041408
293041480
293041554
293041628
293041702
293041776
293041850
293041924

| =

Fxag

=0T

[SE i)

293042146
293042220
293042254
293042368
293042442
293042516
293042590
293042664
293042738
233042812 M|

Dot 4 Transerpt [ Elreport ] console @ Joutput Ciock B [ ofagedze Qs T Fikers (= Condions 4 Display €»
44 58 28 00 09 00 BC 84 48 AF 0z 00 00 00 00 00 00 00 00 00 00 00 40 00 00 00 40 0% 00 00 % Emept

o SR o0

0000 00 00 00 00 €3 OF 05 00 €3 01 CA 01 C3 0L 35 00 01 00 46 00 00 00 00 00 00 00 00 00 [&- 425 Exanple
0000 00 00 00 00 00 00 00 00 00 00 00 00 0D 00 00 00 00 0D 00 00 04 00 00 00 00 00 04 00 -

§2 00 00 00 00 00 05 00 00 00 00 00 05 00 96 46 ES FE 90 A9 C9 OL 96 48 ES FE 90 A9 C9 01 33 Forensi
5 FE 90 A9 C9 01 9 48 B FE 90 A9 £9 01 00 90 00 00 00 00 00 00 40 8C 00 00 00 00 00 00 #03) Include
0000 00 00 00 00 08 03 24 00 41 00 74 00 74 DO 72 00 44 0D 65 00 66 00 00 00 00 0D 0O 00 - 3 e

DT |9 00 00 00 00 08 00 €3 00 52 0D 00 00 00 00 05 0O 00 00 00 00 05 00 96 46 ES FE 90 k9 €9 01
w 00850 (1 22496 48 15 FE 90 A3 3 01 96 48 ES FE 30 A9 €3 01 96 45 ES FI 90 A9 C9 0L 00 00 00 00 00 00 00 00
- 25600 00 00 00 00 DO 00 00 06 00 00 00 00 00 00 00 08 03 24 00 42 00 61 00 64 00 43 00 6C 00 75 00 -

e

L-‘H_ _|movman? 4
Fronaonns o6y 20 2000041

28873 00 00 00 00 DO 00 00 06 00 00 00 00 00 0 00 €0 0D E0 00 00 00 00 00 05 00 00 00 00 00 OF 00
32096 48 X5 FE 90 A% C3 01 96 48 EE FE 30 A9 €3 01 96 48 E FX 90 A9 C9 0L 9 48 §5 FE 90 &9 €3 01
38200 O #B 00 00 0O 00 00 BO BB 8B 00 00 00 00 00 06 00 00 00 00 00 00 00 07 03 24 00 42 00 &% 00 -
38474 00 €D 00 61 DO 70 00 07 00 00 00 00 00 07 00 60 0D 4C 00 00 00 00 00 05 00 00 00 00 00 OF 00
41696 48 E5 FE 30 A9 C9 01 96 48 ES FE 30 A9 C3 01 96 48 E FE 90 A9 C9 OL 9 48 §5 FE 90 &9 C3 01
EAS (B G LN 1B 44800 20 00 00 0O 00 00 00 0O 20 0D 00 00 00 00 00 06 00 00 00 0D 0D 00 00 05 03 24 00 42 00 &F 00 -
4806F 00 74 00 00 00 00 00 0B 0O 00 00 00 00 0 00 €0 00 50 00 0D 00 00 0 05 00 00 00 0 00 &% OF

wJ‘SEaYchWC (P5203041712 L5 203041712 CL 36630214 50000 FOO LE1)

Open Knowledge Viewer EnCasel| C|AA T AE| A2t} 7

[ ]

T
& 5 N B G R

or




O 0
N =K
S
Ko Aunp
4 R
o E
o Kk
0 B
1o gar
ol K|
00 pyEI
KM o]0
K og
o <hap
i oo
My
o~ Wh
nd S Ko
= < Er
QK 3R
£ 5o 4 on
O 1o hl _ o
S = Nl =
c 3ol |__/I_”__._._._OA
< %._: _A_ou__/lm
0w UKo,
=] <10 & =
- X 10
Pl I R U0
_ HK @Ko
v
o._ _ _

PC INSPECTOR

1o
o7
1o
ol
) oJ
A ljo
o Sl
_ § H
°r X =
o<l . OH
S o =
S0 o H
=K s U
o PN T
A Ko W 31 — <|
..O.m.
o .
|




oE| ZH4 CHS 7|= - HIOIE SF &4

« Disk Wipe
~ SELC|AZFQ| 7|E HO|EE 2tHY| XAt D ZE Sector?| LHES
0L = TtE= 18
o C|7}2% (&4}, Degausser)
- SELC|AILL HO|=0| 233t Xp7| &S LEA7 7|SE HO[HE
ntustn S47F 27Hs8tE S St |

-

Pemwiumm the dals locations of ee\:l,-deie'edh suich that thay carnol be recovesed
Protect S again. Chose the deive whach wou veart 10 wips and peess the ‘Wips Fies Space’ button

L% ErreTr [z

& Posup Bloc
T Windowt Service
= AR HE HE

(Degausser - BTE)

[ Disk Wipe S/W ]

e imieae




- Hoje =+ 7|8 =l1] 7|=
- a3 §0{AM7]

« MME Do HojH & = I"*EE Cl|A30 HOIRAE F25 O
1 AMots IFEE B=otH Ho|H 57 7|Ee 2lag = UAS

« £ A HDoD)A= 7|2 XIEE AHN|SH| f° & (DoD5220, 22-
M)= CtS1F 20| HA|SHD /US

glolol %12 elolelg 8of 3
A OHRY 2Xto| B4E Foja

fHAl Qlole] RRHZ HO|HE Hojs

0| IHHE 78] ut=

Hwn =

e s dsawisaea



o

(

4
FIQLE
I
=
ol
N
b
(I
I~
©
Im

Jr
-1

L

m el ul
AN oE 5+ 7l=2 €848
CHIEE QOOlM AN IHUS BRHORN HE Yt HREH A8 EX ZAT} IS
L BOIXF O MR 71 QT U M OAIS 22ANOR N, YarL XY SAHE
RS 540 2B E, 015 Yfo] HEiE BRste 7|50 BaE

YU A| AElO| A

- HIEtHIO|E] B : Ol F, 2r=0[, &M, 37| 55 NM¥

Of
- CjjojE] B9 : Ef%'f’-l ’é‘ﬁl HOlEH ~2E- HF

MEOH 57 7=
2% 27 NEOHel Sa/MAY B 22N £t WAE Ch/atd

=o|H
£ 8¢ dHZ =5tot= 7Is
=

LSt o 2

o o
2% 57 AFAIEE DY YO AIAES 2Rt Jls

AEE Mg

Of |




=T
1

QFE| ZERIAl C

>
2
ol
N
>
I
L
S
m
I
-1

L[
L[

oY A AH M EFH|O|E{ 7| HF =+
. I}o| HiEF GO|E o] ‘A Baj1’ 2 Axsl0 21
. T} ALK A] HI0JE| RO[L HEHH|O|E YoAS HOMA| 27| 20 7Hs

- Oh= O2 2 HO|X| HUCHH =+ 7ts

—

-
’—
- =
-

Is Deleted =M

5 cliol&f {%}
M 37|

diole I

I
e




=

il

H Blo] ‘oz XN EE 7

4

= 280 Bls

o} 2ol 2k

tHO
4

—t

N

o/
ol

Footer

Header




S
{oi
v
o]
ol _—
¢ 5 ®
' jo oy
m__.:l_ 04 ﬂh
— J_Alﬂ Hﬁ.u._
o ol ol
uy B0
E T
[ ~ B
I o ok
1T 1] ol q
il G F
— m e
7 51l r_ﬂu m
= LH
_ E -
@_@ K of 00
m.ﬂ“ oI o0 19 fofll
Ll op= M=
) 0 o m__m
< ok 10
2| g5u0E
= U
._._._ln__ _.__ﬁ.; " .& mo__
| o0 Ewr o iy
- A
— | Z S Lro
W W | |
- )
X




A

[=————
— -
—_—
—_ -
—
-

|
(

r
13
-
o
|
b
!
1
1 i
J=]

« Steganography

— HAIX|7F HEE D ULH= Ab

O|0X| &l @U|Q o &2 L
=45t &5t 7le

. B2 A0l B T

IA|X|2 &olst

A
= |\ —_= 1

rl

=1o|x|
Ny EAD ESLH | a

HEE 2w

e BEE AN 22w SSHH

Steganography is the art and science of writing hidden messages in such a way that no-one apart from =|jgd OIS
the sender and intended recipient even realizes there is a hidden message. By comtrast, cryptography

obscures the meaning of a message, but it does not conceal the fact that there is a message. Today, ot
the term steganography includes the concealment of digital information within computer files. For
example, the sender might start with an ordinary-looking image file, then adjust the color of every
100th pixel to correspond to a letter in the alphabet?a change so subtle that someone who isn't
actively looking For it is unlikely to notice it.

The word steganography is of Greek origin and means “covered, or hidden writing”. Its ancient origins
an be traced back to 448 BC. Herodotus mentions two exanples of steganography in The Histories of
Herodotus.[1] Demaratus sent a warning about a fForthcoming attack to Greece by weiting it on a uooden
panel and covering it in wax. Wax tablets were in common use then as re-usable writing surfaces,
sometines used for shorthand. Another ancient example is that of Histiaeus, who shaved the head of
his most trusted slave and tattooed a message on it. After his hair had grown the message was hidden.
The purpose was to instigate a reuolt against the Persians. Later, Johannes Trithemius published the
book Steganographia, a treatise on cryptography and steganography disguised as a grimoire.

Generally, a steganographic message will appear to be something else: a picture, an article, a
shopping list, or some other message. This apparent message is the covertext. For instance, a message
may be hidden by using invisible ink between the visible lines of innocuous documents.

The advantage of steganography over cryptography alone is that messages do not attract attention to
themselues, to messengers, or to recipients. An unhidden coded message, no matter how unbreakable it
is, will arouse suspicion and may in itself be incriminating, as in countries where encryption is

illegal.[2] Often, steganography and cryptography are used together to ensure security of the covert
message.

Electronic communications can include steganographic coding inside of a transport layer, such as a
File, or a protocol, such as UDP. Media Files are ideal for steganographic transmission because of

their large size, and are usually compressed either losslessly, as with FLAC or PNG, or lossily, as
with JPEG images, MPEG video, or MP3 audio.

A steganographic message (the plaintext) is often First encrypted by some traditional means
producing a ciphertext. Then, a covertext is modified in some way to contain the ciphertext,
Fesulting in stegotext. For example, the letter size, spacing, typeface, or other characteristics of
a covertext can be manipulated to carry the hidden message; only the recipient {who must know the

technique used) can recover the message and then decrypt it. Francis Bacon developed Bacon's cipher
las such a technique.
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