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- 28 28N =55 DOl MFotn =8t o[ = USB M& X0 A
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ALt HEQAE 0|8310] IH +7 Mo Mas
Z Ol
AN

USB Thumb Drive 0| 86} = HiH

- IO HIOIHE ML &= UQ ZZ BEO| AFHEE

« Windows2| Plug and Play 7|& &-dst= 0{2{2 Bl0| ALE 7ts
« Windows A|[ABI0 21 HE HZ(setuplog.txt, setupapi.log)

- USB M & &X[e €& FY= M=EANNM MSdte A7 E+E 0|85
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WINDOWSWsystem32Womd. exe Console Command
- date /t & time /t

. B £ Al Azt 71%0] &
e 192 T8 Q4=

 Real time

« A|LEIO[ A |ZHUp time)
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« net users : netbios @&
« psloggedon : Sysinternals AFO| A K|S 3= S7HEZ21

« net sessions : netbios &2




e joscan —fC disk
e C|ATAEN - (cat /proc/diskstats)
« LHE|MH B — (cat /proc/partitions)




ClA3, TtE|M HE (Windows)

e di ( Driver )

o CIWWINDOWSWsystem32Wemd. exe

iD= WToolstcode >di

31.38 GB
#H.88

D - WToolsWcode >

.L_
SEQOULTECH




.l

02

LDFS
)23,

OiE|d =
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i
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LERE

=3 Ul

Blslalsfalslslalslalalse]s]sls

B0 2

m]m|

< |

AEREE

=ZHH 2=
I8 HEET
2 S0 I
g =2 MHl~
I 2ZEZH
X TIERH
Exy3 @4
HEHI FIE
ct2E Holg
ARP HIOIE
TCP ZHEH
LDP ZH
TCP ZER}HIE 2 =
UDP ZEQI HZE T2 H &
AH HERMI MAE ZENETY
22 S5 M2 2E(METSHARE)
2E AE S0 MEA FENETS
23 ME ZEQ IHH(METFILE)
AR A ALE ST 118 AHRIIMET]

HEDE HE
AT EZ ]
HZ2 E2 =AM
TENH 2E ME O
B ALEESE
QIEE [D/Password{Protected 5
2 Hi(Frotected Storage)

Ready

2y T EsEH

‘Tl
REG Kl PAGE nin‘m::_ﬂJ

B[ AAE BHE
----- =ZHH 25
..... IR HEEH
..... s Z0 TR A
..... g Z0 MH| X
..... AT ATEYH
..... EAIE FIERIH
- UEXNI =HE
..... HES3 3=
..... cH2E HIOIE
..... ARP HIOIE
..... TCP &
..... LDP 24
..... TCP ZER W 24~
..... UDP ZER} AZE 24~
..... 2H HEHI AL BENETYI
dl: - Zal 22 A8 B2 (NETSHARE)
a0 A ME B0 MNEAHE
] = A & @mm H{MNETS
..... H3E AE E0 DF(NETFILE)
ol ;. AET MEED T8 R (NET
B MEREE
..... 2= HE
| . AT EZE M
..... HZ 2 =M
----- FEM 2E ME Q=
=0 e ASEE
=0  2IES ID/Password{Protected 5
l ------ O 24 {Protected Storage)
Ready

[E2EH =
Basic Information
IP Configuration
Disk Information
E Partition Information

B PhysicalDrived

B0
Partition Type
Bootable
Partition Length
Partition Number
Physical Number

Partition Type
Bootable
Partition Length
Partiion Mumber
Physical Number
& PhysicalDrivel
& PhysicalDrive2
PhysicalDrive3
Logged-on Account Information
Win32 Account Information

NTFS

YES
81GB=85096273Byte
1

0

NTFS

MO
151G8=159099727/Byte
2

0

S I a2

e MDE

AF BTM  9cB36dBadYfaccA0B3474355ECid2dce  2oadfl FBh0449b 230 4230 4Ffc JeFARESd Bah3n

=
A_!:

Log Time Message

200948 N2 23, 6A| 422 285 2 & B BHE ~F 2tg |
200949 28 23 6A 402 27F 32 SE S HE oE NS

20094 023 232 (BA 422 26 2 HIEZ EM BE oF 22 |
209 078 P92 5A 425 732 M3 B3 MR 25 NS v




C|A3, TE|M 8 2 (Unix)

SYSTEM INFORMATION - X &%EHK| - ioscan —fC disk

1HP-Ux | 2 HP-UX | 3 Ubuntu
# ioscan -TC disk
Class I H/W Path Driver S/W State ) ne Description

0/0/2/0.0.0.0 CLAIMED DEVICE TEAC DV-28E-N
6/1/1/6.0.0 sdisk CLAIMED DEVICE SEAGATE 5T373405LC
8/1/1/6.1.0 sdisk CLAIMED DEVICE SEAGATE ST373405LC

-f : full listing

-C class : Restrict the output listing to those devices belonging to the specified

class




TEMA NMH BEM

|.|-|

I}

| W/
oA Z=2A|
2| XH(Windows), Process Expl

A

FEHES 5

- Process Explorer - Sysinternals: www.sysinternals.com

File Options Miew Process Find Handle Help Thu Mar 26
H @ =EE &% o @
Process PID| ., Description Campany Hame 129 proc
= Jl explorerexe 2972 Windows Explorer Microsoft Corporation CDU states:
Hy| ACASP EXE 3528 AhnLab Common Architecture Ahnlab, Inc, o i . \ ~ ~
éhhﬁDjm 054 AhNSD e LOAD  USER IDLE BLOCK SWAIT  INTR  55YS
4) ATHDCPL exe 3872 Fealtek HD Audia Condrol Panel Healtek Semiconductar Carp, : ; b 5 0. 0% ; 5 .0% 0.0% 0.0% 0.0%
ﬂGrnnveMnmtnr,exe 3324 GrooweMonitor Ltility Micrasoft Corporation
Acratray exe 2220 AcroTray Adobe Systems Inc, = s Qg0 . . :: st
|| rundli32.exe 308 Run-a DLL as an App Microsoft Carporation h} virtual ., 99 19 free F’age# 1/3
: WolPanel exe BEO YolPanelexe Creative Technology Lid
ECTHELPEH,EXE 3912 CiHelper Application Creative Technology Ltd . y . ~n
CTXFIHLP EXE 4012 CTXfiHIp MFC Application Creative Technology Ltd USERNAME pRI RES E’TATE TIME LUM”AND
 Sohedulerexe 1420 Scheguler Application SIGMACOM Go,Ltd root 152 1984K run -18 vxfsd
o icati ey 1 i g
%SMManager,axe 2088 SMPlayer Traylcon Application SIGMACOM Cn,,LtdI root run tTh r !:!a!_“:’DO]_
j rundll32 exe 2156 Run-a DLL as an App Microsoft Corporation i [
B Aitlap exe 3803 root run
[ ctiman.exs 2332 CTF Loadar Miorosoft Corporation root run
eLCIock.exe 1980 LClock Application o i
ﬂNMBgMDnimr‘axa 2300 Hero Home Nero &G root run
& root run
» CTCM.SGU.exe 76 Creative MEU\&ISUUTDE G0l Cre.atlve Technology Lid root run r daEmC'['l
= 'gj SetPointexe 2616 Logitech SetPoint Event Manager (UNICODEY Logitech; Inc. . L} ==
[|RHALMNPR exe 2744 Lagitech KHAL Main Process Logitech, Inc. root run
234 Powerkate.exe 1843 Foweriate 2.0 Griffin Teehnology root sSwadgen td
o WindowsSearch.exe 2803 W.induws See.m:h System Tray Microsoft Curpurat?un root swappe r
[ir e ONENOTEMEXE 5360 Microsoft Office OneNote Quick Launcher Microsoft Corporation 5 :
JDrivexpertexe 1588 Drive Xpert Volume Manager Silicon Image, Ing, root init
EJVA\:EL\'A‘:CE)I:SEEXE 22192 1 Mi ft Office Word b ft C i oot 6K ¥hand
i ] icroso ice Wor icrosoft Corporation i
root 64K s statdae
Type Name = _
—— et root B4K unhashd
Directory wwindows root nfsktcpd
Directary WhaselNamedObjects "
Directory wKnownDils root Lvmkd
Event WhaseNamedObjects¥usereny: User Profile setup event 75 -
Event “WhaseNamedObjecta®mixercallback root 1mGd

root

2 1vmkd

CPU Usage: 2%  Commit Charge! 29,76% Processes: B2

7 R—




S| E2|)AM Z2MA HE =5

° (eProcess)
- ZEMA fLENE ZA 235t HHJ} Ct2 =)

1>
jol
oA
=2
2
:|o

- dEs Ao e 8% 220 Z2NA 550] €52 0|8 TR

e ]
! Mo, Type StatLis PID FPID Process Create Time :_A .!
| 00000000 Process 920 620 WMUparadeHelper 20109 038 242 0SA| 0B D1=
| 00000001 Process ] 0 Idle Unknowi [ 05
| 00000002 Process 1156 620 sychost,exe 20104 03 & 24 0SA 292 355 |
| 00000003 Process 1282 680 spioolsy, e 20109 038 24 054 208 35% —
| D0000004  Process 1356 1580  cmd.exe 20104 038 24 054 358 122 AP [
| 00000005 Process 995 g0 svchost.exe 20104 033 242 05A 202 358 |
| 00000006 Process 1060 288 Miranda.exe 20104 033 248 05A 372 13%
i 00000007 Process 1764 1580 WMwareTray.exe 20104 038 242 05A 202 425 |
| 00000002 Process 200 1580 crnd.exe EDIEIH 038 242 0SA 362 04 % |
;uuuuuuu: Lo L 0= mpw : s l\_u.u._' UJW’ |
|i00000010  Process --Hidden-- 2012 1740 wvanguish.exe 201098 D33 242 0SA| S48 47 = |
ST T T T eSS T o Lk 8 =i = = (M N o ST |
| 00000012 Process 1372 15280  DiFront.exe 20109 D38 242 D5A| 498 402
| 00000013 Process 280 620 Msavsve.npo 20104 033 242 034 298 53% | HI e =)
| 00000014 Process 580 620 wrntoolsd. exe 201049 028 24 054 J0E D E
i 00000015 Process 328 620 NSYIMon. npc 20104 038 242 05A 298 535 |
| 00000016 Process 630 636 SErVICES, Bxe 20109 038 242 05A 208 24% eProcess 244
| 00000017 Process 1096 1372 mdd _1.3.exe 20109 D38 242 D5A| 498 552
| 00000018 Process 564 4 SIS, BHE 20104 033 242 05A 298 33% s
| 00000019 Process 612 564 C5rss. Bxe 20104 038 24 054 208 34 & =
| 00000020 Process 635 564 winlogon, exe 20109 D38 24 05A| 298 4=
| 00000021 Process 1404 1372 mdd_1.3.exe 20104 033 242 05A 508 25 %
| 00000022 Process 895 680  suchost.exe 20104 038 242 054 298 355 cor2 2L K2
i 00a00oz23  Process 1740 1530 crnd.exe 20109 038 242 0SA| D42 352
| 00000024 Process 1808 1580 msmsgs.exe 20104 038 24 054 298 42 %
| 00000025 Process 1200 1580 ctfrmon.exe 201049 038 242 094l 2982 422
i 00000026 Process 1530 1520 exblorer.exe 201!3'—* D3 242054 297 422 I"’..i
%1 _ (2]




=8 Hole =8 X =4 -HEHI BE

=& X HESIA ¢4 S AIEEEE HI”ECE H
UL A} HAE 1P FARL ZE FOf Ot BH, ¢

CIZ ZES oI5t 8{7tE/X| %2 A8 HEE H
« &= 4 netstat, netbios (Windows), Fport (Windows), netstat -an

B C:WWINDOWSYWsystem32¥Womd. exe

:WlTools I#[ForensicTools I#0pen Forensic ToolsWFoundstone ForensicToolstH portWFport-2._08
Port v2.8 — TCP-IP Process to Port Mapper

opyright 2888 by Foundstone,. Inc.

ttp-/vwuw.foundstone .com

id Process Port Proto Path
296 -» 13% ICP M
e Hudien -> 139  ICP Netstat (UﬂlX)
System —» 445 ICP 1HP-U% | 2 HP-UX | 3Ubuniu
280 rapimgr -> 998 ICP C:WPROGRA™1HMIZAAL "1t hrap imo e s
2 =% JA98 TOR c > Internet connec tlnnﬁ (inc r
328 BatervApp -» 1848 ICFP C:WProgram FilesWBateryiiBate o Recv-0Q Send-Q res: gn Address (state)
328 BateryfApp -» 1857 TGP C:WProgram FilezWBateryWBat cjls @ LISTEN
SUSLEn = 1178 ILP c 0 LISTEN
C 2] B * i LISTEN
P System = 1185 ICFE c o] Ao* * ok LISTEN
0 o .0.0.1.49444 * LISTEN
o c 0 ¢ 148 ] LISTEN
Fport (Windows) = § B
p C 3] 0 57 2 LISTEN

5} 6 = LISTEN
[t} 0 115 ] LISTEN
[t} ¢ % LISTEN
i} i ., LISTEN
5} g *, ;>R LISTEN
[t} : . ] LISTEN
i} B 1 B.1.7161 B LISTEN
i} B *.1 e LISTEN
[E} -] W* A LISTEN
[t} -5 ] LISTEN
i} *.49168 it LISTEN
i} ] e, , LISTEN
L5} ¢ * . LISTEN
5} i * N LISTEN
52 B 163.152.165.119 I . 11] 2 ESTABLISHED
[:} 163.1] 65.119 1 111 ESTABLISHED
ol B | TSTEM

SEQULTECH



HEHI B - #xj HER dZ HE

D:WToolsWcode >netstat —ano

netstat —ano

S HEY3

fictive Connections
[\
Address State
2 LISTENING

Proto ore
TCP
TCP

reig
8
.8
TCP : .8
8
8.
8.

n
.a.8
.8.8: LISTENING
.B.a: LISTENING
TCP .a.@8: LISTENING
TCP 5] LISTENING
TCP 146 .233:139 5] LISTENING
TCP 2 .146.233:16841 207.46.111 .65:1863 ESTABLISHED
TCP 2 .146.233:1858 211.234.239.138:5084 ESTABLISHED
TCP 2. 146 .233:1842 2280.69.247.1:80 CLOSE_UAIT
unp 1445 32 3%
upp 5068 :
upp 1825
uDp 1831
upp 1863

uppP : 4580

i
a
a
a
a
a.
a.

Bl LDFS AR - [20090202]

Eile VMiew Window Help

"ﬂ gl / i o = LDFS
Ps 1= 5 | e “Win AP| 0|2
@'25690202 _
e netstat —ano SO0 | ASSAZASSID A= S Ag | S2Tce 2EEE | pogHOE B | 2
22 IP 28 ZE =T IP AT ZE o
L :
| — T1 e 21 djd s | (04 o
e 3 E: CE 7E:|, n:IP E ¥ Al ]ng EFUZ ]TEE”E ﬁmﬁ g% etalh. gmm
T S
o:Process ID i 54 00 0
0.0.0.0 G004 0000 i
s e @ e
— 0.0 0.0,
E% |:|| E _Iﬂ ?Ed EE %!; 0.0.0.0 E1103 0000 0




HEXA HE -ga2 yeg3

ZEQ TRMA MY

C:WDocuments and SettingsWLukedb9x2>"H:WITools I#[ForensicTools I#Live ForensicsWF
port—2 . BWFport.exe™

FPort vZ2.B — TCPAIF Process to Port Mapper
Copuyright 2808 by Foundstone,. Inc.

http: . 7vuww.foundstone._com

N

fport

- 58 2 ZE I|EE ZEMA FE
« O Jte ZEMAVHEZEE E O[HE
F fh=CH g 3 E 9|4
* Fport
« Foundstone A0l A A| S5t S71 HTH 2
=& HE0

Process

System
System

NATEONMain
Melon
MATEUNMAa1n
NATEONMain
NATFENNMA in
svchost
PIMELO™1
MEProx

LDFSAn - [20090202]

-
s
-
-
-
-
—F
-

Port
135
139
445
1825
2136
3338
37
L8R4
AARA
8888
9568
51163

Proto
TCP
TCP
TCP
TCP
TCP
TCP
TG
TCP
TP
TCP
TCP
TCP

Path

C:WProgram
C:WProgram
CiwProgram
C-WProgram
™ = BPwa s am

FilesWNATEONWBINWNATEONMain .exe
FilestMelOn PlaveriMelon.exe
FilestNATEUNWEINYINAL EUONMALIN .exe

FilesWNATEONWBINYNATEONMain.exe
FilecWHATENNBRTNBNATENNMAin awve

CWINDOWEWzystem32Wsvchost _exe
C:WIINDOUSHeystem32WP3IMELO™1 . EXE

C:WProgqran

FilesWihnLabtU3I182007HMEProxy . ah

File View Window Help X
R - W =
=g %ﬁa wee® REROAT . LDFS
ﬁjiﬁxﬁidz
S013 | wpER DEYCIZE TRy ANE | PO HEGHRE SEHAE -Win AP| O | %
23 P E2d ZE T P #H.. ZEMA0E FID Z=ZZH A
0,000 135 0.0,0.0 0 T 172 N/A
0.0.0.0 445 0.0.0.0 0 A 4 NAA
0.0,0.0 5004 0,000 1] MATEOMNMain exe 3924 CWProgram FilesWNATEONWEBINWNATEONMaIn, axe
0,000 5004 0,000 1] MATEOMMain exe 3924 CWProgram FilesWNATEONWEIMNWNATEONMaIn, axe
0,000 a0a0 0000 1] gsvchost exe 104 CHWINDOWSHsystemIeitsvchost exe
0.0.0.0 9568 0.0.0.0 0 PIMELO~1.EXE  EB9E CAWINDOWSHsystem 32WPIMELO~ 1 EXE
0,000 51103 0000 i] FSProxy. ahn B3 CHProgram FilesWahnLab 352007 M5 Proxy, ahn
177101 1075 0000 i} [il/ b L Y P
1ha, 15, Thbh, 115 T34 [IRIRIRE] 1] [REE) q4 Msa
163,152, 165,116 2136 211,234,240,216 5004 MATEONMainexe 3924 CHProgram FilesWNATEONWBINWNATEONMain, axe
163,152, 165,116 3707 133.50,100,243 5004 MATEOMNMainexe 3924 CiProgram FilesthATEONWBINWNATEONMain, exe
Ready

SEQULTECH




HEHI BE - S+ e

Open Files

RN B B2 T US

« 517} X E2 AFEAE &

LS 11—

FI-I
_>.:
-
[0
jo
Rl
00
OF
rr
Rl
1,
o
[UE!
o

o
« psfile : sysinternal AtOA| X Sdt= 2& BHY

- openfiles : 2& HHO




-

« openfiles
- G oY A

s

C:Whocuments and SettingsWcomputer’''C:Wlocuments and SettlngﬁﬁtumputerHHf%

o CIWWINDOWSWsystem32Wemd. e
Microsoft Windows RP [Uersion 5.1.266@1
WToolsWToolsWPsToolstpsfile.exe"

(G> Copyright 1985-2801 Microsoft Corp
psfile vi.B2 - psfile

C:#Documents and Settings¥Wcomputer>openfiles
| i ai_n ohjects list o
Tt Copyright 72081 Mark Bussinovich

Sysinternals

Filez opened wemotely on KIS

[221 C:Wkwon
User:  BROMPTON

Locks: @

Hcce g: Read
ppt

BROMFTON Windows C:Hkwon
Windows C:Wkuont L] ¢

BROMFTON

User: BROHPTON

Locks: @
ficcess: Read

C:Wlocuments and SettingsWcomputerd
C:Whocuments and SettingzWcomputerl

L |
SEQOULTECH




ol% A o1 W

AFBAPTE FZHOE AFBOID U BR AHY HE 25
ST R %2 9 R > WE |F

« nbtstat —c (c : Cached NetBIOS Name Table)
«IP HERIO HAHE = ATYMX|Q A7t S| HE XA}

C:W#Documents and SettingsWcomputerinbtstat —c

=2 @ 9

i:|

P e 2 |

Mode IpAddress: [163.15%2.146.2831 Scope Id: [1

MetBIOS HRemote Cache Mame Tahle

Hame Type Host Address Life [zecl
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« GREP(Globally Find Regular-Expression and Print)

Name Kim Number 870101-1234567

Name Lee Number 802110-2894561

Name Park Number 841218-1236874

Name Han Number 835577-1654789

Name Hong Number 880202-2345678
. GREP

# grep ".*[0-9]{2}[01]{1}[0-9]{1}[0-3]{1}[0-9]{1}-[0-9]1{7} DataFile

Name Kim Number 870101-1234567
Name Park Number 841218-1236874
Name Hong Number 880202-2345678
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Steganography is the art and science of writing hidden messages in such a way that mo-one apart from =|jgd OIS
the sender and intended recipient even realizes there is a hidden message. By contrast, cryptography
obscures the meaning of a message, but it does not conceal the fact that there is a message. Today,
the term steganography includes the concealment of digital information within computer files. For
example, the sender might start with an ordinary-looking image file, then adjust the calor of every
106th pizel to correspond to a letter in the alphabet?a change so subtle that someane who isn't
actively looking for it is unlikely to notice it.

f 2:31

The word steganography is of Greek origin and means “covered, or hidden writing™. Its ancient origins
can be traced back to 440 BE. Herodotus mentions two examples of steganography in The Histories of
Herodotus.[1] Demaratus sent a warning about a forthcoming attack to Greece by writing it on a wooden
panel and covering it in wax. Wax tablets were in conmon use then as re-usable writing surfaces,
sometimes used for shorthand. Another ancient example is that of Histiaeus, who shaved the head of
his most trusted slave and tattooed a message on it. After his hair had grown the message was hidden.
The purpose was to instigate a rewolt against the Persians. Later, Johannes Trithemius published the
book Steganographia, a treatise on cryptography and steganography disguised as a grimeire.

Generally, a steganographic message will appear to be something else: a picture, an article, a
shopping list, or some other message. This apparent message is the couertext. For instance, a message
may be hidden by using invisible ink between the visible lines of innocuous documents.

The advantage of steganography over cryptography alone is that messages do mot attract attention to
themselves, to messengers, or to recipients. An unhidden coded message, no matter how unbreakable it
is, will arouse suspicion and may in itself be incriminating, as in countries where encryption is
illegal.[2] Often, steganography and cryptography are used together to ensure security of the covert
message .

Electronic communications can include steganographic coding inside of a transport layer, such as a
File, or a protocol, such as UDP. Media files are ideal for steganographic tramsmission because of
their large size, and are usually compressed either losslessly, as with FLAC or PNG, or lossily, as
with JPEG images, WPEG video, or WP3 audio.

i steganographic message (the plaintext) is often first encrypted by some traditional means,
producing a ciphertext. Then, a covertext is modified in some way to contain the ciphertext,
resulting in stegotext. For example, the letter size, spacing, typeface, or other characteristics of
a covertext can be manipulated to carry the hidden message; only the recipient (who must know the
technique used) can recover the message and then decrypt it. Francis Bacon developed Bacon's cipher
as such a technique.
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