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Introduction SeoulTech UCS Lab

v" This chapter mainly introduces Nessue network vulnerability scanning software, which is a network vulnerability scanning tool

that can simulate real data.

v" This chapter explains Nessue in great detail, from installation to running steps.Nessue's scanning of network vulnerability risks is

helpful to realize the update and evaluation of security protocols in DT security evaluation.

v' This chapter mainly introduces Nessue network vulnerability scanning software, which is a network vulnerability scanning tool

that can simulate real data.
v' This chapter explains Nessue in great detail, from installation to running steps.

v Nessue's scanning of network vulnerability risks is helpful to realize the update and evaluation of security protocols in DT

security evaluation.
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v" Renaud Deraison introduced Nessus project in 1998 when he was only 17 years old for the internet community to provide free
remote security scanning. He introduced Nessus as an open-source project, led by the community while he was pursuing his career

in IT field. So, the copyright of Nessus belongs to the Renaud Deraison.

v" The availability of the source code to all has led to the creation of forks, which are the rivals to the Nessus system. Soon it became
the leading vulnerability scanner in the world. Tenable network security company co-founder Renaud Deraison changed the Nessus
3 to a licensed version. The minority of the plugins and the Nessus 2 version are still GPL, which leads to the open-source project,

based on Nessus like porz-wahn and openvas. Tenable began working in 2002. It had 2 million downloads of the free version at that

time and 27000 businesses were already using it, while the paid version of Nessus came in 2005.
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v" Nessus is a network vulnerability scanner.
v' It uses plug-ins, which are generally separate files, and the vulnerability checks are handled by them.
» Plug-ins are the individual pieces of codes which are to be used by Nessus for conducting individual scan on target plug-ins

that are wide in their capabilities and number.

v' DT is a computer program operation.

v' DT helps us in creating simulation of real-world data and predicts the network software performance or other software

performances, along with internet of things analytical software and artificial intelligence to enhance the performance.
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v' It basically makes a virtual computer that receives feedback from the servers.
v' Its configuration is simple or complex, according to the requirements. So, the plug-ins are launched in the manner given below
and target the host.
¢ Firstly, the parameters of scan are defined and then click on the new scan to create a new scan.

¢ After that, add the necessary details and then launch the scan. A report gets generated which shows that how many

vulnerabilities are present in the network.

FIGURE 10.1 Scan functions of Nessus.
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. One of the most attractive and effective features of Nessus is that it is freely

available. Anyone may download it and then use Nessus essential software.
But there are some paid versions also available.

. It 1s an open-source software and many people contribute to Nessus every

day that helps it to stay up-to-date and freely available at all the times for
the user.

. Plug-ins can be updated once the features of plug-ins with new vulnerabili-

ties are released.

. Nessus scans for vulnerabilities on Linux, Windews and UNIX systems.

This will help Nessus to become a good, all- round tool so that you can scan
in a mixed environment in single session.

. Nessus also utilizes N-map for port scanning.
. The server-client architecture is a plus point of Nessus if there are multiple

persons using the system. So, the user rights can be defined to lock down the
types of scans they can do and unlock the ones they don’t want to do.

The plug-in architecture of Nessus ensures that it checks each vulnerability
as an individual plug-in. This means that it gives you the right to your own
plug-ins.

. It doesn’t do the penetration testing because its main focus is to scan the

system or the applications.

. Nessus allows multiple profiles/policies to do different types of scans such

as malware scan, bad shell shock detection and web applications scan.
It classifies the vulnerabilities into a prioritized risk-based-categories, from
critical to normal.

L.ab
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v" Nessus essential

% It is the free version of the vulnerability scanner. Its scans are limited to 16 IP addresses and this tool is basically aimed for students
of the network technology and information security. It is also used by the businesses for understanding the requirements and see
how it works for their purpose and then the organization buys the paid version. So, it is not only for the students but it is also used
by the organizations and home users. You can pick up the free plug-ins that are provided by the community on the internet.

v Nessus professional

¢ It is one of the paid versions of the vulnerability scanner. It gives you full support features. It is the same software as Nessus
essential but here there is no restriction limit of 16 IP addresses. It gives you live results and the system also sweeps periodically.
Nessus professional is charged by the subscription method. This means that it is an yearly service and there is no monthly payment
method. If you want discount, then you have an option for multiyear subscription which is generally 3 years long. It provides seven
days’ free trial version.

v Tenable.io
¢ It is a cloud version of Nessus pro. It is more costly than Nessus professional and it comes with advance support packages. It starts

with the base price of 65 nodes and the price is increased in accordance with the node increment.
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v The block diagram of Nessus shows how the user interacts with Nessus software and performs the vulnerability scanning onto that.
Figure 10.2 shows how Nessus scan works and describes how the Nessus scan process works in which the user can check the
vulnerability of network IP address locally and remotely. With the help of the above figure, the user can select which type of scan
he wants to do and then add the necessary details to the new scan. Once the scan is executed, a report is generated, which illustrates

the vulnerabilities present in the network.

FIGURE 10.2 Block diagram of Nessus scan.
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v For downloading Nessus, the users first need to sign up for an online account and then they can download the software and get

an activation code on the email-id filled at the time of registration. The steps involved are:

1. First, go to Nessus homepage, then enter the name and email address, and
then click on the Register button. Users have to enter a real email address
here because Nessus sends an activation code on that email id to be entered
in the registration form.

2. Now, click the Download button, to download Nessus on your operating
system, according to the system bits. It’s available for Mac, UNIX, windows
and Linux.

3. When the downloading is complete, then run the installer package and fol-
low instructions on the screen and finish the installation.

4. Now, Nessus creates a local server on your computer or laptop and runs
from there.

v" When Nessus is installed on your computer then point the web browser to the following address: https:// localhost:8834/. This is the address where

users have to complete the signup process and activate his/her copy of Nessus.
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A. Click "New Scan" : After the user logs in, click "New Scan", and the newly scanned dashboard will appear, as shown in Figure
10.3.

B. Click "Basic Network Scan" : After clicking a new scan, the user must select the type of scan to be performed, as shown in
Figure 10.4. Typically, basic network scanning is done in Nessus.

C. Name the scan, add description, and set the target [P address: After selecting the basic network scan, you must enter necessary
details, such as scan name, description, and target. See Figure 10.5.

D. In the Target field, the user must enter IP scan details about the home network or local network. For example, if our router is at
192.168.0.1, after setting the target and starting the scan, a network vulnerability report will be generated, assessing the impact
of the vulnerability based on the color code in Figures 10.6 and 10.7.

E. In the Targets field, you must enter detailed IP scan information about the remote network. For example, if our router is at
192.168.1.52, after setting the target field, a report is generated showing the vulnerability of the network and its validity based
on the color code. This is shown in Figure 10.8-10.10.

F. Click "Save" : Now, depending on the number and type of devices connected to your network, it will take some time.
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FIGURE 10.6 Local network vulnerabilities.
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FIGURE 10.7 Local network vulnerabilities continued.
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PROS

1. With Nessus, servers or workstations that lack critical patches can be identified.

2. It not only lists vulnerabilities, but also provides detailed descriptions of them.

3. Nessus Professional Edition also performs PCI scanning.

4. Nessus has the ability to use multiple configuration profiles/policies to perform different types of scans, such as

malware scans, bad Shell Shock detection, and web application scans.

It also has the ability to classify vulnerabilities into risk-based priority categories, ranging from critical to normal.

6. Nessus' plugin architecture ensures that each vulnerability is checked as a separate plugin. This means that you have
your own plugins.

e

CONS

1. It has the ability to use the upgrade function within records.

2. Sometimes, scans may take a long time to complete. Therefore, we need to divide them into smaller parts.

3. Advanced users are not allowed to disable plugins within plugin groups.

4. The status of the scan may improve as it only displays 0% or 100%, meaning that the progress bar does not show
the percentage of the scan completed.

5. Scanning can be further simplified by default settings configuration.
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This chapter presents study of the history of Nessus, what it is and how does it work with the plugins. It also studies
features of Nessus which makes Nessus a highly recommended network vulnerability scanning tool in the network
forensic. A block diagram also describes the flow of Nessus vulnerability scanner. This chapter also presents that the
Nessus helps in digital twin evaluation for the network vulnerability scanning purpose, to make the simulation of the
real-world data, to predict the network vulnerability assessment performance. This chapter also presents how Nessus is
to be downloaded and the steps involved in taking a local IP address ( 1 92.168.0.1) and checking for the vulnerability.
We found 2 vulnerabilities in medium state, 2 vulnerabilities in low and the rest 16 lie under info category. Then we
performed the same with a remote IP address ( 1 92.168.1.52) and we found 2 vulnerabilities in high, 10 in medium
state and the rest 72 lie under info category.
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DNS Server Cache Snooping Remote Information Disclosure

Description

The remote DNS server responds to queries for third-party domains that do not have the recursion bit set.

This may zllow a remote attacker to determine which domains have recently been resolved via this name server, and therafore which hosts have
been recently visited.

For instance, if an attacker was interested in whether your company utilizes the online services of a particular financial institution, they would be able
to use this attack to build a statistical model regarding company usage of that financial institution. Of course, the attack can also be used to find B2B
partners, web-surfing patterns, external mail servers, and more.

Mote: If this is an internal DNS server not accessible to outside networks, attacks would be limited to the internal network. This may include
employees, consultants and potentially users on a guest network or WiFi connection if supported.

Solution
Contact the vendor of the DNS software for a fix.

See Also
http://cs.unc.edu/~fabian/course_papers/cache_snooping.pdf
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Type: remote
Family: DMNS
Published: April 27, 2004
Modified: April 7, 2020

Risk Information

Risk Factor: Medium
CVSS v3.0 Base Score 5.3

CWS5 v3.0 Vector:
CWSS:3.0/AVINACL/ PR:NAULENSS U C:LANFACM

CVW55v2.0 Base Score: 5.0

CWS5 w2.0 Vector:
CWSS2#AVNAC L ALN/CP/ENS AN

-
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Bu}jdg}’ ashree PlUE n #158900 Configure Audit Trail Launch = Report Export ~
Back to Vulnerability Group
8 My Scans N R
Al Scans .
Vulnerabilities 17
] Trash
[NRY |Apache 2.4.x < 2.4.53 Multiple Vulnerabilities Plugin Details
’ Policies Description Severity: Critical
Plugin Rules The version of Apache httpd installed on the remote host is prior to 2.4.53. Itis, therefore, affected by multiple vulnerahilities as referenced in the ID: 158900
2.4.53 advisory. Version: 1.6
Terrascan
Type: combined
-mod_lua Use of uninitialized value of in rzparsebody: A carefully crafted request body can cause a read to 2 random memory area which could Family: web Servers
cause the process to crash. This issue affects Apache HTTP Server 2.4.52 and earlier. Acknowledgements: Chamal De Silva (CVE-2022-22719) eublishad: March 14, 2022
Modified: June 15, 2022

- HTTP request smuggling: Apache HTTP Server 2.4.52 and earlier fails to close inbound connection when errors are encountered discarding the
request body, exposing the server to HTTP Reguest Smuggling Acknowledgements: James Kettle <james.kettle portswigger.net= (CWE-2022-22720)

Risk Information
- Possible buffer overflow with very large or unlimited LimitXMLRequestBody in core: If LimitXMLRequestBody is set to allow request bodies larger

than 350MB (defaults to 1M) on 32 bit systems an integer overflow happens which later causes out of bounds writes. This issue affects Apache HTTP Risk Factor: High

CVSS v3.0 Base Score 9.8

CV55 v3.0 Vector:
CVSSIE.0/AVIN/AC L/ PRIN/UEN/S U/ CHA L HAAH
CVS5 v3.0 Temporal Vector:
CVS5:3.0/E:U/RL:ORC:C

CWSS v3.0 Temporal Score: 8.5

CV55 v2.0 Base Score: 7.5

CWSS v2.0 Temporal Score: 5.5

CVS5 v2.0 Vector:

CVSS2HAVIN/AC LPALN/CP/LPAAP

Server 2.4.52 and earlier. Acknowledgements: Anonymeous working with Trend Micro Zero Day Initiative (CVE-2022-22721)
- Read/write beyond bounds in mod_sed: Out-of-bounds Write vulnerability in mod_sed of Apache HTTP Server allows an attacker to overwrite heap
memeory with possibly attacker provided data. This issue affects Apache HTTP Server 2.4 version 2.4.52 and prior versions. Acknowledgements:

Ronald Crane (Zippenhop LLC) (CVE-2022-23943)

Mote that Messus has not tested for this issue but has instead relied only on the application's self-reported version number.

Solution

Upgrade to Apache version 2.4.53 or later.

CVS5 v2.0 Temporal Vector:
See Also CVSS2#E:U/RL:OF/RC:C
http:/fwww.apache.org/dist/httpd/Announcement2.4.html IAVM Severity: |
https://httpd.apache.org/security/vulnerabilities_24.html

Vulnerability Information
Output

CPE: cpe/a: he:httpd
. R cpe:fa:apache:http_server

URL : http://192.168.0.23/
Ty — Installed wversion : 2.4.52 Exploit Available: false
i = BTl TERELE B Zo3eEE Exploit Ease: No known exploits are available
fegiOfcDDA exe File
Upload Vu Patch Pub Date: March 14, 2022
To see debug logs, please visit individual host Wulnerability Pub Date: December 16, 2021

Read More
Port . Hosts
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