SeoulTech S Lab

TE3 P

AN
T
Tel: 970-6702

Email: jhpark1@seoultech.ac.kr






1.1 mdo] Zig

1.2 244bek SllA| BEt?

1.3 24 e oflA] B2 83

1.4 ollA| &= &8 0]




1
1
ujelo]
A
X9
2

- (4
) 5l
gt $
A s
DEHEO'_I-
2l e
}EI’J
& >
: =9
(1133
= Al

o

Sl
3

- 24
/\
(||nte
grlty)

O
U:I

—
O
4




1A
ohE o

XX 224K}
by e B B = By |

| oyzajof ofst
|

SN
ojed HE: ?
=827
g
E2i= e




FEY 2
=

10
1
1o
|
e
®
< : Ko
w0 || 2 & W ]
o || Sl o /O
..Ol._ D._ Eo WW
K
il
7 | —— o =
K _\ _ |
| | —

| | O] i)
a | | ot il
= = | . IR n =] od
sw T ol m
| "
i _ i W E
| _ -
| | m.

| I

| Ko

. BTk

. M=

T

!

| RTEE !

| |

| I

IIIIIIIIIIII




o X|=

- B =A0IA X222 MFote A Ot ItKl =z EelAJ g
E Yo TXE, S MHAE == |EMW?

- IIE€ &HE dluol= G0 52 X282 Hluwote N2
g FEHS 2og = JAUH 2 B




OfA| { ‘ 18
lwg
| m3N AR |
| oy2ajof ot i
| mp 87 1
R ST J
223197|
9.‘:
= e SHAl B e FA|  — H@ — DZ4M S1O|

Eoi= 0t 1 N

njels Hlwsk= cidlofl SHA| 2tS Hlwsh=s YWY



)
(L

HIAIXI2 X

HAl gt 2

"5

grE0U=

Z=J}

=13
=]

20 B
S




- Mcl: 285 = TAE 2322 Use= HIAHLIS

- EY: ] KE 2=

cI LAl 4Xte| == At

g BEAMME I A=< Olot 7X2IFH 10A




Alx-" b %

— R | B |

. 9

Jo

. 345689

- Xcl: 345689 € 232= U0 EAt

J

o%"?

= 15029.956521/73913043++ - 0l12=2
- 7AelF8 10At2l2] == =2 7391




HAl & <=(one-way hash function)

0

100
10
oll

1= HIAIXI(message)

HAl gt(hash value)

0

_ s

= A&t

ol Al SH Al &t

J==

=
=

Bil ALK

JIJ

HAl &

1o

100
10
ol




= HAIXIE 7|=2 ollM ollA] 24S ALt

& HAIXIE 2322 L1
%o 43 0[5} 7AI2|FE
10Xt2|71X12] 4X2| +~& &

g

r

J L
35689 — A B — 7301
1 M

outel Al i HIAIXIZ 7|=2 &AM SHA| &S AlLFeiT



3712 &

ol Al gt2 20/= HIAIAIS] Z0[2t= & At 8LLL.
BIAIXIO 1HIECHE, 101Dt HIOIECtE, 100710t HIOIECt:
gatst oAl = U&= Z0[2 oAl etE =5

Ol: SHA-12| £32 &4t 1608 E(208t01E)




AKX TIARIE
8HI0|E

|

QLIS BHA] 34

(SHA-1)

AR EE o]
oA ofjo|f

S512ZZH[0|E

|

QLT SHA| B

(SHA-1)

l

73 BF 4C 34 3B
67 A2 452376
3F76 D2 37 F6
44 47 8F 93 D2

aiiAl 2t 20HI0|E

Ol

ro

%

usBe)
2E oY

47170l

|

YS! SHAl B
(SHA-1)

l

54 3B 4C 34 3B
62 3CD3 AF A2
45 67 A2 23 3F
7D 43 B0 4C19

SHAl 2t 20HI0|E

84 1% 20|

o =

sle ClAT 9|
2E Oi
16|2}H}0| £

l

LY ShA| B
(SHA—1)

2370 7A
43 BO 4C
49 28 67
8F 7D 36

HAl 2t 20HI0|E



- 222 0| HIAIXIZSRE D& Z20(2 oAl gt Hl&tetlt

. GHAl S DEOR HAE 4 U

« HIAIXIDICH=® oAl gt THED

. Uy

2t
=

F A

o

0ol
jo

Ct

rr




3J12 HIAIXI2tE D10

et

- O

0
3§

o0

o
100

- iE 2012 HIAIXIE g82=2 =0t 2

HAI g S & d

0

b =]
ed T




Ol O10F &Lk

O
2 U=

I

</

HAl gt Al

0

HAl gt S

0

« BIAIXIOF Z20{ XIS

o3
4
&l

A2E LHOII HI &

ol
Rl
<
0.

4




HIAIXIZ} CI=HM slA]| 2k = CI=C)

« HIAIXIDH1HIECH: BE3tol® oAl et2 IS
ef0] & OF StCh

I'IO
J!S’.
Hll
o
rn




HAl 2x0] EIC}

o

T}

HIAIX]7} 1H|EBF &2} C}

HiAIXI2] 002 012 HIRICHIHIE BiZH)

!

(W WO W WO B W 0 W O B O O T N
Or-iNMITLNONOON<TOUO WL
L L e L L L e e o L e L
Or-nnMtTNONO <UL
alalalalalalalalalalialalalalala)
Or-iNMITINONOO <UD WL
VUL ULULOLOLVOLOLVLLU
Or-INMTNONOO<<OUO WL
[cafeafeafaafealaafaafealosfaafon]safoafaafeafaal
Or-itNMTINONON <UD WL
CLCLCLCLCLCLCLTILLLLLLC
Or-iciMTNONO <UL
[e2]e2Ter]erTerTe Te Yo Yo T Yer T e  TorTe  Tor o)
Or-ifnMmMnNONOO <UL
©0 00 ©0 00 ©0 00 SO 0 ©0 B0 CO B0 O CO CO 00
Or-itnNMtTINONOOI <UD WL

Ui el S sl e el Bl el el el S
Or-INMITNONCOO<TnUO WL

LOLOVOVOLVOOLOWOOOOOW
Or-inNMTNONOO<CUO WL

LA NN NN NN AN AN NN
Or-ifniMsNONOO<<nUO WL

DT M S 1 M A 3

Or-itNMTINONOO <<V WL
il R B R B B D R R B K B Ko B K|
Or-inNMTNONCOO <UD WL
—HOOOOOOOOOOOOOOO
Or-inNMTNONOO <UD WL
(WIS NI F I W T N T N TN T T T
Or-itNMITNONOO <UD WL
Ll L L L L L L L L L U L e L e
O-icnMTNONOO <UL
alalalaialalalalalalalalsalalialsl
Or-itNNMTNONOO <UD WL
QLOOLOULUOLOUOUOLOOLOOLOULVOLOLOOL0O
Or-INMSTNONOO<COUO WL

AMAAAAAAAA L L <<
Or-inNMSETNONCOOICUO WL

ooy oo ooy ooy oY oy oy o o o
Or-iNMTINONON <UD WL
CO 00 CO 00 CO 00 ©0 0D ©O O ©O CO CO CO CO 0
Or-icnNMTINONOO<<oUO WL
[ o A A N N N T T T a a
O-tNMTNONCOO <UL
LOUVLLVLLVLLLOLLOLLWLY
Or-inNMTINONOO <UD WL
(VN R R RN o RN RN W N o AV RN f VRN AV RN R ¥y )
Or-InnMTNONCOO<CnUO L
o T T T e s s B T e o i
Or-itNMTNONCON <UD WL
MMM N MMM M MNMNMMNMNMN
Or-itNMFINONCOO <UD WL

ONONONONONONONIONONIONI NN N ONINN N
Or-icnMITnNONOO<UO WL

bbb b e e e R o R R B B B B |
Or-itNMTNONON <UD WL
elelolelelelelelelelselolelo o]l
Or-itNMTINONOOO <UD WL

k

o0

S ShAl

4

ol

k

e shAl

(SHA-1)

(SHA-1)

00 59 86 D1 A7

1072
047141 A114 7AFF

52 FBEC10
5B 04

B
EF B6

HIAIXIZ} 1B|E2 S2tE
s CHE silAl 2to] HoEict

et CHE Al 240] =T}

Epl

HIAIX|Z} 18]




« =& (collision)
— 22 CtE AKX DI 22 oAl gt= 2= A

)
HIAIK| A w BHA| 4> e H(A)

|
A+B oist 6IHAI gt O sliAl aHA)#H(B)

HAIX| B mee  GHA| Sl me  H(B)

1 »
UNS FHA| B0 BE LY

« S WA (collision resistance)
9 HASt= 40| HedE &4




— T 2|0|0| Xl M&tA(Preimage Resistance)
— o 2BtsES (Weak Onewayness)
— y=h(M)L [, sHAlgt(y)S Ol=olf &gt (M)S ol HHd=2 4 &

]

M: Message T
Hash: Hash function _ Given: y
h(M): Digest Find: any M’ such that

y=h(M)

M

» To Bob

Alice




. Ot

5t=E YA
X2 ﬁEIOIDIII Matd : Second Preimage Resistance

— ML BIALKIS SHAl g0l =T = M,
1 oAl gt 22 ollAl gt2 2= UE HAIXIE EdHoll L= A0

OH <

Dest 4=

Find: M’ such that M # M’, but h(M) = h(M’)

)

(Given: M and h(M) J

M: Message
Hash: Hash function

h(M): Digest Eve

Alice

» To Bob

Hash M + h(M)




£ &doll =

M: Message
Hash: Hash function
h(M): Digest

[ Find: M and M’ such that M # M’, but h(M) = h(M") ]

________

________




QIursrMS ZHer

- oAl iSEFH HAKXE F&E = 8l 82

- HIAIXIZ2H oAl &t2 AHldtol= X2 2tH0l € == ULk

rlr
rlo
IHI
S
oIr
%
=
rol
[

« oAl =22 H HAIXIZ AHLtol




M: HIAIX] == &HA| B =— HM)
 (R—

M: D|AIX| - - H(M)

SHAl SR EE
HAIXIE & = flct

Qe shA| 2] e




. USE GHAl B

— BIAIXl CHOIMI A E & =(message digest function),
— HAIX R &=
— ASSHAN oAl B
o 2BrsSE Al =2 2d=H0| &= HIAIKXI
— TZ2| - 0|0l Xl (pre—image)
« Al St

U
0
0
£

— BIAIX CHOIRIA E(message digest)
— A Z 2 E(fingerprint)

. 2AA

— XN A

—_ - OO

- BHA

|_



ek

cayet 42 2o H old 57]9] djojg] S5e)% 247 4 glck
14 59 o] H 144 27]9) 23& ghect,
EE H(x)t 425402 sluglo] 9 2EEgolo] 485}7] Golsjeio} 5fui,

ol xof tsjA = A4to] vl e 4= gsjof sk,

Aofu|z| Blojg (Y W)

ojEHZ I hofl tis AL, H(x) = hel xE 3= 2 A 4HH o2 A
E71es)c}.

23} Aolu]7) 334
(et 35 2m))

ol 5t B xof 3=, H(y) = H(x)2l y #x¢] AL ZH= Ao
AiHA o7 A ErMss)).

H(x) = H(y)2l o8 (x, y)AS 3= 30| Adtg o2 Ay Brl5slt

AR

He| &2jo] ojaptsro digh E& AL w3l




ATE 0
2.1 AL

= 30t
2.3 HIAIAl Q1=

=
2.4 LIXIE N

L';l.

2.5 2| Al







LIZES0] I3 A=

2 HAl

i SAA Xl | | AFRX }
| 01 AtolE ﬂ;é%éxigﬂ 3 =2 :
:\ _____________________________ )' ! A p i
22|x|d AO|E E HA| B4 ‘
22 Anegof i Bt i

| AKXt xRAO| :

] R E T T o B

SHA| Bt E |

B — Al m—— HE

ol Adg | oelxld l !

Edl Mas | AIEOIM Fad gl |




« APACHE website - SW US2&%

— http://ws.apache.org/mirrors.cgi

C A Z°| g% | ws.apache.org/mirrors.cgi

Make a Donation ~ The Apache Way ~ Join Us = Downloads =

COMMUNITY-LED DEVELOPMENT "THE APACHE WAY"

/Ao

Projects - Pecple - Community - License = Sponsors =

We suggest the following mirror site for your download

https://downloads.apache.org/

Other mirror sites are suggested below.

DACKUR mMIrrors to dow

HTTP

https://downloads.apache.org/

BACKUP SITES

Please only use the backup mirrors to download KEYS, PGP signatures and hashes (SHA® etc) -- or if no other mirrors are working

https://downloads.apache.org/

The full listing of mirror sites is also available.
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