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1.4 Important Terminology

To understand the rest of the handbook, the reader must be familiar with the following key terms
and definitions as used in this handbook. In the handbook, the terms computers and computer
systems are used to refer to the entire spectrum of information technology, including application
and support systems. Other key terms include:

Computer Security: The protection afforded to an automated information system in order to
attain the applicable objectives of preserving the integrity, availability and confidentiality of
information system resources (includes hardware, software, firmware, information/data, and
telecommunications).
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Status of this Memo

This memo provides information for the Internet community. |t does
not specify an Internet standard of any kind, Distribution of this
memo is unlimited,
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bbstract

This Glossary {191 pages of definitions and 13 pages of references)
provides abbreviations, explanations, and recommendations for use of
information system security terminology., The intent is to improve the
comprehensibility of writing that deals with Internet security,
particularly Internet Standards documents (15Ds). To avoid confusion,
[50s should use the same term or definition whenever the same concept
is mentioned., To improve international understanding, 1505 should use
terms in their plainest, dictionary sense. 13Ds should use terms
established in standards documents and other well-founded
publications and should avoid substituting private or newly made-up
terms. 1505 should avoid terms that are proprietary or otherwise
favor a particular vendor, or that create a bias toward a particular
gecurity technology or mechanism wersus other, competing techniques
that already exist or might be developed in the future,
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3.6 Top 10 Web Application Security Risks in 2024

« OWASP(Open Web Application Security Project)
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https://owasp.org/www-project-top-ten

Top 10 Web Application Security Risks

A1:2017-Injection: Injection flaws, such as SQL, NoSQL, OS, and LDAP injection, occur when untrusted data
is sent to an interpreter as part of a command or query. The attacker’s hostile data can trick the interpreter
into executing unintended commands or accessing data without proper authorization.

A2:2017-Broken Authentication: Application functions related to authentication and session management
are often implemented incorrectly, allowing attackers to compromise passwords, keys, or session tokens, or
to exploit other implementation flaws to assume other users’ identities temporarily or permanently.

A3:2017-Sensitive Data Exposure: Many web applications and APls do not properly protect sensitive data,
such as financial, healthcare, and PIl. Attackers may steal or modify such weakly protected data to conduct
credit card fraud, identity theft, or other crimes. Sensitive data may be compromised without extra

protection, such as encryption at rest or in transit, and requires special precautions when exchanged with
the browser.

A4:2017-XML External Entities (XXE): Many older or poorly configured XML processors evaluate external
entity references within XML documents. External entities can be used to disclose internal files using the file
URI handler, internal file shares, internal port scanning, remote code execution, and denial of service attacks.

A5:2017-Broken Access Control: Restrictions on what authenticated users are allowed to do are often not
properly enforced. Attackers can exploit these flaws to access unauthorized functionality and/or data, such
as access other users’ accounts, view sensitive files, modify other users’ data, change access rights, etc.




AB:2017-Security Misconfiguration: Security misconfiguration is the most commonly seen issue. This is
commonly a result of insecure default configurations, incomplete or ad hoc configurations, open cloud
storage, misconfigured HTTP headers, and verbose error messages containing sensitive information. Not
only must all operating systems, framewaorks, libraries, and applications be securely configured, but they
must be patched/upgraded in a timely fashion.

A7:2017-Cross-Site Scripting XSS: XSS flaws occur whenever an application includes untrusted data in a
new web page without proper validation or escaping, or updates an existing web page with user-supplied
data using a browser API that can create HTML or JavaScript. XSS allows attackers to execute scripts in the
victim's browser which can hijack user sessions, deface web sites, or redirect the user to malicious sites.

A8:2017-Insecure Deserialization: Insecure deserialization often leads to remote code execution. Even if
deserialization flaws do not result in remote code execution, they can be used to perform attacks, including
replay attacks, injection attacks, and privilege escalation attacks.

A9:2017-Using Components with Known Vulnerabilities: Components, such as libraries, frameworks, and
other software modules, run with the same privileges as the application. If a vulnerable component is
exploited, such an attack can facilitate serious data loss or server takeover. Applications and APls using
components with known vulnerabilities may undermine application defenses and enable various attacks and
impacts.

A10:2017-Insufficient Logging & Monitoring: Insufficient logging and monitoring, coupled with missing or
ineffective integration with incident response, allows attackers to further attack systems, maintain
persistence, pivot to more systems, and tamper, extract, or destroy data. Most breach studies show time to
detect a breach is over 200 days, typically detected by external parties rather than internal processes or
monitoring.

SEQULTECH




- Top 10 Web Application Security Risks
There are three new categories, four categories with naming and scoping
changes, and some consolidation in the Top 10 for 2021.

2017 2021
A01:2017-Injection = _r AD1:2021-Broken Access Control
A02:2017-Broken Authentication T, > A02:2021-Cryptographic Failures
A03:2017-Sensitive Data Exposure ”"\ /_,.// 9 A03:2021-Injection
AD4:2017-XML External Entities (XXE) T (New) AD4:2021-Insecure Design
A05:2017-Broken Access Control - __:‘§\~__/ < A05:2021-Security Misconfiguration
A06:2017-Security Misconfiguration e 3 N7 A06:2021-Vulnerable and Outdated Components
A07:2017-Cross-Site Scripting (XSS) A A07:2021-ldentification and Authentication Failures
A08:2017-Insecure Deserialization - _— {Now) A08:2021-Software and Data Integrity Failures
A09:2017-Using Components with Known Vulnerabilities — _— A09:2021-Security Logging and Monitoring Failures*
A10:2017-Insufficient Logging & Monitoring = (New) A10:2021-Server-Side Request Forgery (SSRF)*

* From the Survey

- OWASP Top Ten 2025

Current project status as of September 2024.
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