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e Attribute-Based Access Control Model (ABAC)
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Federal Identity, Credential, and Access Management (FICAM)

« FICAM s the Federal Government's implementation of Identity,
Credential, and Access Management (ICAM)

~ = |DENTITY, CREDENTIAL, AND ACCESS MANAGEMENT (ICAM) — .

The set of tools, policies, and systems that an agency uses to enable the right individual to access the right
resource, at the right time, for the right reason in support of federal business objectives

IDENTITY MANAGEMENT

How an agency collects, verifies, and manages
attributes to establish and maintain enterprise
identities for employees and contractors.

How an agency issues, manages, and revokes
credentials bound to enterprise identities.

c
N _
LA ’ ACCESS MANAGEMENT

FEDERATION GOVERNANCE

The technology, policies,
standards, and processes
that allow an agency to
accept digital identities,
attributes, and credentials

The set of practices and
systems that guides
ICAM functions,

activities, and outcomes
How an agency authenticates enterprise identities

managed by 9 = and authorizes appropriate access to protected
services.
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« JZEEZAE + ICAM 22 by NIST
[General Zero Trust Architecture (From NIST SP 1800-35B) ]
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and its endpoint verify subject, ey @ Data Security

b S e ..
' Resource |

Data Plane

I(1). Initial access request . :

. (identity and credentials) PO“CV Enforcement R(1). Authenticate and validate resource —= o

Subject | > / - ¢ | = 2

e Point(s) (PEPS) | | = e —
‘lI..Il.l..l.l.l'........ A AL AR R AR R R R R AR RRE R R LR RRRELRERERERLLRELR]

’ Q Q I(S). Session e —m g

IR CEE

L

User @‘ P b\ Je
R(D). Periodic resource reauthentication

Endpoint / S(D). Periodic reauthentication
challenge/response and endpoint challenge/response and endpoint hygiene
hygiene verification verification




. ICAM in Ze!'o Trust O\{erview
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Identity Governance Administration

PE Roles and Attributes Management
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Device Compliance Policy

Authorization Model

User Identity and Credential

Management Services with IAL3
and AAL3 Compliance
(1.0, 2.0)

(PE & Devices)

Desired State
(Com)
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Authorization
Management Services
(33,34)
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Enforcement

Authorization
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Monitoring Services

Auditing Services
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Data Management and Proyisioning
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Service for Cloud
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