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Ofl) GRANT SELECT ON ANY TABLE TO ricflair
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1. Select
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. GOJE{H|0]A HOF deto] L 0] — MS SQL
- SQLAH &= AMH st OO[EH||O|A ASH AFEA} FHo| gt X
EH HoHote 2 A|AH O2] 4-= 07 dgh

. DHE MY o
M oI FolE T AFS X} Clo|EH0|Ac YKo Ex
22 CHE 37t=2 7HAH YE8X Mo 2tMot MO E Z7(|5kK| &4

dstoe
1= -
OB EAAIZ
— Olo|HHOo]A 22[Xt= D™ E M Fets o8] ArRo|A CHE ™A
HOE Oty = ARS 2 0|2
HT = E — o= T A0O

- FE HO|HHO|A gt
— 7§ GIO|E{H|Oo|A RN SE

D™EE MYt 20| db_accessadminit db_securityadminZ 2 &
=l DBAol oHI-II-l JtHOIC> EXOP7| OloH A-Ij;”
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Fixed Roles in Microsoft SQL Server

Role

Permissions

Fixed Server Roles

sysadmin

Can perform any activity in SQL Server and have complete control over
all database functions

serveradmin

Can set server-wide configuration options, shut down the server

setupadmin

Can manage linked servers and startup procedures

securityadmin

Can manage logins and CREATE DATABASE permissions, also read
error logs and change passwords

processadmin

Can manage processes running in SQL Server

dbcreator Can create, alter, and drop databases

diskadmin Can manage disk files

bulkadmin Can execute BULK INSERT statements
Fixed Database Roles

db_owner Has all permissions in the database

db_accessadmin

Can add or remove user IDs

db_datareader

Can select all data from any user table in the database

db_datawriter

Can modify any data in any user table in the database

db_ddladmin

Can issue all Data Definition Language (DDL) statements

db_securityadmin

Can manage all permissions, object ownerships, roles and role
memberships

db_backupoperator

Can issue DBCC, CHECKPOINT, and BACKUP statements

db_denydatareader

Can deny permission to select data in the database

db_denydatawriter

Can deny permission to change data in the database
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Artifact Scanning

« Traditional SAST/DAST
+ APl Scanning

- Software Composition
Analysis

» Development Pipeline
Security Posture

- Exposure Scanning Cloud Configuration
-CVEs

- Secrets

« Infrastructure as Code Scanning

« Network Configuration and Security Policy
- Sensitive Data + Cloud Infrastructure Entitlement Management
- Malware + Cloud Security Posture Management
- Unknown Vulnerabilities

- Attack Path Analysis

+ Kubernetes Security Posture Management
« Data Security Posture Management

Development Pipeline Detection and Response

CVEs = common vulnerabilities and exposures
Source: Gartner
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Runtime Protection

« Web Application and

API Protection

: « Application Observability
.+ Cloud Workload Visibility
+ Network Observability

Cloud
Detection
« Exposure Scanning and
—CVEs Response
- Secrets

- Sensitive Data

- Malware

- Unknown Vulnerabilities
- Attack Path Analysis
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Vulnerability Scanning
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Categorization
Orchestrator
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& Security Operations

Protect your Workloads

Container / VMs / Server
Protection
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William Stallings Lawrie Brown XA, AFH 20t 22| ¥ A& (5H),
PEARSON, 2016

Saurabh Singh, Young-Sik Jeong, Jong Hyuk Park, "A survey on cloud
computing security: Issues, threats, and solutions", Journal of Network and
Computer Applications, Volume 75, November 2016, Pages 200-222

http://www.dt.co.kr/contents.html?article no=2008101002011860713002

http://www.dbguide.net/db.db?cmd=view&boardUid=152794&boardConfig
Uid=9&boardldx=143&boardStep=1

NoirStar Space , https://noirstar.tistory.com/264
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2, 2017
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