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o> A O] ME|MZ SHMAZLH = /US
USB Thumb Drive 0| 25}= HHH
oO| AIE E

-CHEZO| OIOIHE M&EE &= A0 2
& gdzt=z o= Blo| At 7ts
v'Windows A|AEI0 21 HE HS (setuplog.txt, setupapi.log)
«USB M &Ko €& IS MEAM HSdte 7 =75 0|8
v'CDFS(CD File System)2 A%t = =4 E H¥
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v CIWWINDOWSWsystem32Wcemd. exe Carsel CommERa

icrosoft Windows XP [Version 5.1.260081] - date /t & time /t
(GC> Copyright 1985-2881 Microsoft Corp.

C:WDocuments and SettingsWmenbal6?>date /t & time /t

o= 1133
. B7 28 A, A2t 71E0| &
e 12 5L QA
e Real time
« A|[AHEIO[ ALFAIZHUp time)

- date, APIE 0| &gt Perl script
e date (/t: HX| A|Zt HIZ =3)

. EONHSE AlZE S HEet A|Zbal | BSLO] A[ZHAHE 7| S8

=
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AAH 7|2 Z2E- X 23243

ol 212 #A’d(Logged-on user)

o =Xl A|AHIOI ST HHE HE =
- JEO| FHM|7t + K| SOtOof &

XlH I-Eél'l

AL
T -+

e net users : netbios & & 0j

|El
u
L
o

« psloggedon : Sysinternals A0 Al K|S 5t= S 74

« net sessions : netbios &2
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- Di BF0{(Windows) - ItE|MY o J& =2l 7=

e Unix

e ioscan —fC disk
o C|AMER - (cat /proc/diskstats)
« OtE|MEE — (cat /proc/partitions)

e P T e



D:Wloolsticode>di

File System Path Free Space

31.38 GB
8.808




ClA3

LDFS
ClASIEIN B

RUN.
[EJ 20090202

A B EE
ZIHH BE
7|2 HEEE
T Z T2

HZEZEM

FEM & ME 0IH

4 H{Protected Storage)

Hllw EFw LSsE0

3 CH (=
M i 5D
REG/ M .. PAGE DUME

oo

J2 85H 28

Basic Information

Az 2R

QIE{S! ID/Password(Pratected 5
24 H{Protected Storage)

Ready

T T T T TTe R T
Win32 Account Information

M Z0l MH| A =ZHH 28 1P Configuration
1 HEE AZEYH Zjﬁ Ejoé:.p%;xlg;‘.ux [ Disk Information
----- e
o[ L"EIJTE:!"JXD;E? . ~E 4NE AZEY =
e -] EHE FHEHH Partition Tvoe \TES
2HRE HOIE o-FEUEY3 B ar yp
#RF HOE E UEY33E Boo?ble YES
TCP AHH aleE HO= Partftlon Length 81GE=85096273Byte
UDP ZHEH ~F &RPEHIOE F‘artﬂ.mn Mumber 1
TCP ZEQ HEE ZE2H A TCP &N Physical Number 0
UDP ZER} AIE ZEH 2~ -Fl UDP &EH BiE -
QIE MEHI MAE HE(MNETY - TCP ZE WA ZZ M A Partition Type NTFS
22 27 A EE(NETSHARE) -] UDP ZEZF HIT T2 N Bootable NO
HE ME ZEC MET EENETS 2IE HEHI MAH BHENET Partition Length 151GE=153029727Byte
HE ME Z0 DF2(NETFILE) i -k 2% 5 A BE(NETSHARE Partition Mumber 2
AERIE AZEC 22 THNET| g -] HA AME EY N’%If HE(NET Physical Number 0
o-FE MER EE -~ H@E AMES E MENETFILE) || PhysicalDrivel
HEDE Y [ AEAIHAEED 28 RH(NE PhysicalDrive2
AEZE M%DT}EE.;% e PhysicalDrive3

e = -~ EH2 2 2A
=rO@ SEL WSEE CE 0 2E A O 27 IHE b2
-~ @S ID/Password{Protected 5 B[ 2EW AHBEE SHAT

= D5
=3 B1M  9c36d8adHaccB0834743556cfd?dce  2oadfl 76b0449b 6230 423b46fc Se 66565d Ge 535

Log Time Message

200999 028 232, O6A| 428 282 2 o HE HE o3 e
- _— 200999 028 238, 06A] 428 272 (2 &9 2 BHE 3 ME
< i B . | 2009 028 233, 054 428 262 FHZ2 T2 EM EE T 22
A < >| 200955 128 732 BN 42 232 H3 B3 2N B2 28 Am
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SYSTEM INFORMATION - XM Z&%&EX| - ioscan —fC disk

1HP-U= | 2 HP-UX | 3 Ubuntu
# jioscan -fC disk
Class H/W Path river S/W State H/W Type Description

0/0/2/86.0.0.0 sdis CLAIMED DEVICE TEAC DV-28E-N

aisk 1 o/1/1/0.0.0 sdisk CLAIMED DEVICE SEAGATE 5T373405LC
disk 2 0/1/1/0.1.0 sdisk CLAIMED DEVICE SEAGATE 5T373405LC
#

-f : full listing

-C class : Restrict the output listing to those devices belonging to the specified

class
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Z2MA ME B

= Process Ezplorer - Sysinternals: www.sysinternals.com

BEIX]

File OCptions Miew Process Find Handle Help

B & =20EER & % AdS

Process PID | <., Description Company Name -
= :J explorer,exe 2972 Windows Explorer Microzoft Corporation
M acasp,exe 3528 AhnLab Common Architecture AhnLab, Inc,
@AhnSD.exe 4064 AhnsD AhnLab, Inc,
g RTHDCPL, exe 3872 Realtek HD Audio Control Panel Realtek Semiconductar Carp,
EGFDDVEMDHHDF,EXE 3324 Groovekbonitor Utility Microzoft Corporation
Acrotray, exe 2220 AcroTray Adobe Systems Inc,
rundll32 exe 305 Bun & DLL a5 an App Microzoft Corporation
;VDIPanel,exe EEQ YolPanel exe Creative Technology Ltd
ECTHELPEF!.EXE a1z CtHelper Application Creative Technology Ltd
CT*FIHLP.EXE ez CTxfiHp MFC Application Creative Technology Ltd
Scheduler.exe 1420 Scheduler Application SIGMACOM Co,Ltd
{ 'SMManager.exe 2088 SMPlayer Traylcon Application SIGMACOM Co, Ltd
I_] rundll32 exe 2156 Bun & DLL a5 an App Microzoft Corporation -
i AiNap.exe 3808
ctfmnn.exe 2332 CTF Loader Microzoft Corporation
@LCIu:u:k.exe 1980 LClock Application
ENMBQMDI‘IHDF,BXE 2300 Mero Home Nero &5
&CTCMSGD.EXE 976 Creative MediaSource Gaol Creative Technology Ltd
= la ZetPoint exe ZE16 Logitech SetPoint Event Manager (UNICODEY Logitech, Inc,
EKHALMNPH,EXE 2744 Logitech KHAL Main Process Logitech, Inc,
s34 Powerkdate, exe 1945 Fowerbate 2,0 Griffin Technology
’“ WindowsSearch,exe 2808 Windows Search System Tray Microzoft Corporation
ﬁ:ONENOTEM,EXE 3360 Microsoft Office OneMote Guick Launcher Microsoft Carporation
@Drive)(pert.exe 1588 Drive xpert Yolurme Manager Silicon Image, Inc,
b.- AiSUite exe 316
[Fw WINWORD,EXE 2596 1 Microzoft Office Word Microsoft Corporation [V
Type ¢ Name lA
Dezktop whefault
Directory Waindows
Directory WEBazeNamedObjects
Directory WrEnownDlls
Event WEazeMNamedObjects®usereny: User Profile setup event
Event WEazeMNamedObjects®¥mizercallback .

CPU Usage: 2%  Commit Charge: 29, 76% | Processes: 82




1HP-UX | ZHP-UX 3 Ubuntu

hSystem: rxZ2600 Thu Mar 26 61:42:45 2009
iLoad averages: 0.00, 0.00, 0.00
129 processes: 111 sleeping, 18 running
Cpu states:
LOAD USER  NICE 5YS IDLE BLOCK SWAIT INTR  S5YS
0.00 0.0% 0.09% 0.0% 100.0% ©0.0% 0.0% 0.0% 0.0%

Memory: 265964K (182648K) real, 488368K (318384K) virtual, 991992K free Page# 1/3

TTY PID USERNAME PRI NI  SIZE RES STATE TIME %WCPU S%CPU COMMAND
48 root 152 20 2232K 1984K run :18 0.31 ©0.31 vxfsd
10 root 152 20 864K 763K run 00 .18 .18 ObjectThreadPool
2186 root 152 20 163M 56872K run : 05 .18 .18 cimserver
2773 root 152 20 113M 14428K run 05 .14 .14 wxsvce
551 root 152 20 7844K 1830K run 00 .10 .10 utmpd
38 root 152 20 216K 192K run 01 .06 .06 schedcpu
20 root 191 28 144K 128K run 100 .04 .04 ksyncer_daemon
2173 root 152 20 25528K 3616K run : 00 .04 .04 rpcd
2492 root 152 20 23728K 2840K run 00 .04 .04 swagentd
root 127 20 72K 64K sleep ;14 .02 .02 swapper
root 152 20 1868K 436K run : 00 .02 .02 init
root 128 20 T2K 64K sleep 00 .02 .02 vhand
root 128 20 12K 64K sleep :00 .02 .02 statdaemon
root 128 20 T2K 64K sleep 00 .02 .02 unhashdaemon
root 152 20 T2K 64K sleep 00 .02 .02 nfsktcpd
root 147 20 12K 64K sleep :00 .02 .02 1lvmkd
root 147 20 T2K 64K sleep 00 .02 .02 lvmkd
root 147 20 T2K 64K sleep 00 .02 .02 1lvmkd

DO OO0 OO0 00D DO DO0D0O0 D

?
?
?
?
?
?
?
?
?
?
?
?
?
?
?
?
?
?
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KL
-1

- Lot =2|H22[M =ML 24| (eProcess) =
Z2H A FENE ZUA BHAM 83 H2It it EXY
II

« 2Ll mZN|A ERZ| Gl 0|Z0f| Al3HSE T2 HA B E 2= =
= =] = (hi. =2 O - =]/ T2 o
ol E"'l_ | (o] K=) (®) |:|.” |0-|| 1T -”AE | ol X O] A =
- 7(|_TEIEX|'|_|'OX =] %‘I— 2c —EA—_I%O E_I_Eool- jcl_l"lT
W 22IME2 Win3Z eProcess 47| o :_)_(_:
CMDocuments and SettingsYradministratorHHER S0 SEMETELUE 1023 ME s
B i
Mo, Type Status FID PPID Process Create Time ~
00000000 Process 920 B80 WMUpgradeHelper 20109 038 242 05A 30E 01E
00000001 Process 0 0 Idle Unknown 05
00000002 Process 1156 620 svchost.exe 20109 038 242 054 298 35
00000003 Process 1288 B30 spoalsy,exe 20109 033 242 054 292 35 .
00000004 Process 1356 1580  cmd.exe 20104 038 242 054 358 12% _
00000005 Process Q95 A20 swchost,exe 20109 038 242 054 202 354%
00000006 Process 1060 388 Miranda.exe 20109 033 248 05A 37 13
00000007 Process 1764 1580  WhwareTray.exe 20109 033 248 034 298 42 |
00000002 Process 200 1580 cmd.exe 201049 028 24 0Sh 262 04 E | =
00000010 Process -Hidden-- 2012 1740  wanguish.exe 20109 038 242 05A S42 47 =
L = = G a6 = g )= g W = (I 3= e == Y = = e Y
00000012 Process 1372 1580  DiFront.exe 20109 033 248 05A 492 46
00000013 Process 280 &80 Msavsve.npe 20109 038 249 0SA 298 53 % OIE T &)
00000014 Process 580 £a0 yrntoolsd. exe 20109 038 24% 054 30E 00
00000015 Process 328 f20 NSYMOr.Apc 20109 038 248 054 2982 53
00000016 Process 630 636 SErVICEs. exe 20109 033 242 054 298 34
00000017 Process 1095 1372 mdd_1.3.exe 201049 028 242 0SA 492 552
00000018 Process 564 4 STTISS B 20109 038 242 054 202 33%
00000019 Process 612 S64 C5F55, B4 20109 038 24 05A 292 345
00000020 Process 636 564 winlogon, exe 20109 038 24 054 2902 345
00000021 Process 1404 1372 mdd_1.2.exe 201049 028 242 0S A S0E 25% 2 20 T
00000022 Process 895 630 suchost.exe 20104 038 242 05A 208 3548 R
00000023 Process 1740 1580 cmd.exe 201049 028 242 0SA S42 252
00000024 Process 1808 1580  msmsgs.exe 20109 038 24U 05A 208 425
00000025 Process 1800 1580  ctfmon.exe 20109 033 248 05A 29 42
[DD]DDDD25 Process 1580 1520  explorer.exe 201|D‘.—q 033 242 054 298 42_[7'5 ][V]
< >
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oA mEES * P04 017fEIXI E2 AIE SHE T
-.5.?-. netstat, netblos (Windows), Fport (Windows), netstat -an

Fport (Windows)

B C:WWINDOWSWsystem32Wemd. exe

W [Tools W[ ForenzicTools IWOpen Forensic ToolsWFoundstone ForensicTools¥ portWFport-2.A@
Port v2_.@ — TCP/IF Process to Port Mapper

opyright 2088 by Foundstone, Inc.

ttp:s/ . foundstone.com

Pid Process Fort Proto Path

1276 -» 135 TGP

4 System -» 139 TGP

4 System -» 445 TGP

1280 rapimgr -> 998 TGP C:WPROGRA™IWMI3AAL ™1 thapimgr . exe

AL =3 1628 TP

3328 BateryfApp -» 1848 TCP GC:WProgram FilesWBateryWBatervyApp.exe

3328 BateryfApp -» 1857 TGP GC:WProgram FilesWBateryWBatervyApp.exe
SUSLEM =5 1178 ICF
Suystem —-» 1185 1ICP

SEQOULTECH




Netstat (Unix)

1HP-Ux | 2 HP-Ux | 3 Ubuntu

# netstat -an

Active Internet connections {(including servers)

Proto Recv-0 Send-0 Local Address Foreign Address (state)
*.49173 ** LISTEN
*.2301 LISTEN
*.22 LISTEN
*.6010 LISTEN
127.0.0.1.49444 LISTEN
.2148 LISTEN
.515 LISTEN
.49152 LISTEN
111 LISTEN
.49157 LISTEN
.901 LISTEN
.6112 LISTEN
.7815 LISTEN
.543 LISTEN
27.0.8.1.7161 LISTEN
.10864 LISTEN
.135 LISTEN
.5989 LISTEN
.49168 LISTEN
LISTEN
.587 LISTEN
* ** LISTEM
163.152.165.119.22 163.152.165.111.2622 ESTABLISHED
163.152.165.119.22 163.152.165.111.2127 ESTABLISHED

E

¥ % ¥ ¥ ¥ ¥ % X X ¥ ¥ ¥ ¥ ¥ % X X ¥ ¥ ¥
¥ % % ¥ ¥ ¥ % X X ¥ ¥ ¥ ¥ ¥ # ¥ X ¥ ¥ ¥

¥ 0% % ¥ ¥ ¥ = ¥ ¥ £ X X ¥ % ® X

5]
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oD D00 0000 D000 23
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D:WToolsWcode>netstat —ano

netstat —ano

Active Connections

Proto a ddress
TCP .8.8.98:135
TCP .08.8.08:445
TCP .0.0.08:50084
TCP .0.0.08:6004
TCP .8.8.1:1835 :

TCP . .146.233:139 H LISTENING
TCP & .146.233:1041 .46.111.65:1863 ESTABLISHED
TCP . -146.233:1858 .234.239.138:5004 ESTABLISHED
TCP & .146.233:1842 .69.247.1:808 CLOSE_UWAIT
uDP 2 :445

uDP 4 :5008

ubDP . :1825

uDP . 1831

uUbDP . :1863

uDP . :45008

n State

8 LISTENING
a: LISTENING
a: LISTENING
a:

a

a

=]
1

reig

g LISTENING
LISTENING

i
a
(5]
-8
(5]
a.
a.

N

= '
N OO

B LDFS An - [20090202]

File Wiew Window Help

etsta v, .%,1 EB'- — ?r ‘LDFS

MF.tT Proc.~ ME REEORT . —W|n APl Ol'g'
[E] 20090202
e netstat —ano S03 | ASAJHASSID A= AS R | ST EEIE | gl HOE B b
2P 28 EE 127 IP 2T ZE o
of 4 A g o 23 240216 =
. — 7 . T1 3 2136 211,238 240027 [0 —
o H= E :I:I-_Al 163 152 165, 116 3707 T35.50 (00,243 5004
d. = = an 127.0.0.1 1025 0.0.0.0 i
SHA A
o:Process ID 0.0.0.0 5004 0000 0
0.0.0.0 B004 0000 ]
- s ol @ mm
— — 0.0,
° E |:” —?—_I O:|7E:| QE %!; 0.0.0.0 51103 0000 0




Fport

C:WDocuments and SettingsWlukelb?x2>"H:WITools I#[ForensicTools J#Live ForensicsWF
port—2 _ AWFport _exe"’
FPort v2.8 — TCP-IP Process to Port Mapper

Copyright 2888 by Foundstone. Inc.
thttp: /7w _foundstone.com
Process Proto Path
i d TCP
System ' d TCP
System > TCP
EX M TEQOTIE TEMA MY -> TCP
a I
Sl G — |- H = = 1|_ NATEOMMain -> TCP  C:WProgram FilesWNATEONWEINWNATEONMain.exe
— — Melon - C:WProgram FilestMelOn PlayertiMelon.exe
L = =
O 9—|A|:! 7|'t iEA‘IIﬁ7|' iEE 021 E”Ol E'IE NATEUNMain v CitfProgram FilestNATEUNWBLINWNALEONMain.exe
. NATEOHMain C:WProgram FilesWNATEONWBINWNATEONMain.exe
—7|<—_T|_ H,:"tlifﬁ Q|I-Ac->| _—TiE 9_|A|:! NATENNMA in C-WPuaanam FilecBHNOTENNBRINBNATEONMain axe
suchost CzWITHNDOWSHs ystem32Wsuchost .exe
P3IMELO™1 C:WIINDOWE s ystem32WPIMELO™1 _ERE
MS Prox C:WProgram FilestihnLabht3182807HHE Proxy.
N
B LDFS An - [20090202] . O | =3
File View Window Help _Wln APl o
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o o 127001 1075 0000 D [/ JER [/
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ot C:HWWINDOWSWsystem32Wemd. exe
C:WDocuments and SettingsWcomputer>C:WDocuments and Settings¥computerttt

WToolsHToolstPsToolstipsfile.exe"

‘WWINDOWSW system32Wcemd. exe

Microsoft Windows XP [Uersion 5.1.26001]

(C> Copyright 1985-2681 Microsoft Corp.
intai jects list psfile v1.82 - psfile

C:%Documents and SettingsYcomputerdopenfiles

Copyright 72001 Mark Russinovich
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Files opened remotely on KIS:

[221 C:¥kwon
User:
Locks:
Access:

BROMPTON

a
Read
ppt

BROMPTON

a
: Read
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C:Wkwonkt]| &
User:

BROMPTON
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Access

C:WDocuments and SettingsYcomputer>
C:tDocuments and Settingslcomputer>
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« nbtstat —c (c : Cached NetBIOS Name Table)
«IP HESIO AHE = AXYMX|Q A7t S| HE XA}

C:WDocuments and SettingsWcomputer>nbtstat —c

[163.152.146.20831 Scope Id: [1]
NetBIOS Remote Cache Name Table

Name Type Host Address Life [sec]l

163.152.146.233<26> UNIQUE 163.152.146.233 295
DONCOM <{28> UNIQUE 163.152.146.194 422

C:WDocuments and Settingslicomputer>
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File Edit Miew Tools Help

uJNew lﬁopen H Sawve =4 Print “w== Add Device L%Search - """
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H |@ Casesl LA] File Types EL] Hash Sets || | TaHel = |Report |1-] Gallery :fﬁ Timeline QDisk ~i% code
53 Home [ Entries| [ Bockmarks < » MName sty File |H
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I Application Data 0 13 [ &TxF-$TxF_DATA
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[1ic=h MetHood melfe] | (]

§ =] Text |\€ Hexl t;J Doc ﬁ Transcript = Fich

= Elreport [F cConscle T3 D=
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Created
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Modified
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Search expression GREP Svmbols
| WhaFFFF Unicode character -
WeFF  Hex character
Mame . any characker
# any number [0-9]
Y Repeat zero ar ane time
[7] case sensitive [ Unicade E.;'.-Z] iiﬁ?gﬂ;: !_?ast onee
i Repeat zero+ times
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{m,n}  Repeatmtontimes
Unicods Wiew alb Either a ar b
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Regular-Expression and Print)

HdaEdy o| O ALE Of| |
~ =XEe| M2 "aaa : FAE 9 A9 aaas ¥ &31A vfA
$ =XtgEe| & aaa$ : TAE 9 &9 qaads ¥ 3 uf A
StLte| 22X} Of A lue : alue, blue, clue ...
HI2 o|™ EXe| #I=7} 0 E= 191 &4
? forensics? : forensic %=+ forensics
< O
HI2 o|™ EXIQ| BI=7} 0 o] &l AL
* o digital_#*for : digitalfor, digital_for, digital__for ...
o
HI2 O|™ ZX}o| BI=7t 10|40 HL
+ digital_ + for : digital_for, digital_ for ...
oj &
[ABC] A, B, C 9] 3}}e] &z} of 3 dig[eiltal : digetal, digetal
dig[*iltal : digetal, digftal ... (digital#l|%])
["ABC] |A, B, C °]9)¢] &4 w3
[fa-z] : £2FA o] ¢ <] £AF v A
} N [a-d] :a, b, c,d
[A-C] AFE CF 3] A WA
[0-2]:0,1, 2
W ETEXIE YUEXE A8S= S [ [?2[W1]1: 2, [, ]
X{M} 22Xt XE& M g5 h{3} : h7} 3¥ o|4 ¥tE (hhh, hhhh ...)
X{MN} | EX} XE M3 0|4 NZ| 0|5} 5 h{3,5} :hhh, hhhh, hhhhh
alb a, b & 39 32l A% A webW.(com)| (net) : web.com, web.net




g4 7lE 15 E 845

« GREP(Globally Find Regular-Expression and Print)
Name Kim Number 870101-1234567
Name Lee Number 802110-2894561
Name Park Number 841218-1236874
Name Han Number 835577-1654789
Name Hong Number 880202-2345678

. QUAIA GREP HHO| ALB510] HA
# grep ".*[0-91{2}[011{1}[0-9]{1}[0-3]1{1}[0-9]1{1}-[0-91{7} DataFile

HAH =3 A}

Name Kim Number 870101-1234567
Name Park Number 841218-1236874
Name Hong Number 880202-2345678

—— e S sampiata
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— WINGREP Search Tool

Software )

Chs CIRMEL|E £, Mol ZAH
7| EHE Z| A2t AFEA} QIE I O] A
O2[27] 7|s

2 =/Hto| 2| mHUOof CHoh A
PDF/MS-Office It M 7|&5

’ls

(Hurricane

&5 WIinGREP 4.0 Standard Edition

downloads

File Wiew Results Help

ch for "Security'" in *
hdownloadsy jawas jzsdkl.

hdownloadsy jawas jzsdkl.
i FontzDTestapplet.java
hdownloadsy jawas jzsdkl.
-Tools. java - Matched 1
Sdownloads®, jawas jdkl.
hdownloadsh, jawas jdkl.
hdownloadsh, jawas jdkl.
hdownloadsh, jawas jdkl.
Sdownloads™ jawas jdkl. 1.
L.Member. jawva - Matched 2

1
1
1
1

hdownloads®, jawas jdkl. 1.
hdownloadsy jawas jdkl. 1

SdownToadss jawas jdkl. 1.
hdownloadsy jawas jdkl. 1

1 |

javahjZsdhkl.4.00

-] F.]5:%.]
4. D\demo\ch\
hdownloadsy jawvas jzsdkl. 4. 0 demot, jfich,
4. o demotplug
- Matched &
4. o demotplug

LENEPCh Javan aw
LENERCh Javasbe
LENErCh Javasiol
LEhErCh Javasla
shsroh javasla

ndownTloadsy jawas jdkl. 1. 8h5rch javasne
Sdownloads jawas jdkl. 1. 8Ns5rch javasrm
-RMISecurityException.java - Matched
-RMISecurityManager.java - Matched &i
ShERCh Javasrm
LENEPC Javanrm
Ehsroh javahse

L ENE I"C\J AVEAYTE
O _’__I

=101 x|

F:\down'loads\java\jzsdkl.4.D\dem0\jfc\Ft§
FontzDTestapplet. java - Matched &
28 @ SecurityManager security =
29 @ if [ security != null 3 {
21 secur"lty heckPer‘m'lss‘lon( new ¢
23 : catch eption e ]
25 @ security.checkPrintlobAccess();
40 @ catch [ SecurityException e 1 -
F:hdownloadss jawvas jzsdkl. 4. 0%demos jfosJ:
Tools. java - Matched 1
226 @} catch (jawva.security.Accessci
F:hdownloadss jawvas jzsdkl. 4. 0%demosplugie
FontzDTestapplet. java - Matched &
28 @ SecurityManager security =
29 @ if [ security != null 3 {
21 @ security.checkPermission new :
22 @ catch [ SecurityException e 1 -
25 @ security.checkPrintlobaccess();
40 @ catch [ SecurityException e 1 -
F:hdownloadss jawvas jzsdkl. 4. 0%demosplugie
Tools. java - Matched 1
226 @} catch (jawva.security.Accessc

Frhdownloadss jawvas jdkl. 1. 8%5rch jawvas awt® v|
3

Sysl

Sysl

Text | Binary I Wword I Debugl

try 1
secur‘1t).lr

SECUHt

m.out.

I
.
security. ¢

m.out.

on{ new AwWTPermi

praint

securityt

print i F'IIIIT‘Im.-'

Directory: IE'\Java j _’ Froject: IJDK Faurce Code j ﬂ Match: Search in:
Desktop Al = R ey oy =1 [~ Ewact Case ¥ Sub Dirs
h%jg‘ My Computer I I feets I - J J I~ whole weords W Archives
- 3% Floppy (&) Search Type: IHeguIal Expression j ] L?ne Start i~
i Search for: ISecurity j » r L!ne End
- [~ First match
[~ Beplace IhSi j ﬂ ¥ Use Excludes
g Start I DOpen | O Excludesl @deancedl
Click to show options |Found: 886 | Files: 32 |searched: 1336 | Time: 127
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« Hashed Search 2]
LI AIAE S ,| B Hash Set
o273y Ity [Well kKnown)
20
5#” a DB U %
el OH4] Himl 2
U0 &k
| HIOIE BREIES T
aco| M | ' oH4 lib.

| ves
= no | AL &
H=1
AXIOH=TIP M2
FTREAHY
es S=

. no
Il libd QIHEE A} [HAS
axoisTl S ==
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National Software Reference Library (NSRL)

« & NIST &5t CFTTOIM M S5t =271 & &2 HO|H
« Justice's National Institute of Justice (N1J)2| X| &

« NSRLO| 2 X

5|0 AR ElS ZEE TUO| AlY X5
/B0 ZmetE Ot FAE B8H O Al

« NSRLE| N[ & L&
vEHAZE ZE s/w B e IS 4, 0|0 tfet YE2f hash 74t= DB 553t
(TOTAL 50,121,818 files, 15,722,076 unique hash values)
vEAMA 880 7 S/W, 357= 10 OS2| &= O|0|E{ Al(RDS:Reference Data Set) 7+

TEHA-1T, THDET, "CRC32" "FileName™, "Filefize"” ,"ProductCode™
TO0000FeEDS0DA4aC05YES SS9 FC31251DCE4EA" T FAL Z0ACTTFE06001EDDAA020C1YETSETT , TIGCCA0EYT 0041200 gif"  ,  1351,228, "IN
"O0000FFSDO0ED AAGE S3ECEASSEACOT0TADEL 56 53", "ASDASDEDASD TS FD IETCS 2D 53ECTALGFE™ , "2DT2941E™, "cunres . pdb, ALL™, 76600, 2471, "IN
TO0000FFSDOEDSAGE S3ECEASZEACOT0TADELSeSFa"  "ASDASDEDASD TEFD IETCS2DSEECTALEFET  "2DT2Z041E"  "conres. pdb. ALLY, Y6800, 2704, "IN
TO0000FFSDOED QAGE SZECEASSEACOT0TADELSe SFa"  "ASDASDEDASD TEFD IETCS 2D S8ECTALEFET  "2DT20A1E"  "conres. . pdb, ALLY Y6800, 2741 "IN
TO0000FFSDO0ED AAGE SSECOASSRACOT0TADEL S SFa"  TASDASDaDASD VEFD IETCS 2D SGECTALLFET  "EDTEZRA1E"  "conres. . pdb, ALL, FEE00, 2787, "IN
"O0000FFSDO0ED AAGE S3ECEAS36ACOT0TADEL S 53", "ASDASDEDASD TS FD IETCS 2D 53ECTALGFE™ , "2DT2941E™ , "cunres. pdb, ALL™, 76600, 291E, "IN
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A=A 7| EM 7|

o MEZ M J|=0o TeM
- OIoJH 2| L EF=t
e SIELCIAT 7|& U2 S-ATA 1TBIIX| AT
- A, 38, 332l trdet Ho[HE AHUL =
SRESEN ZAO| East O|O[H 20| A 7t
- OS2t &8 =20 37| 37t &
— 28 Ate| 7}
- HEF HOIHE 8ot =45t=0 H2 AZ0] 29 F
- AFH N2l £ S710f| Blsi M2 HolHe ™LA Sotet
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. CHZZH BSSAHRE ; CIRILEHAME
— https://www.spo.go.kr/spo/major/forensics/forensics01.jsp
ZZ3Y AO|H QtH= : C| A H A MIE]
— http://cyber.go.kr/bureau/sub4.jsp?mid=040401
AO[H E A 9]
— http://www.cfpa.or.kr/intro2.htm
. HREAHA
— https://kdfs.jams.or.kr/co/main/jmMain.kci
. BRCAYTULHET S
— http://fka.kr/
- 3t=EC|A3A(Hard Disk Drive, HDD) 1122} 2tZ fl2| ¥ = {4,
https://whitesnake1004.tistory.com/273
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