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« APACHE website - SW 22 %

— http://ws.apache.org/mirrors.cai

C A F8 2% | ws.apache.org/mirrors.cgi

Make a Donation - The Apache Way ~ Join Us - Downloads ~

COMMUNITY-LED DEVELOPMENT "THE APACHE WAY"

f Bercie

Projects « People = Community = License « Sponsors -

We suggest the following mirror site for your download
https://downloads.apache.org/

Oither mirror sites are sugaested below.

sh(.mds or .sha= file).

rrars are working
https://downloads.apache.org/
BACKUP SITES
Please only use the backup mirrors to download KEYS, PGP signatures and hashes (SHA® etc) -- or If no other mirrers are werking

https://downloads.apache.org/

The full listing of mirror sites is also available.


http://ws.apache.org/mirrors.cgi

Apache Download Mirrors

NV A

Verify the integrity of the files

It is essential that you verify the integrity of the downloaded file using the PGP signature ( .asc file) or a hash ( .nd5 or .shas file). Please read Verifying_Apache Softwa
Foundation Releases for more information on why you should verify our releases.

The PGP signature can be verified using PGP or GPG. First download the KeYS as well as the asc signature file for the relevant distribution. Make sure you get these file
main distribution site, rather than from a mirror. Then verify the signatures using

% gpg —import KEYS

% gpg ——verify downloaded_file.asc downloaded_file
or

# park -a KEYS

% papy downloaded_file.asc
or

# pap —ka KEYS
% pap downloaded_file, asc

Alternatively, you can verify the hash on the file.

Hashes can be calculated using GPG:

% gpg —-print-nd SHAZSE downloaded_file

The output should be compared with the contents of the SHA256 file. Similarly for other hashes (SHAS512, SHA1T, MD5 etc) which may be provided.

Windows 7 and later systems should all now have certUtil:

% certUtil -hashfile pathToFileToCheck

HashAlgorithm choices: MD2 MD4 MD5 SHAT SHA256 SHA384 SHAS12

d macOS) will have a utility ca - um or shasum
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3.1 MD4 2+ MD5

3.2 SHA-1, SHA-256, SHA-384, SHA-512

3.3 RIPEMD-160

3.4 SHA(Advanced Hash Standard) 2} SHA-3
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5.2 SHA-3 & & &
5.3 SHA-3 zl& =22 SHA-3 Z&




« SHA-3(Secure hash Algorithm)
— Oled Z2A8EH0| €48 Hel SHA-1= Halol=
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NISTOI Al 2007 0l SHA-3 =2
2008ENHAl S28 Z11clS == 64
- 20108 0ll SHA-3 =ISFE= A 5012 21e|&0l & F

SHA-3 2|5 2 (Yl &)

BLAKE Jean—Philippe Aumasson, Luca Henzen, Willi Meier, Raphael C.-W. Pyhan

Praveen Gauravaram, Lars R, Knudsen, Krystian Matusiewicz, Florian Mendel,

Eiresl Christian Rechberger, Martin Schlaffer, Soren S. Thomsoen

JH Hongjun Wu

Keccak Guido Bertoni, Joan Daemen, Gilles Van Assche, Michael Peeters

Skein Niels Ferguson, Stefan Lucks, Bruce Schneier, Doug Whiting, Mihir Bellare,

Tadayoshi Kohno, Jon Callas, Jesse Walker
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— SHAKE: Secure Hash Algorithm + Keccak
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Thanks!
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