3
.
x
o
=
10
N
>
2
Jo
El
oY
=<
m
HL
re

H} == o
RN

MEder|stistl BRE S

jhpark1@seoultech.ac.kr



mailto:jhpark1@seoultech.ac.kr

. AI8X UF 78




|A O Ak

:: —
@l =7
[y <) (SN <)
o HAHLIRRZAZ QojL= 2HetE 2Ot 7|5 / YTN AO|
https://youtu.be/WHY25xXVRJU?si=qFGriIMf QNG6E3R

M5S0 CHEH?...102 THO HICHHE Al=}7HE / YTN

A AES
https://www.youtube.com/watch?v=pbylm2rtmz8
e ITHOIQIF 7|=29| 23t | B4, AL E, 44| 15, WE AUSVIA|, F0|HALE
https://www.youtube.com/results?search query=1T+%EC%9D%B8%EC%A6%9D+%EA%B8%B0%EC%88%A0+2025
o RHYUES.HAAS 7= SESHCt/ vIN
https://youtu.be/05¢c367B4VGqg?si=FJkCC6C6YV m9lhRZ
M= QUSR] (2024)

U2|, HASIE, M| 91,
F

. TEOHQIZ 7|&0o| 21}
https://www.youtube.com/watch?v=bFJSQ3Aql
o MA 239 2zt X222l CHA 2522 AlEH / KBSHF2A(News)
https://youtu.be/1GjxgcNgJdl
O| &L}t/ HLUEHIO|YS

. EARIQIEOIDID), 254! CiE3}
https://www.youtube.com/watch?v=SToydEXdRBo
?2 LG CNS Al QFHHOIAI(HZ0IAl) 20! MH|A

« Y=0| AMES?
https://www.youtube.com/watch?v=NTRgD-XMPgQ
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https://www.youtube.com/watch?v=SToydEXdRBo
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$ authentication
(1) The process of verifving an identity claimed by or for a
systen entity., [See: authenticate, authentication exchanae,
authentication information, credential, data origin
authentication, peer entity authentication.)

(C) &n authentication process consists of two steps:

1. ldentification step: Presenting an identifier to the security

N Ve .
S system. (ldentifiers should be assigned carefullv, because
;;;T<;>§E§§§§ authgnticated identities are the basi; for other security
2222:§§S§§§§£§ services, such as access control service.)
V7S e N :\\\

%2%2;:§§:§§%§§§ Z, Yerification step: Presenting or generating authentication

;%¢%¢Z?;§& ;ﬁ information that corroborates the binding between the entity
Vil

ii%5€24 and the identifier. (See: verification.)

o
\ /=
\QT:“‘ (C) See: ("relationship between data intearity service and
N authentication services" under) data intearity service.

shirey

RFC 2828
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AMEX AF 2| 471X 7
BT z
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o2t
H

X|A7|gk 20 Qe A2 8% 25 HZHZ, PIN, HE20] Oi3 S
(Something y u know)
A77|8 LH== 52 2 OTP 3QI91= XM BSLHE SMS, EE, A0t
(Something you have) E 7IE, ™At 7| 7tE
MHZIEE M ZE2 5% A5 K2 Y, B, 92, BY
(Somethlng you are)
Exy7|e WSS ST ez S22 IH, TN E0[E 25 MY
(Something you do) A2 40|
4 — ~
CERTIFICATE | o
——— Ll L A \ )
—— 1 . .
I — m]
\. o .
—(PIN HS D_%)—

0K
]
ro
Ol
x
./




X A8 X}F QlF Hi

Ol (Electronic Authentication, EA): ™At A X 915 S H
AHIG| MAPEOC 2 KAl =l AFERE AE XS0 CHoE A 2]
=& 11 (Electronic Authentication Guideline, NIST SP 800-63-2)

. 20134 S H, 2017.6 F|2E
- NIST SP 800-63-3 Special Publication : Digital Identity Guidelines &, 2017. 6
~ AAES OIZEl JH0I0| BO|E{H|O| A EMTMO|L} AR Xt

- L_- O -

of tiet €2 €2 58 7| =0 tiet dots 28dt=0 25

= o T o L= =2 o
=
= AEXIE AR

—- MXRIB(EA)2 CIX|E 21T (Digital Authentication)2 80 H &
AHEE, NIST SP 800-63-3 Special Publication

The process of establishing confidence in user identities presented
digitally to a system. In previous editions of SP 800-63, this was
referred to as Electronic Authentication.

- Digital Identity Guidelines, NIST Special Publication 800-63-3

— e S st
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63-

NIST SP 800

O| 2| X}
(RP, application)
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o MENE SS7|829 B MH|A HSAHA 7S ME
« SE7|2 (Re glstratlo Authority, RA) : &1 &% MH|A K|SO Al A8 XL
MEAS E55t= el = U= EX
« ME% (Credential Service): 2 #H Xt(dentifier)2t 7} &1 Xt(Subscriber)7t 2Lt
EZ2o 540 F9E Xt= -‘FLX0||:|1 015 EUMM LYo| ASA7F BS

*EE YR B2 VMYUAE A EY o s dRetE H 2

- UEY MHIAS RIS MEA= 7tEAIR SES ugt
» A SIS AlA'-C MFAO mer HEY M| MESA= o HAF
22X

gd= A0 Ea
« MEXL 7MY E SEEH 2H S F0| 7hURtet He B2 S92
A LB AROJOf A 2

—— e S sampiatta



@ STARt AEAL

« M XHClaimant): Q15 & 20X} o= Af
-5 ZE2EEEZ Soll ZEAOAH d53HLE EZ2| HOjF &AFE XAl
« AZXt (Verifier) : AHZ 2ASSt= &
- AR AEEO YUY ES B
- BE A= 7HYREe] AROf| oot 2SS Q=Ko M EH
2015 . 7HXL O| &, S5 Al 2= AEXL 22 55 A| 25 7t
A5 22 7R A8 32 & 2

< 2|2|X} (RP)
- GSAE Mlsoks S E SES S22 Mou S 280 ALE
- AE[7|E HEX SO| 2dE = UAS

o
ot




- Digital Identity Guidelines — Digital Identity Model
- NIST Special Publication 800-63-3

Enroliment and Identity Proofing

Authenticated Session
-4 -
becomes
Subscriber
Applicant Claimant

—>
Authentication
| Assertion
AE,:ET,:’;?S' Enrollment and ‘
Identity Proofing Authenticate
Issuance |

Validate Authenticator/Credential Binding

4

Verifier

Attributes

Digital Authentication
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BAR - AH 2[KH0) Ci3h HEot AJAY H UKD HHZ YOILHO HLHS XX
- OIS MM FH617| O DIELE HUMS YA U 20| 22 We
> 7|y, HYS A2 Y|, 2R W, B LT AFGR AEAF A, HILHUS AETIZH EHE

- MEX 2 08

- AFBAPH 71942 QA HITHSE Hol £%S FL,
> BAXES - A2 B HE 52 ALZS0] AISRE S2 BAARA YBHOE HUMS BE Jts
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of A]| H{2'HZ O] ALE

« UNIX & H2 23MAOAM 7t 22| AAEE= HIEH= 7|&
H| & H

« OliA|(Hash)

| UHS QF HE(salt) 2F AR

=
- EX

1. MEXE HEHSE JESHAL 20 &35

2. HIZH == 0del Z0|o SELL} & =%

3. HI2E2t SEVLS|A| €025 YHL 2 NEE 1FE £0[2 sffAl
= 49

4. SiAlEl H2H == SELI £20] ALEXAL D0 JSot= HIZ2H = T A
JCC)I-

5. AFEALZEUNIX A[AEIO| H2S Al=g W, AEAr= D2t HIZERHZ E XS

6. 2GMAH= MSE IDE HE2H= DY MRIC=Z AL, SEQIHEHS S
=

7. SEL} MEXIL HEc HEH o= Yot MFo YHOE ALE

8. ME @it EX[oIH HIZRH=Z 5&
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| ; |
| . s ! |
A
s I
| 2 I
(N I Password Password File
|
| Salt : UserID  Salt Hash code
| |
| |
- 4
L]
slow hash Load > .
function A
Hashing
User Password Salt Added Algorithm Hashed Password + Salt

9bf40cd8cle2cbdad8?




Password File

User id User ID Salt Hash code
] Salt
|
Select ’ ~A— Password
\.—-’YN--}

\ 4
slow hash
function

Hashed password > Compare

e mieti



E Al2O| 22X
— o—l |
HIEH= O20M S=El= HEH=2 S EX
- DHo} £ ol AL RITL 22 HUMB S MEISICiRtE, HYMSEL M2 [
SE S TP @oDR £ Yo AZAY| SfAE HYHSE M2 O
2. 2LEZQAME 45 2V[HeE {8 s
L BO7F BUIS Y SO TN bt s Be el £ 27 S0, A4 B0
B2 S 220l of2ig0| 7t
3.3 22 1 0| A|LHEIOA ot ALE0] 25 AHE = €2 HIE
He S ZTASH|= AHe 7ts




. HEN T2
- AN 33
. b5PHH|LHSE EH APKS HED HUMS IUAY BF A
. 2 HUAMSE Thse SE PSR ShASIAM MIYE SA| LT HmSte A
. ROHLYX| 26101, J2Y T2 WL AN LHo| BE FHojo] BIEES| CHSIA Al
. B oure WX, £Xt0| X7} EE S5 7|3, 2RO 244 S

—  rainbow table &4

= 0|2 SfA| gt ALY M= S e

» SAXTL 7hsct of B2 HEHS S TR A S dd

» SAX= 4 HER/HZE 4249 £E i HEWA SH{A| 2= dd
= 1 Z1}7} “rainbow table”O|2t &2{ ! O EF SHA|E|O|=

~ HZ2EHZ 32|H

= AMESO| F5517| 80l HER S S MEoCE HE 0|8
= O{H A8AE2 B2 E 18 Iff ofF H2 As HH

n JHEHot Sf A%
A|AHIO| 6Xt2| O|SIe| HIRRHS E HE
DE HYHSE gRIZ|2 1Y

— John the Ripper
= APEO| TN B E A|Zoi2= 40| B0l £
= 1996 M IHUE QE AA HUHS JEiAH (MAKE Jed 2ZEQ N =)




H
H2HS 2 A [MAZU1
- RockYou SOM =
. amme H|Y ﬁgﬂ
10% O|&o| H|Z2HZ = 10708 ==
. 10BH =E0 B L 40% O|AtY] Hl

X

>+ ””
>
=
o=
=
rE
ot
=
2= 10
mn
njo
I_I
§
m
=
o
>
hu
44
4




I\

50%

5

30%
20%

KHKIF B Zw|

0%

10!

10*

<F

KIr
Kk

oIl

s140f o}

KIr




= MO

104
T
=)
ol
= 10
o =
=
alll M4
o K
_ 11
O] 71
<ot
N m_
LH
E[0 =
= %
oF of
o] S
NERE]
or o
K
o o
T
E[0 Hﬁ
1] m_n W
F1 ™ 7
ol r4 ur
O kI !

F

o: ko)
==

— Sf{AlEl H[ZH S = ALE X} IDQF A 2| &[0 “Shadow password file”

ot7| 02 2 AtEAIS| HI =

=
=




- H|ZH OAo| FYHS
- CHREO| UNIX AIAEIS E3i3 0o AAHSS oK 23 AIAH 20| 39
_ B
- MKl oj2et AT EQN FAFES Ol T MO A|LEES 22510 B|2HS WMAS FE Jts
o IFY AJAE/ CIO[EH[O[ £ 22| A[AEol FofH S ot Lo B2 7ts
- EO AT S SWNOZ HUWS IAS 9|9t HHO| £N0| B Ths
- WO ASAISS CHE 7|9 G| T2 7|7|0) Cfet RS JHX|D oD, S b
UHS S A3
- BN Hoto| YL SHOIH 7122 HB
- HYHSE 00| [|AS EE 7|2 ClAI0) AT B CEloh WA
- Ol2jgt WS SHXIL E2oH0] H|2¥ = 0tY S40| 7tse
- AFBAPb BlsA 22 CH2 OS2 R Yoto] HUMS T B 4+ US
- AAE HZHS T A HEYD EHT AL 22 TH2 2 YAOE A8
DS} H|USE ST 4 AS



HIUHS M 2

b "1 L= ™1

- ArEAE0| FASZ HEE 871e| EAtE - dEl HEHZE
F0 &=CHH Hl%'t'.jg A2fZ=2 0+ Oldl=
- QF=2 AEXE2 HEYH2E 7YYot &

o SH:AIEXVE 7|Y017| |2 HEHS E MEISIE| =5517| |2
H Y2 HS XA

. 7|2E0l 1 J1K| 7|4
_ ANEX DS
~ HEE[0] O[3t |
LS H| LS 2ol
S
o

o REEEE

-

—— e S sampiata



xey

Of
—

HS 2}

O §7[Ho=2 A|AH LFo| B2 I}

m]
=

. L2 b

10
Jlo

KIr

S ESIE IPNPS R RSN

INES-
= =
1IHS E

HD 7 =5 7tset AO[2HH AREA0|A| Ol 2| MEF 2+

(m]
=

= Hi

al|
|
~
(]

adl

<

- =X

1. XFE AH|7F 2

7

°
[

71 "R F =0l AS EX

HS e

Gl
70
M
K1
o/
Ko
KO
~
10l
oF
N
=l 10
i
KO 0
ol
._O._ mu_u
HJ1 o
=R
.
I g
Kl H__
vl
<

- ARS X0
AERL2LE 7]

x
¥}
frr}
=y
=
=]
(=]
jro
v




X 2ol

Bloom filter
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H 2 QrMd Al

« University of lllinois at Chicago
https:.//www.uic.edu/apps/strong-password/

« Kaspersky
https://password.kaspersky.com/

« Security.org
https://www.security.org/how-secure-is-my-password/

« PasswordMonster
https:.//www.passwordmonster.com/
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7. G918 x3|
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4. {14 ¢33 (Set-Cookie: |4 2t
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. ADIE F}EQ| M| 7}X| M 22| E}Y

97 88 HZ2[(ROM)
« JIE BiZo} 7t F0I0| 0| HE 50| ALg 7|7 SO #oX ¥1 HE 8
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2. M7|M o2 AN 7Hsstn =23 20| JHsE ROM(EEPROM)
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33° APDU

>
C< $5 APDU

APDU = Application protocal data unit
ATR = Answer to reset
PTS = Protocal type selection
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JWT (JSON Web Token)
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