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« GCM(Galois / Counter Mode)
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« CCM 2E (Counter with CBC-MAC)

e JI2 E (Counter mode) 2t CBC-MAC
(Clpher Block Chaining— Message Authentication Code)
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« Authenticated Encryption with Associated Data: AEAD

- CCM mode
- GCM

- CWC (Carter-Wegman + CTR mode) mode

- OCB mode (Offsetest CodeBook)

- EAX mode (Encrypt-then-Authenticate-then-Translate)
- SGCM (Sophie Germain Counter Mode)

- Signcryption




XTS-AES

XTS: XEX Tweakable Block Cipher with Ciphertext Stealing
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XEX (XOR-Encryption-XOR) E®I3 E8 25
* 829 Ency(T,M)=Encgy(M®T)DT

where T = Encg(N )a1 cxj , N'is an n-bit nonce, «;, ..., a) are primitive elements
of the Galois field GF(2"), ji, ..., jx are integers.
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