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— 2tali: 2015 (Final)

- A& LS

— Hash_DRBG (SHA-2 J|8F G Al & 2)
— HMAC_DRBG (HMAC-SHA?2 J|g})
— CTR_DRBG (AES UJz!9| 222+5 J|4H)

« =R QIFAE
— ANE MM HEZI AAZEH x=J| AIE
— MMAIE (reseding): &€& =
— L8 AME BES: MR = 8N E




HU

Ol
[=

7.2 SP 800-90B
= IERT AA BOFY QDAIS FO

Entropy Sources
8taH: 2018 (Final)
Het LE (R L) E IS
DI

on

N
o 0[0

=

2
|

. X

A
— Noise Source: 22|& &
— Digitizer: Otd =21 &l
— Conditioner: IO A H|71 5‘—:

gl

J

1)
OI
0_>.i ﬂlm

E|j|. 9/\
— A HEZI|(min—-entropy) &
— Online Health Tests: XIS & 0| & X

Repetition Count Test / Adaptive Proportion Test

« S0t




7.3 SP 800-90C

Random Bit Generator (RBG) Architectures
— 2tH: 2023.98 (Draft—-=0t)
DRBG (90A) 2} Entropy Sources (90B)E A &5t 2218t RBG 2 A ShHA!

X O
e

-4 ghA

— Full Entropy Mode
e 90B J|&== Ot=ol= dEZL| AALOCE L MA
e NBEOHE=IAHN Hgt

— Mixed Mode
e HE=ZU| AA + DRBG &8
e JEHIN MHSZsS=EIsd 2

A DAHAE:
- UHE=ZI s =) €4
— AME 2l 2 Hdld A

— AMAE O aef 22l & S HAE






1. L& & 271 Ar8kl= 20| ot ol =2

@ 7| 438

@ £7)3 HE A




FEobR| BE7] fIShA

O] 2t

K

X

<X °
< 1o oF
© ok
OTﬂ._LOI
N 40 14
ﬁ_ﬂo_e
= <p o
X o<
N o o1
o &0 o
ok = Fr
_uoﬂL@
ol o
g3 I K
™ @ O




70
J|0

IH
KIr

70
J|0

TH
.

10

@ 7|3

ol0
|

-




7|9t Q| At

.l

<0

<

14

A

|.

=)

o
.- do
_I_ —
E N
<H T
=)
o {4
K = -
A4 J1 4
R
X0 11 o
< m 19
E_E X0 o
¢ 20 00
D
H T ~
N NN
Z0 T0 X0
<0 X0 X0
4 4 4
B
< < <
ol o] o]
@ © @

40| Z7|C} ALt

® g7

StEAOHL = g &L

L ==
—




@ SHA-1& O|85}= &t

$1
LHO
jol
100

._|._

@ AESE Ar8ot= Y

@ X.509

® ANSI X9.17




o
Jl

0
J|0

IH
KIr

@ F7|3

0
J|0

THI
.

10

r

7




AE=A

7. QA 87|12 QAtteS 85| RldiME (oh=tx

ol= EEI EASICt oAb 2 (2)= SlAts 4 87]9|

L5 SEf S =7]|=lol=0| O|8EICt.

@ Seed
@ MAC
@ M3
@ If g
® SHA| 4k




8. PRNGE= £ S LIEI] = TQl7)?

@ X ME7|

@ 2fAtE Ed7




old

9. tHe| +E=RE L}

7R

| -
| B

X0 0 0
R Jlo dlo
= ~ ~
1 1 1
m Kr X
O 8 K
@ @ ©

0
J|0

TH
THr

7




asshl HESRA , Behrouz A. Forouzan XIS, O|Mf&2 3¢ &, StEIOICIOf

Z2=H 2ot} %§ LLIAI\/I STALLINGS X2, zl&&2| 201 & el =THAL

HER I 20t Oﬂ/\_ 3o 22l ASEA NH(NEE S9), uESD

Ferguson, N., et al., Cryptography Engineering: Design Principles and Practical Applications,

Wiley

Kelsey, J., et al., Cryptanalytic Attacks on Pseudorandom Number Generators. In Fast Software
Encryption (FSE) '98, Springer

L’Ecuyer, P., Random Numbers for Simulation., Communications of the ACM, Volume 33, Issue
10

QRNG AtZ AL, IDQ / S AlHt / EIPEKS

UXLLEMMH D], SKT Insight

Quantum Cryptography |nitiatives, NIST

UNEA BOAM, St2EISAHRKA(ETRI)

AX ARKZ, St=2HENUSAPR(KRISS)

SKTESECHEG &)= Uisst A, MIAIZ

Recommendation for Random Number Generation Using Deterministic Random Bit Generators ,
NIST SP 800-90A Revision 1

Recommendation for the Entropy Sources Used for Random Bit Generation, NIST SP 800-908

Recommendation for Random Bit Generator (RBG) Constructions, NIST SP 800-90C (Draft)



Thanks!




