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AES Overview

Q Replacement for DES
Q AES competition (late 90's)

“*NSA openly involved

“*Transparent process

“*Many strong algorithms proposed

“*Rijndael Algorithm ultimately selected

> Pronounced like “"Rain Doll” or "Rhine Doll”

Q lterated block cipher (like DES)
A Not a Feistel cipher (unlike DES)
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L Block size: 128, 192 or 256 bits

Q Key )Iength: 128, 192 or 256 bits (independent of block
size

Q 10 to 14 rounds (depends on key length)
Q Each round uses 4 functions (in 3 “layers")
< ByteSub (nonlinear layer)
< ShiftRow (linear mixing layer)
“*MixColumn (nonlinear layer)
<»AddRoundKey (key addition layer)
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Encryption and Decryption
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AES ByteSub

 Assume 192 bit block, 4x6 bytes

"I el o Bl e [l S-box [ boocfhie bhoe
0| ol | P, 0.4 | 05— g“‘——-—. L L
' SRR Riin
ol @y 3” i | T b, | b, D
I |. ! , -
Bao 8201 %2 | Bea{ifay | Ao s oo | Pas | Lan | B
30| 31 | Baz | Faa | Fau | Fas Dyo | Ps | Paz | Paa |

O ByteSub is AES's "S—-box"

Q Can be viewed as nonlinear (but invertible)
composition of two math operations
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AES "S-box”

First 4
bits of

input

Last 4 bits of input
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AES ShiftRow

Q Cyclic shift rows

N shill r\ m

im i o P l;/ n o
| k { cyclic shill oy 1 (1) >
) e f 5 GYGIE Shilt Dy G2 (2) :> a

| |

ayclic shift by G3 [3]
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AES MixColumn

Q Nonlinear, invertible operation applied to each

column
&o, o e bo, by | by, |0
I Aps | o4 | Fos ok [}{'} & 0,0 | Yo.1 0.3 | Yo.4 | “o
CE T E!“. f,lﬂ"fé-::d I "b'r!-ngba# b'll Dya 040y
80 824 a, | 89| 824 | 825 ool bz ba | Daa|boa|bss
d:0 | 434 834985445 Dyg | by, Dya|Bys|bas
I:"-‘El.i 'bﬂ.l

d Implemented as a (big) lookup table
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AES AddRoundKey

L XOR subkey with block

[ ago @1 Qo2 Qo3 Gos Gos | [ koo ko1 Koz Koz Kos Kos | [ boo Do1 Doz Doz bos bos |
G1p 11 G12 13 G14 O15 | o kio ki1 Fig Kig Kig kis | | bio bin biz big bug bys
20 d21 d22 d23 d24 325 koo ko1 koo kos kos kos bao ba1 bag baz bag bos

| a3o a31 a3z a3z azs azs | | k3o k31 k3o ka3 kas kas | b3p b31 b3z b33 b3y b3s |

Block Subkey

3 RoundKey (subkey) determined by key schedule
algorithm
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AES Decryption

 To decrypt, process must be invertible

Q Inverse of MixAddRoundKey is easy, since @ is its
own inverse

Q MixColumn is invertible (inverse is also
implemented as a lookup table)

A Inverse of ShiftRow is easy (cyclic shift the other
direction)

d ByteSub is invertible (inverse is also implemented
as a lookup table)
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Thanks
Q&A
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