
컴퓨터보안컴퓨터보안 강의노트강의노트

55장장. AES (Advanced Encryption Standard). AES (Advanced Encryption Standard)

박박 종종 혁혁
(jhpark1@snut.ackr)(jhpark1@snut.ackr)

http://http://www.parkjonghyuk.netwww.parkjonghyuk.net



2컴퓨터보안컴퓨터보안 강의노트강의노트 –– Advanced Encryption StandardAdvanced Encryption Standard

Replacement for DESReplacement for DES

AES competition (late 90AES competition (late 90’’s)s)

NSA openly involved

Transparent process

Many strong algorithms proposed

Rijndael Algorithm ultimately selected

Pronounced like “Rain Doll” or “Rhine Doll”
Iterated block cipher (like DES)Iterated block cipher (like DES)

Not a Not a FeistelFeistel cipher (unlike DES)cipher (unlike DES)

AES OverviewAES Overview
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Block size:Block size: 128, 192 or 256 bits128, 192 or 256 bits

Key length:Key length: 128, 192 or 256 bits (independent of block 128, 192 or 256 bits (independent of block 
size)size)

10 to 14 rounds (depends on key length)10 to 14 rounds (depends on key length)

Each round uses 4 functions (in 3 Each round uses 4 functions (in 3 ““layerslayers””))
ByteSub (nonlinear layer)

ShiftRow (linear mixing layer)

MixColumn (nonlinear layer)

AddRoundKey (key addition layer)
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Encryption and DecryptionEncryption and Decryption
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AES AES ByteSubByteSub

ByteSubByteSub is is AESAES’’ss ““SS--boxbox””
Can be viewed as nonlinear (but invertible) Can be viewed as nonlinear (but invertible) 
composition of two math operationscomposition of two math operations

Assume 192 bit block, 4x6 bytesAssume 192 bit block, 4x6 bytes
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AES AES ““SS--boxbox””

First 4
bits of
input

Last 4 bits of input



7컴퓨터보안컴퓨터보안 강의노트강의노트 –– Advanced Encryption StandardAdvanced Encryption Standard

AES AES ShiftRowShiftRow
Cyclic shift rowsCyclic shift rows
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AES AES MixColumnMixColumn

Implemented as a (big) lookup tableImplemented as a (big) lookup table

Nonlinear, invertible operation applied to each Nonlinear, invertible operation applied to each 
columncolumn
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AES AES AddRoundKeyAddRoundKey

RoundKeyRoundKey ((subkeysubkey) determined by ) determined by key schedulekey schedule
algorithmalgorithm

XOR XOR subkeysubkey with blockwith block

Block Subkey
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AES DecryptionAES Decryption
To decrypt, process must be invertibleTo decrypt, process must be invertible

Inverse of Inverse of MixAddRoundKeyMixAddRoundKey is easy, since is easy, since ⊕⊕ is its is its 

own inverseown inverse

MixColumnMixColumn is invertible (inverse is also is invertible (inverse is also 
implemented as a lookup table)implemented as a lookup table)

Inverse of Inverse of ShiftRowShiftRow is easy (cyclic shift the other is easy (cyclic shift the other 
direction)direction)

ByteSubByteSub is invertible (inverse is also implemented is invertible (inverse is also implemented 
as a lookup table)as a lookup table)
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ThanksThanks
Q & AQ & A


